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Abstract

Ratchets are critical cryptographic protocols deployed in many
secure messaging applications such as Signal Messenger, WhatsApp,
and Apple’s iMessage PQ3, which aim for strong guarantees such
as Post-Compromise Security (PCS). Computer-aided cryptography
can be used to increase confidence in security protocols but, until
now, has been unable to prove PCS in the computational model for
a ratchet due to the complexity of the cryptographic arguments
involved. Existing mechanized PCS analyses have been limited to
the symbolic model.

We tackle this problem with SQUIRREL, which is well-suited to
study such stateful protocols. The task is still a challenge, due to
the intricate reasoning required, and because SQUIRREL’s indirect
modeling of secrecy has difficulties in scaling to such a complex
proof. To address these issues, we develop a novel logical framework
in SQUIRREL that allows to reason on secrecy as a first-class notion,
and we validate our approach by verifying the PCS of an asymmetric
ratchet. This provides the first mechanized computational proof of
PCS to date for a ratchet, and possibly for any protocol.

CCS Concepts

« Security and privacy — Logic and verification; Cryptogra-
phy; « Theory of computation — Logic.
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1 Introduction

Cryptographic protocols are critical systems used to ensure the
security of our communications. Provable security [33] establishes
strong guarantees on these protocols through mathematical proofs
of security. Computer-aided cryptography (CAC) [11] allows to
mechanize these proofs, providing an even higher level of confi-
dence. This research area has been quite fruitful, with many frame-
works under active development, e.g. [4, 13, 15, 18, 37].

The Squirrel Prover. SQUIRREL [4] is an interactive proof assis-
tant dedicated to the verification of cryptographic designs. It relies
on a higher-order probabilistic logic [8] to encode the interaction
of an adversary and a protocol, and captures cryptographic argu-
ments using high-level reasoning rules. It provides some support
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for proof automation, both for cryptographic arguments - e.g. auto-
mated cryptographic reductions [9] — and for generic proofs using
SMTs [6]. The tool has been used to verify a number of protocols,
including YubiKey [5], the FOO [35] e-voting protocol [10], and
post-quantum hybrid KEM combiners and key exchanges [3].

Signal and the Double Ratchet (DR). Signal’s protocol is a widely
deployed secure messaging protocol used by Signal Messenger,
WhatsApp, and Facebook Messenger. It aims at providing strong
confidentiality guarantees in the presence of corruption, through
two properties: Perfect Forward Secrecy (PFS), which requires that
the compromise of a user should not reveal the content of their past
messages; and Post-Compromise Security (PCS) [26], which asks that
a user can heal from corruption, assuming the protocol ran without
adversarial interference for sufficiently long.

To achieve these properties, the protocol’s keys are updated
frequently in a way that i) prevents future keys from giving any in-
formation about past keys (PFS); ii) injects fresh randomness in the
key updates to allow for healing after a compromise (PCS). Signal’s
protocol has two main sub-protocols: an initial key exchange, with
two variants, X3DH and PQXDH, which establishes a shared secret
used to derive a starting key; and the DR, tasked with regularly
updating the keys, itself composed of two sub-ratchets.

The symmetric ratchet derives a sequence of chain keys from an
initial root key by repeatedly applying a Key Derivation Function
(KDF). This mechanism provides PFS, since the KDF cannot be
inverted to recover past chain keys, but does not provide PCS, as
the key update is deterministic. The asymmetric ratchet constructs
a sequence of root keys, where each forms a starting point for the
symmetric ratchets. Essentially, each root key rk’ is obtained by
applying a KDF H to the concatenation of the previous root key
rk and a fresh shared Diffie-Hellman (DH) secret sqp, Le. rk’ =
H(rk, sqn)- Thus, rk” is secret if any of rk or sq}, is secret. That way,
even if rk is compromised, secrecy can be recovered provided that
the DH exchange producing sqy, is not tampered with.

Such ratchets are nowadays a cornerstone of modern secure mes-
saging, typically used in e.g. Signal’s SPQR [28], Matrix’s Olm [32],
and Apple’s iMessage PQ3 [2, 40]. Further, ratchets are deployed at
scale: WhatsApp is reported to have billions of monthly users [46].
It is therefore a necessity to ensure that ratchets do provide the
expected security properties, which has motivated several pen-and-
paper cryptographic analyses [1, 17, 23, 25, 27]. However, to our
knowledge, no such machine-checked proof has ever been written.



In this work, we seek to obtain machine-checked proofs of PCS in
particular, and we thus focus on the asymmetric ratchet, which is
the essential component of the protocol that provides this property.

Secrecy notions and PCS. A subtle point arises when studying PCS
due to the different ways secrecy can be expressed. Consider the
interactive execution P of a protocol P, which produces a secret
key, with an adversary A controlling the network. In cryptographic
proofs, we can think of two standard ways of formulating the
secrecy of that key, expressed by the experiments below.

b« {0,1}

ko — PA k — P2

ki «s{0,1}7 k' — A()
b — Alkp) return k = k’
return b = b’

Real-or-random secrecy (RoR) requires that the advantage of any
adversary A in the game on the left is negligibly close in 5 to %
(i.e. the random guess). In other words, A must be unable to distin-
guish the actual key ko computed by the protocol from a freshly
sampled ki. On the other hand, non-deduction, on the right, re-
quires that any adversary has a negligible probability of computing
k. It is well-known that RoR implies non-deduction, but that the
converse is not true: if k is RoR, k with its first bit overwritten
to 0 is not RoR but remains non-deducible. Many applications re-
quire the stronger notion, e.g. an encryption key must be RoR for
the IND-CCA assumption to apply. Nevertheless, non-deduction is
sometimes sufficient: e.g. when computing a key k = H(r) with H
a random oracle, the key k is RoR as long as r is non-deducible.

The crucial observation we make is that RoR secrecy is too strong
to be used as an intermediate security notion in all steps of a PCS
proof: the compromise of later keys in the ratchet breaks the RoR
of past keys, which are consequently only non-deducible.

Example 1.1. Assume that a root key rk is secret, and consider
a key update rk” = H(rk, sq,) where both the new key rk’ and the
DH value s4, are compromised. This happens in the asymmetric
ratchet if our device is compromised while still storing rk” as well
as the secret DH key used to compute sqp,. Then, the old key rk is
not RoR secret: the attacker can determine if kj, is the root key rk or
arandom key k; by computing H(kp, sqr) and comparing the result
with rk’: if kj, = rk, the equality always holds, while it almost never
does if k;, = k1. However, the root key rk is still non-deducible.

Thus, while PCS must achieve RoR secrecy for the encryption
keys derived by the protocol in the end, a cryptographic proof
of PCS must either consider a coarser formulation of PCS than
necessary, to eliminate such cases, or establish only non-deduction
for some of the root keys. Note that, as explained above, this weaker
secrecy property for root keys is still sufficient to guarantee RoR for
the encryption keys derived from them. We found that the seminal
pen-and-paper analysis of Signal’s DR [25] incorrectly dealt with
this subtle difference, and wrongly claimed RoR secrecy for all
root keys, even in scenarios where only non-deduction holds (see
Appendix E for more details). It is not surprising that such issues
appeared in manual analyses, considering the complexity of the
ratchet and of the PCS property. This makes it all the more evident
that a machine-checked proof of the asymmetric ratchet’s PCS in the
computational model is needed, which has remained out of reach of

computer-aided cryptography until now. Our goal in this work is
to produce such a proof.

Challenges. The first hurdle is that the asymmetric ratchet is
a stateful protocol, with frequent key updates and an unbounded
number of messages exchanged in a single session, and that PCS
considers complex execution traces with many potential compro-
mises. Out of the current computational verification tools, SQUIRREL
has demonstrated the capability to reason on stateful protocols [5]
and complex traces, making it a natural choice for our purpose.

A second challenge arises from the fact that developments in
SQUIRREL, which is built around the notion of indistinguishabil-
ity, usually rely on RoR secrecy. While non-deduction can be en-
coded in SQUIRREL’s logic, this requires many tedious back-and-
forth steps between the encoding of non-deduction and the built-in
indistinguishability-based security predicates upon which SQUIR-
REL rules operate. This, in turn, prevents SQUIRREL from scaling to
the kind of complex protocols and properties we consider here.

In addition, the ratchet extensively uses KDFs and hash functions,
which are more conveniently reasoned about in the Random Oracle
Model (ROM) - and indeed, the aforementioned pen-and-paper
proof [25] takes place in the ROM. Giving access to the adversary
to a random oracle in SQUIRREL, however, is not practical, as noted
in [5], and no published protocol analyses in SQUIRREL do so in
complex scenarios. Indeed, the ROM tends to complicate proofs,
as it often requires proving that some messages cannot have been
computed and given as input to the random oracle. This is again
an instance of non-deduction, not well-supported by SQUIRREL.

Contributions and thesis. Our thesis is that reasoning on non-
deduction natively as a first-class security predicate in SQUIRREL
is a powerful and effective approach for capturing cryptographic
proofs of complex key update mechanisms, such as the asymmetric
ratchet, and for allowing SQUIRREL to scale. We argue for this thesis
through the following contributions.

First, we develop a logical framework to reason on non-deduction
as a first-class notion. Our logic features a main predicate ¢, where
u ¥ o states that it is not possible to compute v from u with more
than a negligible probability. We design a sound proof system for i,
which expresses generic properties of non-deduction, rather than ad
hoc arguments tailored to the ratchet. We develop our framework as
a sub-logic that we embed within SQUIRREL’s higher-order logic [8],
though some of our new rules are only shown sound on paper.

Second, we extend our proof system with rules dedicated to
reasoning on secrecy in the ROM. These are crucial to conduct
a proof in the ROM, as they capture ROM-based cryptographic
arguments that go beyond what could be done in SQUIRREL before.

Third, we integrate our logic for non-deduction in SQUIRREL,
where it nicely interacts with a pre-existing predicate for deduction,
that already has dedicated built-in support [5].

Finally, we use our logic and its implementation to conduct the
first mechanized computational proof of PCS for an asymmetric
ratchet. We consider a scenario with two agents, an unbounded
number of ratchet steps, and a non-adaptive formulation of PCS.
Our security proof relies on a non-trivial inductive security argu-
ment, and is arguably the most intricate SQUIRREL proof to date.



Limitations. We discuss some limitations of our work. First, we
only study PCS for a high-level model of an asymmetric ratchet,
and do not cover all the features of a real-world ratchet like the one
used in Signal. Notably, we do not model Signal’s session-handling
protocol Sesame [43]. Note that this would likely be impossible,
as recent work indicates that Sesame does not provide PCS [29].
Second, we only consider two users. As users share no long-term
secrets, extending our analysis to a multi-user setting should be a
straightforward though likely tedious exercise. Third, we consider
a non-adaptive notion of PCS where the length of the execution
trace and the compromise scenario cannot be chosen at runtime
by the attacker. Recent SQUIRREL developments [7] may provide a
way of overcoming this limitation in the future.

Related work (CAC tools). We quickly justify the choice of SQUIR-
REL as a cryptographic verification tool in this work. Tools based on
probabilistic Relational Hoare Logics (pRHLSs) [14] (such as Easy-
CrypT [13], VCVI10 [47], FCF [44] and CrRYPTHOL [15]) are more
geared towards verifying cryptographic primitives than protocols.
The game-hopping-style tool CRYPTOVERIF [18] is well-suited for
protocols (e.g. [19, 42]), but lacks the inductive reasoning on states
required for stateful protocols. Finally, typing-based approaches (e.g.
OwL [36], or the one integrated in SQUIRREL [30]) are not interac-
tive, and it is not clear whether they could capture the fine-grained
reasoning on random oracles needed here.

Related Work (Double Ratchet). Our case study differs from prior
work in two ways: it is mechanized, which brings stronger guar-
antees than pen-and-paper proofs, and it is in the computational
model, and thus considers a stronger attacker than symbolic analy-
ses. As these two features of our work render a finer comparison to
previous analyses irrelevant, we only briefly discuss them below.

The PCS of the DR was analyzed on paper in the seminal work
of [25], followed by many other [1, 17, 21, 23, 27]. These analyses,
which have been conducted in the computational model, differ in
several ways, notably on whether they model the DR in isolation
or composed with X3DH/PQXDH, and on whether they are multi
or single users. The latest work [27], the most precise to date, is
a tight security proof of the DR in the ROM for a multi-user and
adaptive setting. While our analysis is less precise, it is mechanized.

All prior mechanized analyses of the DR [16, 24, 39, 41] are
in the symbolic setting [34], and were based on TAMARIN [45],
PROVERIF [20], or DY* [16]. The only study of its PCS property in
the symbolic model is in [24], which was written concurrently to
our work. This work, which showed PCS for the DR, is more precise
than ours in some ways (e.g. it includes the symmetric ratchet and
out-of-order messages), but our proof is computational, and thus
provides guarantees against a stronger attacker.

Finally, we refer the reader to [27] for a comparison between
existing paper proofs, and [24] for mechanized symbolic analyses.

Outline. We present some background and an overview of our
approach in Section 2, and our secrecy logic in Section 3. Finally,
we apply our approach to verify an asymmetric ratchet in Section 4.

We use colors throughout the paper. To ensure accessibility to
color-blind readers, colors only encode redundant information.
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Figure 1: A one-sided asymmetric ratchet chain.

2 Overview

We first recall some background on SQUIRREL, and present an
overview of how our secrecy logic operates on a simple example.

We describe in Fig. 1 a simplified asymmetric ratchet in which
an agent computes a sequence of chain keys ck(0), ck(1), etc. The
initial key ck(0) is a randomly sampled value s. Then, for all n > 0,
the key ck(n) is obtained by applying a KDF H to the concatenation
of the previous key ck(n — 1) and an input x, coming from the
network. We assume that H(+) is a random oracle, which we model
as H(x) = h(x, k) where h is a Pseudorandom Function (PRF)
instantiated with a secret key k. The adversary will be given oracle
access to h(-, k). Then, for any n > 0:

ck(n) = h({ck(n — 1), x,), k)

For the sake of simplicity in this example, we do not model
the responder’s keys, i.e. we consider a one-sided ratchet, and we
consider PFS, which is simpler than PCS. For PFS, we can assume
that all the inputs x1, x2, . . . are adversarially chosen, as the secrecy
of a key ck(n) only rests upon the secrecy of the previous key
ck(n — 1). Looking ahead, when we consider PCS in Section 4, the
security analysis will be more intricate, as the secrecy of ck(n) can
also be obtained from the secrecy of the input x5, which is a DH
secret g*"Y in a healing update.

2.1 Background on Squirrel

We quickly recall the SQUIRREL framework by presenting some
salient features of its logic and execution model.

Language. SQUIRREL describes protocols using a pure probabilis-
tic higher-order A-calculus [8]. It relies on a simple type system:

Tu=1—o7| 1, €B

where — denotes a function type and I is a set of base types
(e.g. booleans bool, bit-strings message). Base types are required
to be serializable, i.e. they must correspond to a subset of {0, 1}*.
Each type 7 has associated labels label(7) expressing additional
assumptions, e.g. finite € label(r) indicates that 7 must be finite.
SQUIRREL uses A-terms built upon a set of variable symbols X:

tu=AMx:o).t|x|tt

where x ranges over X. Probabilities are modeled using arrays of
eagerly sampled randomness called names. We assume a subset
N c X of name symbols, which all have types of the form 7p—17;
where 7 is finite and 7; is a base type. Intuitively, a name is an array,
indexed by values in 79, of values of type 7; that are identically
and independently sampled according to a distribution over 7.
For example, if index is a set {1, ..., N} of agent identities, and if
message is equipped with the uniform distribution over {0, 1}, the
name n : index—message is an array of N bit-strings of length 7.



frame(r) = ( frame(pred(r)), output(r) )
input(r) = att(frame(pred(r)))

empty if T =A(i)
output(r) = { ck(r) if = Corrupt
h(input(z), k)  if 7 = ROM(i)

h({ck(pred(z)), input(r)), k)
ck(r) = { empty

if 7 = A(i) or Corrupt
if £ = ROM(i)

s if 7 = Init
In the definitions above, 7 is such that happens (7). Implicitly, f(init) = empty

for all functions f, except for ck.

Figure 2: Instantiation of our execution model on the
one-sided asymmetric ratchet.

Execution model. We represent the interaction of a protocol with
an adversary adopting SQUIRREL’s standard execution model [5]. For
legibility, we only present a simplified encoding on our motivating
example. To model the one-sided ratchet of Fig. 1, we consider a
sequence of interactions between the adversary and the protocol,
where each interaction is characterized by a timestamp 7 of type

timestamp = Init | A(i) | Corrupt | ROM(i)

where i is a value of a finite type index. The timestamp Init denotes
the initial timestamp; A(i) denotes the i-th standard key update;
Corrupt denotes a key update followed by the corruption of the
chain key ck; and ROM(i) represents the i-th call to the random
oracle by the adversary. For simplicity, we consider here a scenario
with at most one corruption event, which is why Corrupt is not
indexed. An adversary/protocol interaction trace is modeled using:

happens : timestamp—bool < : timestamp—timestamp—bool

happens(r) indicates that 7 is scheduled in the trace; and < is a
total ordering of scheduled events where 7y < 77 states that 7y is
scheduled before ;. We let <2< U = For any scheduled 7, pred(7)
is the largest timestamp strictly smaller than 7.

We model the interaction of the adversary with the protocol
using the functions frame(r), input(r) output(z) and ck(r), depicted
in Fig. 2 and defined by (mutual) recursion over timestamps w.r.t.
the order <. frame(7) is the sequence of all outputs of the protocol
from Init up until 7; input(7r) and output(7) are the input and output
of the protocol at timestamp 7; and ck(r) is the chain key at 7.

The logic. We briefly introduce some useful elements of SQUIR-
REL’s logic, relying on the asymptotic variant of the logic [8]. The
predicate [¢] states that the boolean term ¢ is overwhelmingly
true; and the predicate u ~ v that u and v are computationally
indistinguishable. Very roughly, in a model M, which provides an
interpretation of all symbols in X, each term ¢ has a probabilistic
interpretation [[t]]g/ﬂ as a random variable over t’s type. These pred-
icates are then defined in model M by

M = [¢] iff Pr([$]},) € ow(n)
M Eu~viff VA : PPTM. |Pr(ﬂ([[u]]{\7/£)) - Pr(ﬂ([[v]]gm))l € negl(n)

where 1 € N is the security parameter; ow(n) and negl(n) are the

set of, respectively, overwhelming and negligible functions. For
example, [input(r) # ck(r)] states that the probability that the
input at time 7 is equal to the chain key ck(7) is negligible; and
frame(7), ck(r) ~ frame(7), kresh states that the protocol guaran-
tees the RoR secrecy of the key ck(r), by requiring its indistin-
guishability from a fresh random key kgesh, €ven to an adversary
who can see all messages sent over the network by the protocol.
SQUIRREL uses a two-level logic. The local level operates be-
low the [ - | predicate, and uses the quantifiers and connectives
V,3, =, A, V.The global level operates above [ - |, and uses the
quantifiers and connectives v, 3, =, A, V. For example,
[¢ Vv ] states Pr([§] or [¥/]) is overwhelming;
[¢]1V [] states one of Pr ([¢]) or Pr ([¢/]) is overwhelming,

which are not equivalent (take ¢ £ b arandom coin flip and ¢ 2 -b).

Additional global level atoms restrict the possible values of a
term: const(u) states that u is a constant, whose value is determin-
istic and independent of the security parameter n; and adv(u) states
that u can be computed in polynomial time by the adversary.

SQUIRREL’s user syntax. We now quickly present some concrete
syntax of the tool, which is useful throughout the paper - see [31]
for a more precise description of SQUIRREL’s syntax.

let f (x:int) =t

lemma lem (x:int) : ¢

name n: int — message

global lemma lem'’ (y:int[const]) : @

On the left, we declare a function f with argument x and body t. On
the right, we declare a name symbol n. We provide two examples of
lemma declarations at the bottom, where ¢ is a local formula using
constructs V, = , etc., and @ is a global formula using constructs
V, =, etc. The lemma lem corresponds to the formula [Vx. ¢, while
lem’ corresponds to ¥y. const(x) = ®. Remark the shorthand for
restricted quantification using the const tag attached to y.

2.2 A Secrecy Predicate

We model non-deduction in SQUIRREL using a novel predicate u ¥ s,
which states that s cannot be efficiently computed from u:

up s EVF adv(f) = [f(u) # ]
The atom u ¥ s states that f(u) is overwhelmingly different from s
for any function f that can be efficiently computed by the adversary
- “efficiently” is captured by the adv(f) predicate from [8].

Our predicate is compositional as the quantification over f can be
instantiated by any adversarial computation within the logic. In con-
trast, consider the formula [input(r) # s]|: a meta-level argument
shows that it states the secrecy of's, as input(z) models an arbitrary
adversarial computation using knowledge frame(pred(r)). How-
ever, this formula does not entail e.g. [7(input(r)) # s| with 7 the
projection function only keeping the first 7 bits of its input. This
compositionality is critical to reason on secrecy using our logic.

We model PFS using this new non-deduction predicate:

let safe (7 : timestamp) =V 7/, 7/ < 7= 7’ # Corrupt.

global lemma PFS (7, ’: timestamp| const]):
[ happens(z, /) | = [ safe(z) | = (frame(z’) ¥ ck(7)).

We consider that a timestamp 7 is safe, which is captured by the
safe(r) boolean function, if no corruption occurred before 7 was
scheduled in the trace. PFS requires that the key computed at any
safe timestamps 7 remains secret at any point 7’ in the execution,



in the sense that ck(7) cannot be efficiently computed from the
sequence frame(7”) of all protocol messages up to timestamp 7’.

2.3 Proving Secrecy

We give a high-level overview of how our secrecy logic operates by
sketching the proof of PFS for the one-sided ratchet. The full SQUIR-
REL model can be found in our artifact [38] at Models/motivating-
example. sp. The proof is split into the following three steps:

(1) (non-collision) there are no collisions between distinct and
safe chain keys.

(2) (simulation) the frame of the protocol can be simulated from
a set of leaked values leakage. Thus, it is sufficient to prove
the secrecy of ck(z) w.r.t. leakage.

(3) (secrecy) ck(z) is secret w.r.t. leakage.

Note that steps (1) and (2) are independent and can be reordered.

Non-collision. We prove the absence of collisions between safe
chain keys by proving that [ck(z) # ck(z")], for any distinct 7 and
7’ that characterize a safe key update. These are the timestamps
of the form Init or A(i) — indeed, the key is not updated when
7 = ROM(i), and Corrupt is not safe. This yields the lemmas:

lemma NoCollisionjnjt (i:index): happens(A(i)) = ck(A(i)) # s.
lemma NoCollisiona (i,j:index): A(i) < A(j) = safe(A(j)) = ck(A(i)) # ck(A()).

These lemmas are proved using the collision-resistance and pre-
image resistance of the hash, as well as information-theoretic argu-
ments. (See Appendix B for details.)

Simulation. We show that frame(z’) can be simulated using a
small number of leaked values leakage. We capture this fact by
introducing a deduction predicate:

w02 3(f: p—n). adv(f) A [f(u) = o]

Deduction is the positive counterpart to the secrecy predicate 1,
and requires that there exists an efficient function f that can com-
pute v from u. We do not take credit for this formalization of de-
duction, as a similar notion has been introduced in [5] - although
our exploration of the relations between > and ¥ is novel.

We use I to state our simulation property. Looking back at Fig. 2,
we see that simulating the protocol frame amounts to simulating
the sequence of outputs, which can be done using the random oracle
the adversary has access to; and the corrupted key ck(Corrupt), if
Corrupt was scheduled. Let leakage = (o,, C) where

A,

oy, 2 x h(x,k) C = if happens(Corrupt) then ck(Corrupt)

We prove by induction over 7 that:

global lemma simulate (z:timestamp| const|):
[ happens(z) | = (leakage > frame(7)).

Deduction > and non-deduction ¥ interact in interesting ways —
see Section 3.5 for more details. For now, we simply observe that:

Vu,u' 0. (W > u) = W # o) S (u o).

Intuitively, to prove that v cannot be deduced from u, it is sufficient
to prove that it cannot be deduced from some u’ that can deduce u.
With this property and the simulation lemma, we reduce the secrecy
of ck(r) w.r.t. frame(r’) to the secrecy of ck(r) w.r.t. leakage.

Secrecy. Finally, we must prove that ck(r) is secret w.r.t. leakage.

global lemma secrecy (z:timestamp|[const]):

[ happens(z) | = [ safe(r) | = (leakage ¥ ck(r)).

As a first step, we prove that the chain key ck(r) is secret when
the leakage is restricted to be only the random oracle o, .

global lemma secrecypase (7:timestamp|[const]):
[ happens(z) | = [ safe(r) | = (O ¥ ck(z)).

The key ck(r) is a sequence of nested hashes h(...h(s, k),...,k).
The initial chain key s is clearly secret w.r.t. o,, as it is freshly
sampled. However, we note that s is not RoR: as in Example 1.1, the
attacker can distinguish s from a fresh secret by using the random
oracle to recompute the chain of hashes up to the compromise point
and comparing the result with the compromised value. However, s
is non-deducible, and we would like to propagate that secrecy to
the later keys. Unfortunately, applying computations to a secret
value - even a cryptographic hash — does not preserve secrecy. For
example, although h(s, k) ¥ s, it is clear that h(s, k) ¥ h(s, k) does
not hold. Fortunately, we can show that h can soundly be applied
on the right-hand side of u ¥ v, under the additional condition that
v has never been hashed. Roughly, we establish the reasoning rule:

)
oy, U % h(o, k)

1)

where [//s’lgF,msg(”’ v) is a formula ensuring that v was never hashed
using key k in (u,v), except with negligible probability. This kind
of proof obligation is usual in SQUIRREL, e.g. it appears in its indis-
tinguishability rule for PRFs [8].

We can now prove the secrecyp,se lemma by induction over the
number of nested hashes. Its initialization stems from the earlier
observation that s is secret. The difficulty lies in the induction step
where, assuming that ck(pred(7)) is secret, we must prove that

oy, ¥ ck(r)  where ck(r) = h(m,k)
and m = (ck(pred(r)), input(r))

Using the PRF rule in Eq. (1), we need only to show that m is secret
- we know that m cannot have been hashed in the past thanks to
the non-collision lemmas. We deduce the secrecy of m from the
induction hypothesis o, ¥ ck(pred(r)), using again an interaction
between ¢ and >:

Yu,0,0". (0> 0') = (Uit ') = (u ¥ o),

or, in other words: to prove v secret, it suffices to show that a
secret value o’ can be computed from v. With this property, we
conclude the induction: the secrecy of ck(pred(r)) entails that
of m, since m > ck(pred(r)) - this is straightforward as m =
(ck(pred(r)), input(z)).

We are now ready to prove the main secrecy lemma. Recall that
leakage = (o,, C). To prove that leakage ¥ ck(r), we are going to
show that the leaked corrupted key C brings no additional useful
knowledge to the adversary. This will reduce leakage ¥ ck(z) to
o, ¥ ck(r), which we already know thanks to secrecypase. To prove
that C brings no useful knowledge, we observe that C = h(v, k)
where v = (ck(pred(Corrupt)), input(Corrupt)).

In essence, the argument should be that C is a hashed value,
which is the same as a random value, since we are in the ROM



- and therefore useless to the adversary. However, making this
intuitive argument precise requires careful reasoning. We need to
understand when the following implication holds:

(oh,u Bt)= (oh,u,h(v, k) # t)

Obviously, it cannot hold unconditionally, e.g. if t = h(v, k). This
raises the following question: are there conditions under which the
hash h(v, k) brings no useful information in a secrecy goal? We
answer positively, and show that this is the case if v is itself secret
and if v was never hashed in the past. Intuitively, the hash h(v, k)
then behaves as a fresh random sampling, since h(-, k) is a random
oracle. Since a fresh random value brings no useful information, it
can be safely discarded. Roughly, this is captured by the rule:

ke
[l//sRF,msg(u’ 0,t)]

oy, U, h(v, k) ¥ ¢

o.u¥t o,upv

When proving our secrecy lemma, the two secrecy premises:
oy, ¥ ck(r)

are direct consequences of secrecyp,se. The absence of collision
between ck(r) and previously hashed values follows from the non-
collision lemmas and from the secrecyp,se lemma (to show that
previous calls to the ROM must be different from o).

oy ¥V and

Conclusion on the example. We have presented the main steps of
a PFS proof for a simple ratchet, the way they rely on the notion
of non-deduction, and a few simple proof rules to reason about
it. Although much more complex, the proof of PCS for the actual
asymmetric ratchet in Section 4 follows the same ideas at its core.

3 A Logical Framework for Secrecy

We now formally introduce the deduction and non-deduction pred-
icates, and present a proof system to reason about them. From a
theoretical point of view, this framework is presented in the con-
text of the higher-order logic of [8], and its development does not
require modifying SQUIRREL’s logical foundations. We discuss its
implementation in SQUIRREL at the end of this section.

3.1 Secrecy Predicates

Recall from Section 2.2 and Section 2.3 that the non-deduction and
deduction predicates are formally expressed as global formulas:

Vf.adv(f) = [f(u) # 0]
3. adv(f) A [f(w) = o]

Note that the predicate adv(-) is only defined for terms of order
at most 2, and therefore u and v must in turn be of order at most 1 [7].
For convenience, when u or v are tuples, e.g. u = (u1,uz, ..., un),
we will write the formula directly as uy, ..., un ¥ .

e U

> e

e U o

Preliminary remarks. Both predicates are mutually exclusive: if
u > v, there exists an adversarial f that computes v from u with an
overwhelming probability, and thus a fortiori with a non-negligible
one, meaning that u ¥ v cannot also hold. Note, however, that the
two predicates are not each other’s negation: indeed, it can happen
that neither holds, if there only exist functions that compute v with
a non-negligible, but non-overwhelming, probability.

Example 3.1. Take a constant u = 0, and a coin toss v «$ {0, 1}.
Clearly u ¥ v does not hold, e.g. by taking f to be the function
that always returns 0: f computes v with probability % which is
not negligible. But, since v is a random bit drawn independently of
adversarial randomness, no adversary can do significantly better
than that, and thus u > v does not hold either.

We also remark that the non-deducibility of (v, w) does not imply
that v and w are both non-deducible — unsurprisingly, it could be
that e.g. only v is. More interestingly, it does not even imply that at
least one of them is, i.e. u ¢ (v,w) = u ¥ 0V u b w.

Example 3.2. The term u = if b then n else m is either n or m
with probability % depending on a random bit b. It is clear that
u ¥ n does not hold, since u directly gives the value of n half the
time, and similarly for u ¥ m. However, if n and m are two names
over {0,1}7, it is true that u ¥ (n,m): indeed, though u always
reveals one of n, m, it never reveals both at the same time, and the
pair (n,m) can only be computed with negligible probability.

Thus, we cannot express the secrecy of multiple values by putting
them in a tuple on the right of ¥, and must instead write a formula
combining several instances of .

Proof system. We propose a novel proof system for secrecy, which
directly manipulates deduction and non-deduction as first-class
citizens. We present our proof system as inference rules, with the
standard interpretation: the validity of the conclusion must follow
from that of the premises. It comprises core rules (Section 3.2) that
express fundamental properties of the predicates, and rules for
probabilistic properties or cryptographic assumptions (Section 3.3
and 3.4). Some rules can be derived within the logic itself, unfolding
the definition of > and p¥ and using SQUIRREL’s indistinguishability
and overwhelming truth rules [8]. Others, in particular for oracles
and PRFs, go beyond what can be proved within the logic, and
are argued for on paper. Nevertheless, all rules use the standard
syntax and semantics of SQUIRREL from [8]: only (some) soundness
arguments are outside the logic. As usual in this kind of approach,
we do not aim to be complete, and argue for generality through
practical case-studies. The rest of the section presents a selection
of rules. Missing rules and proofs can be found in Appendix C.

3.2 Core Rules

Fig. 3 displays a set of core rules expressing fundamental properties
of the deduction and non-deduction predicates.

Rules NEG1 and NEG2 express that, as noted earlier, > and ¥ are
incompatible. Rule INEQ follows a similar idea: if v is non-deducible
from u but w is deducible, then v and w cannot be equal with more
than a negligible probability — otherwise, deducing w would too
often let the attacker obtain v. Rule TRANS states the transitivity
of >. On the other hand, ¥ is not transitive: by just taking two
independent random samplings, i.e. two names n, m, it is clear that
n ¥ mand m % n, but not n ¥ n. Rules WEAKL and WEAKR are
weakening rules for I, allowing to replace respectively the left- and
right-hand sides of a non-deduction with deducible terms: if w can-
not be deduced from u, then a fortiori it cannot be deduced from any
v deducible from u, and any v from which w could be deduced is non-
deducible from u as well. Rule Rw-EQU1v expresses an interaction
between ¥ and ~, transferring non-deduction properties through



NEG1 NEG2 INEQ
up o u> o up o up w
—(u > ) —(u ¥ v) [o #w]
TraNs WEAKL WEAKR
ur>v v w upw ur v upw o> w
u>w V¥ w up o
Rw-Equiv Rw-ORACLE
us ¥ 0y u,02 ¥ v
u1,01 ~ Uz, 02 Vm. (u, 01 > m) = [01(m) = 02(m)]
ur ¥ o u,01 o
Pc-ORACLE
w0’ ¥ o uo pm ’ .
> ’ where 0" = Ax.if x # m then o(x)
wWo o else w

Figure 3: Core rules for > and ¥.

an equivalence. More precisely, when proving u; ¥ v1, we may
rewrite both sides of ¥ according to an equivalence uj, v1 ~ ug, v3.
Intuitively, if vy cannot be deduced from uy, then neither can v;
from u;: otherwise, running the computation violating u; ¥ 01
would distinguish (u1, v1) from (ug, v3).

The last two rules of Fig. 3 allow rewriting oracles — represented
by first-order terms — appearing on the left of }#. Rule Rw-ORACLE
states that, when proving u, 01 ¥ v, the oracle o7 can be replaced
with a different oracle o if 01 and 0y have similar behavior. More
precisely, 01 and 02 must return the same value (overwhelmingly)
when called on any message that can be deduced from u, 01: indeed,
an adversary trying to compute v from u, 01 may only call 01 on
values that it can compute from the very same inputs (u, 01). Inter-
estingly, the alternative rule in which we instead require that the
input m can be deduced from (u, 02) is also sound. A use case of
Rw-ORACLE is to puncture an oracle, by changing its output on a
given point m to a different value w. The second premise can then
be discharged by proving that m itself is secret: this corresponds
to rule Pc-ORAcLE. Interestingly, if m and v are the same, the two
resulting premises are identical: when proving the secret of a given
value, any oracle can freely be punctured on that value.

All the rules of Fig. 3 — except Rw-ORACLE and Pc-ORACLE - are
proved directly in SQUIRREL (proofs available at [38]). These last
two, and additional rules, are proved in Appendix C.

3.3 Probabilistic and Cryptographic Rules

Fig. 4 features rules that express the freshness of names or are
consequences of cryptographic assumptions.

These rules can be seen as a rephrasing in terms of non-deduction
of existing proof rules in SQUIRREL’s for [ - |. Similarly to those,
they are written using formulas i that are derived from the syntax
of the terms considered, and express side-conditions, e.g. ensuring
that a given name does not appear in a term. We refer the reader
to [8] for the precise definition of these formulas.

The rule FREsHL states that a fresh name n is not useful when
attempting to deduce any message: indeed, if n is fresh, i.e. is a
random sampling independent of all other messages considered,

CDH

FRESHL
WF o [Py (10)] W& ] [¥E, W]
unpo u;éga'b
PRF-S1MPLE
WF o [Uippsey o m] [ o (o m)]
u,h(m,k) ¥ o
PRF.R
wok B m  [Yhap ey ml [ oo ()]
u, OE,DL h(m, k)
PRF.L-X
wok # 0 [Yppreywom]  [Vpa (o)l Cx

u,oh,h(m, k) ¥ o

The last two PRF rules use the oracle oh = Ax. h(x, k). All rules but FREsuL
additionally require, in a condition omitted here, terms to be polytime

simulatable (see Fig. 11 for the unabridged rules).

Figure 4: Some probabilistic and cryptographic rules for 1.

then an adversary could simply simulate it by drawing a random
value on its own, and thus does not need it. The syntactic side-
condition l//f”resh(u, v) ensures that n is fresh.

Several rules from SQUIRREL’s existing proof system, express-
ing cryptographic assumptions on primitives, can be cast as non-
deduction rules with little change. As an example, we present the
case of the CDH rule, which expresses the identically named CDH
assumption on a cyclic group with a generator g: if a, b are ex-
ponents drawn at random, then from g? and gb it is not possible
to compute g2? with good probability. The rule thus concludes
u ¥ g2, under a condition lpg’SH (u) which expresses that a only
appears in the term u in the subterm g2, and similarly for b.

Another rule captures the intuition that, as the output of a PRF is
indistinguishable from a random value, it does not help in deducing
some message v. Our first formulation of the PRF assumption as
non-deduction can be obtained from the existing SQUIRREL indis-
tinguishability PRF rule [8]:

[wfr)r:ill;,msg (u’ o, m)] [WIP(RF,key (u, o, m)]
(u,h(m, k)),v ~ (u,n),v

which establishes that a hash h(m, k) is indistinguishable from a
fresh nonce, provided that the input m has not been hashed in
(u,v,m), and that the key k is not used for any other purpose —
as before, these two conditions are expressed by ¢ formulas. By
applying the Rw-EQuiv and FresHL rules shown earlier, we obtain
the PRF-S1mPLE rule of Fig. 4.

We present in Appendix C.2 rules for other assumptions, such as
EUF-CMA and GDH, as well as a right-hand side variant of FREsHL.

3.4 The Case of PRF

The cryptographic rules in the previous section are mere refor-
mulations of existing SQUIRREL rules in terms of non-deduction.
In contrast, we found that, to reason finely about non-deduction



involving hashes produced by PRFs, dedicated rules that do not
directly follow from pre-existing ones were necessary.

Indeed, while PRF-S1MPLE is sound, we found it restrictive while
verifying the ratchet (Section 4). First, this rule relies on the RoR
secrecy of the hash h(m, k) to establish non-deduction, and thus
does not use fully the latitude afforded by that notion. As a con-
sequence, as we will explain, it only applies when m has not been
hashed before, which is too rigid for some scenarios. Second, it
does not support the random oracles that are required by the ROM.
We present below several rules addressing these limitations. Even
though this work is in the asymptotic setting, we also present sev-
eral rule variants with improved attacker’s advantage loss, paving
the way for results in the concrete setting in the future.

Ignoring within-hash occurrences. The PRF-SIMPLE rule says noth-
ing about cases where, to produce m, an adversary has already
hashed m itself: the hash is then distinguishable from random, but
may still be non-deducible.

Example 3.3. Consider an attacker who constructs m by asking
for the hash of two nonces n and n’, fresh in u and v, and picks the
one producing the larger hash (when seen as integers in binary):
m = if h(n,k) > h(n’, k) then n else n’. The hash h(m, k) is then
not indistinguishable from random, as its distribution is skewed
towards higher values. Accordingly, the PRF-S1mMPLE rule does not
apply: lﬁg;l;’msg(u, v, m) is not satisfied since the message m, which
is either n or n’, is hashed in m itself. However, as n, n” are fresh in
u and v, the hash h(m, k) basically amounts to the adversary getting
one of two fresh random values, which does not give more deductive
power: actually, it is true that u ¥ v implies u, h(m, k) ¥ .

To eliminate a hash on the left-hand side in such a case, we
update the PRF-S1MPLE rule by no longer applying lﬁg}’i?msg() to
m. This means that we can ignore how m is constructed (as long as
it is done in polynomial time): it may be chosen depending on its
own hash, and in that case the hash will not be indistinguishable
from random, but that does not matter. This worsens the bound on
the attacker’s advantage, but enables more expressivity.

Managing the hash oracle. Another limitation of PRF-SIMPLE is
that it cannot deal with cases where the adversary is directly given

access to a hashing oracle OE 2 x. h(x, k) on the left-hand side
of . Such oracles are desirable in general when reasoning about

PRFs, and are vital to the structure of our proof, as explained earlier.
m,k

PRF,msg
hash is computed in the oracle, and would contain the conjunct

Vx.x # m, which is of course not provable.

In such a case, the formula ¢, (u, v, m) would detect that a

mk
PRF,msg
applied to the oracle. For the right-hand side rule which proves a

hash secret, this is rather straightforward: we simply require that
the attacker cannot compute m, in which case it cannot get the
target hash from the oracle. This yields the PRF.R rule in Fig. 4.
The left-hand-side case is a bit more subtle: we note that pro-
viding the attacker with a fresh hash h(m, k) in the context of a
hashing oracle only amounts to giving it an equality testing oracle
Ax.x = m. Indeed, all the attacker can do with the fresh hash is
using the hashing oracle to compute hash values and test whether it
gets h(m, k). This is similar to the wide-spread case where a random

Therefore, we need to make it so that i/, () is no longer

oracle applied to a DH exponentiation effectively gives the attacker
a DDH oracle. Informally, under the right freshness conditions:

((oﬁ,u,/lx.x =m) o) = (oﬁ,u,h(m, k) # o)

We propose different conditions to then eliminate the input
Ax.x = m, leading to three variants of the rule PRF.L-X, displayed
in Fig. 4, which is parameterized by an extra condition Cx.

e PRF.L-EQ : if we require Ceq 2 o'}:, u > (Ax.x = m), then the
equality oracle does not give the attacker any information it
could not already compute (see WEAKL).

e PRF.L-skc : if we require Csec 2 OE, u ¥ m, then the attacker
will never be able to input m to (Ax.x = m), which is then
simply equivalent to (Ax. L), and thus useless.

e PRF.L : we may also set C+ = T and drop the test oracle.
Intuitively, an adversary can simulate the equality oracle
by guessing which of the polynomially many distinct val-
ues it will call the oracle on will produce a positive answer.
This variant adds a multiplicative polynomial factor to the
advantage bound.

All these variants are not derived from SQUIRREL’s existing rules,
since the latter only apply when the hash considered is RoR, which
is not the case here. Instead, we prove their soundness from scratch
by reductions to the usual PRF game (see Appendix C.3).

3.5 Implementation

Prior to this work, SQUIRREL lacked a way to reason about secrecy
at a logical level. However, the tool had already been extended
with support for deduction in [5], taking the form of an internal
deduction engine used to automatically simplify equivalences —
more precisely, this mechanism targets bi-deduction, an alternative
notion which can be repurposed for deduction.

While this machinery internally relied on deduction, the deduc-
tion predicate was not exposed to the user in the logic. The reason
is that [5] predates the inclusion of higher-order constructions in
SQUIRREL [8], which we use to quantify over an adversarial compu-
tation when defining > and . In contrast, we can now define both
predicates in SQUIRREL’S user-space:

predicate ( ¥ ) [a f] (u:a,v:[u’):\;’f:((zﬂﬁ)ladvl, [fu)#v].
predicate ( > ) [a f] (u:()(,v:/)’):éf:(aﬂﬂ)ladvl, [fu)=v].

We have produced a library for SQUIRREL containing these defi-
nitions, as well as the rules of Fig. 3 as lemmas (for those proved
in SQUIRREL). However, some rules would not be very usable writ-
ten that way: for instance, for Rw-ORACLE, SQUIRREL’s lemmas
do not give the user a concise way of pointing out which part
of the left-hand side is the oracle, and would instead expect the
oracle explicitly as a parameter. To alleviate this issue, we have
extended SQUIRREL with built-in tactics for Rw-EQuiv, Rw-ORACLE,
and Pc-OrACLE, making them easier to apply for users. As the rest
of SQUIRREL’s code, the implementation of these tactics is not itself
formally verified, and they thus become part of SQUIRREL’s trusted
code base - there is a trade-off here between usability and trust.
In contrast, the rules in Fig. 4 cannot be expressed as lemmas, as
the i/ conditions cannot be written within SQUIRREL. Therefore, we
implemented them directly as new built-in tactics — except for a
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Figure 5: An asymmetric ratchet.

few that a user can easily manually re-derive using existing tactics,
such as CDH.

Moreover, we extended SQUIRREL’s internals to connect the user-
space > and }¢ predicates to the existing automated deduction
engine. This turned out to be crucial to reduce the proof-burden and
to scale. First, a deduction u > v can be automatically solved using
the tactic deduce ~all, which relies on the deduction engine: this
way, the user does not have to explicitly provide the computation
justifying the deduction, which would be unacceptably tedious.
Interestingly, the deduction engine also helps non-deduction. For
example, consider a proof context with a hypothesis H stating that
u’ ¥ o', and where the current goal is u ¥ v. We have extended
the existing apply tactic so that apply H will use the deduction
engine, attempting to automatically show that v’ > u and v > v’
and conclude by the weakening rules WEAKL and WEAKR. Finally,
we made it so that deduce (without the ~all flag) simplifies goals
even if it cannot prove them completely: e.g. to prove uy, ..., un ¥ o,
deduce will filter the elements of (uy, ..., uy) that can be deduced
from the others, yielding a simpler goal.

4 The Security of our Asymmetric Ratchet

We model and prove the PCS of an asymmetric ratchet in SQUIRREL.
This section presents the protocol, and the security property, ex-
plaining how they are modeled in our SQUIRREL development; and
gives an in-depth explanation of how the proof is structured. All
models and proofs are available at [38].

4.1 The Asymmetric Ratchet Protocol

We consider an asymmetric ratchet, whose execution is depicted
in Fig. 5. A summary of all notations can be found in Table 2 in

appendix. This is a two-party protocol, in which an initiator and a
responder both compute a sequence of root keys:
RK! , RK], RK?

Lr> ls > Lr> =

Initiator : RK?

Is >

1 1 2 2
Responder : RKR ” RKR o RKRr, RKR o e

In an ideal execution where the adversary does not intervene, both
sequences are equal, i.e. RK?S = RKer, RKllr = RK:(S, etc. The role

of each key depends on the agent, e.g. RK?’S is a sending key for

the initiator, and should be equal to RKIIz
for the responder. For each agent, the chain alternates between
sending and receiving keys. The two agents take turns in running
the protocol. Every time an agent executes a protocol step, the
chain progresses by two steps, by computing the receiving key
that should match the last sending key from the other agent, and
deriving a new sending key — the first execution of the initiator
is different, as there is no receiving key, only a sending key RK?S
Except for this first step from the initiator, the behaviors of both
agents are symmetric.

Each root key has an associated chain key, e.g. CKf{,r is the i-th

»» Which is a receiving key

responder receiving chain key, and corresponds to RKEJ (these
chain keys are not to be confused with the similarly named ones
in Section 2). In Signal’s Double Ratchet, chain keys serve as starting
points for symmetric ratchets, which we do not model here.

We assume that the initiator and responder chains are initialized
with a shared secret SK, i.e. RK0 = RK1 = SK. In a real-world
deployment, SK would be obtamed by runnmg e.g. the X3DH or
PQXDH key exchanges, which we do not model here.

In an honest execution, the responder updates its key as follows.
The i-th time it runs, it receives from the network a DH public key
Pkf_l — gs
execution, the value received X may or may not be equal to pkf‘l.

-1
k™", where g is a generator of a DH group - in an actual

Then, it samples a fresh DH secret ski,, and retrieves its previous

DH secret ski{l from memory. It then performs two ratcheting

steps. First, the i-th receiving root key RKf2 and chain key CKf2
e .V

are computed:

. . i-1 g i-1
RK [ICK , = H(RKE |, g% =k )

Then, the i-th sending root and chain keys RKf2 R CKf2 are derived:
»S »S

. . . i opi-1
RKp ICKE ; = H(RK}, ,, g™ i)

4.2 Modeling the Ratchet and PCS in Squirrel

We model this ratchet using SQUIRREL’s 7-calculus process input
language. It is then automatically compiled by the tool to an internal
representation using recursive functions, as described in Fig. 2 of
Section 2. Our model is displayed in Fig. 6. For concision, we omit
the description of the initiator, as it is similar to the responder. In
the following paragraphs, (numbers) refer to lines of Fig. 6.

Protocol. As SQUIRREL relies on an eager-sampling semantics, we
start by sampling the randomness used in the ratchet. For example,
the name SK (1) is the secret initializing the key exchange; and skp
(2) contains the responder’s DH secrets. For consistency with earlier
notations, the DH secret is denoted by skfQ rather than skp (i). The
responder’s global states RKg and RKp ¢ are then declared (4,5).



(+ shared initial secret =)
(= array of responder DH secret exponents +)
(+ PRF keys to model ROs =)

name SK : message.
name skp : index — E.
name k, k' : message.

w N

=~

mutable RKp | - message = empty. (+ receiving root key =)

mutable RKR:s : message = SK. (+ sending root key +)

o

6 process Responder(i : index) = (= i is the loop counter, starting at 1 +)

7 in(X); (+ input new DH public key =)
i-1
5 RKgp = h(( RKp XSk:? ), k); (+ update receiving root key =)
9 letCK, =h'(RK, k)in (+ and chain key +)
R,r Rr

10 RKg, = h({ Ry, X% ),
11 let CKR’S = h'(RKKs,k') in

12 stRCor := if safeR(i) then zero else ( RKp o skf2 )

(+ update sending root key +)
(+ and chain key +)

(+ leak state if not safe =)

13 out(( gSk;?, CKp s CKp o M
14 ... (» omitted code defining the Initiator «)

15 process RO (j : index) = in(m); out(h (m,k))
16 process RO'(j : index) = in(m); out(h'(m,k"))
17

(+ random oracle for h =)
(+ random oracle for h’ «)

process Corrupt(j : index) = out({ stRCor,stICor )).

18 systemS=... (+ initial knowledge + first initiator half-ratchet (omitted) =)
19 1_i Responder(i) | !_i Initiator(i) | |_j Corrupt(j) | |_j RO(G) | !_j RO'(j).

X := t assigns t to the global memory cell X. in(x) stores a network input in x,
and out(t) outputs t to the network. (P | Q) runs P and Q in parallel. Finally,

!_i P(i) replicates P, creating a copy for each value of i.

Figure 6: SQUIRREL modeling of the ratchet (simplified).

They store resp. the current responder receiving and sending root
keys. Initially, there is no receiving key (RKR,r defaults to empty),
and the sending root key is set to SK.

A single call to the KDF H simultaneously computes the new
root key RK and chain key CK. We represent this KDF by:

H(x) = h(x, K[| (h(x, k), k)

where, as in Section 2, h and h” are random oracles, which we
model using a PRF with a secret key, resp. k and k’, represented by
names (3). Here, h produces RK (8,10) and h” produces CK (9,11). As
mentioned, although we focus on the asymmetric ratchet, the first
chain key of each symmetric chain is computed, and leaked (13).
This amounts to proving security against a strong attacker, who
could compromise every chain key. Finally, the adversary has access
to h(-, k) and h’ (-, k’) using the RO and RO’ processes (15,16).

Compromise. The adversary can compromise any agent’s persis-
tent memory. After step i of the responder, its memory contains
the sending root key RKf{s and the DH secret squ, as both values
must be stored for the next ratchet step. All other values, e.g. the
receiving root key RKp ;- are assumed to be deleted as soon as the
i-th step ends. We model the compromise of the responder’s state
using a SQUIRREL memory cell stRCor, which is leaked to the ad-
versary when it calls Corrupt (17) - similarly, stICor, omitted here,
is used for the compromise of the initiator. Often, when modeling
corruption, one observes after the fact which data was corrupted,
and uses this information in the security statement, e.g. by requiring
that uncorrupted sessions are secure. We take a different approach,
and restrict before the fact which sessions may be compromised. We
consider an arbitrary boolean function safeg(i) indicating whether
the responder at step i is safe or may be compromised, and store
the data to be leaked in stRCor only when safeg(i) is false (12).

let rec syncgy (i:index) = let rec healthy; (i:index) =

i=0V safe (i) A
(RG) < I(i) A ( (if syncgi(i) then healthygr(i)
syncir(i-1) A else healthy(i - 1)) v

(safer(i) A input(I(i)) = gSk;{) )
and healthyg (i:index) = ...

. skl yskiTl
input(R(i))"R = input(I(i))™1 )
and syncr (isindex) = ...

Figure 7: The synchronicity and health predicates.

This restriction is crucial for our study of PCS, as it is needed in
order to use SQUIRREL’s idiomatic proof style. Of course, restricting
beforehand which sessions can be compromised is not equivalent
to observing compromises after the fact. The former yields a non-
adaptive formulation of PCS, in which the safer(i) function is a
parameter of the model: we prove PCS for any arbitrary but fixed set
of corrupted sessions, but we do not let the adversary dynamically
choose which sessions to corrupt.

Healthy predicate and PCS. The full protocol consists of the repli-
cation of all processes (18,19) running in parallel. It gives rise to
the set of timestamps (some details omitted):

timestamp == Init | R(i) | 1(i) | Corrupt(j) | RO(j) | RO’ (j)

where R(i) and I(i) are resp. the i-th responder and initiator steps,
and other timestamps are as expected from their names.

We focus on the secrecy of the sending keys, as this is what
would be needed to prove message confidentiality when extending
the ratchet into a complete secure messaging protocol. Naturally,
not all RKf’S are expected to be secret — when a corruption has
occurred, and the protocol has not healed yet, the keys are not
meant to be secure. Hence, we use a predicate healthy,(i), indicating
whether RKf,S will be shown secret, and, similarly, healthyr for
the responder key RKg s Once the healthy predicates are defined
- which will follow shortly — we capture PCS by requiring that
healthy responder and initiator sending keys are secret. Formally,
for the initiator:

global lemma PCS' (z: timestamp [ const], i:index| const ]):

[ happens(z, I(i)) ] = [ healthy,(i) | = (frame(r) ¥ RKI’;S)A

The goal, when defining healthyy, is for as many keys as possible
to be considered healthy, so that the resulting property is as strong
as possible. We show in our SQUIRREL development that PCS also
implies PFS, by proving that the healthy,(i) we will define holds if
there is no corruption before I(i).

Before defining healthy, it is useful to characterize when the
initiator and responder are synchronized, i.e. when they derive the
same key chains up to step i. We capture this using two recursive
predicates, seen on the left of Fig. 7: syncg(i) indicates whether the
i-th responder-to-initiator keys are synchronized, i.e. whether the
i-th responder sending key is equal to the i-th initiator receiving
key; syncr(i) is similar for the initiator-to-responder keys.

Armed with the sync predicates, we can now define healthy
keys. The definition of healthy; is given on the right of Fig. 7, and
healthyp is similar. The two predicates are mutually recursive. First,
healthy(i) requires that safe|(i) holds, as RKI,s cannot be proved
secret if the adversary can directly compromise it. Then, the secrecy

of RKfs = h((RK! - input(l(i))Skll), k) can stem from the secrecy of
either the previous root key (left) or the DH handshake (right).



Component Filename LoC Time
Model definitions model.sp 226 3s
Security definitions main.sp 150 1s
Definition of O oracle.sp 838 7s
Simulation proof simulation.sp 305 14s
Non-collisions proofs non_collision.sp 1212 46s
Secrecy proof secrecy_px.sp 3365  236s
Additional utilities indices.sp,trace.sp, 1553 26s
DHlib.sp, utils.sp
Total 7649  333s

Table 1: Lines of Code (LoC) for the SQUIRREL proof of the

ratchet, including comments and white spaces. Verification

times are for a standard laptop (4 cores@2.8GHz CPU, 32GB
RAM). Corresponding files are in the artifact [38].

Case 1: inherited secrecy. The secrecy of RKIi,s may rest upon
the secrecy of the previous root key RKf,r. When both agents are
synchronized, RKf’r = RK;‘{S, and we ensure the secrecy of the
former by requiring that the latter is healthy. When agents are
de-synchronized, the secrecy of RKf’r = h((RKf;l, ... ), k) can only
be achieved from that of RKf;I, since the rest of the hashed pair
depends on an adversarial input. Thus, we ask that RKf;1 is healthy,
i.e. that healthy,(i - 1) holds.

Case 2: healing. 1(i) can be a healing step, where the secrecy of the
root key RK;)S rests upon the secrecy of the honest DH handshake
gSkli'Sk;%. We already required that safe(i), thus skf is not leaked.
skf2 must not leak either, i.e. safeg(i) must hold, and the initiator
must receive the expected DH value gSkfz from the network.

As we did for the safe predicate, we assume that the values of
the healthy and sync predicates are fixed before the start of the
protocol execution, i.e. we consider a non-adaptive adversary, who

must decide beforehand, rather than dynamically, which sessions
are attacked or allowed to heal, and when to de-sync the protocol.

Discussion (non-adaptiveness). We quickly discuss why we target
a non-adaptive form of PCS. From a foundational point-of-view,
there is no inherent need for non-adaptiveness: on paper, the logic
can express the adaptive notion of PCS expected by cryptogra-
phers. The limitation stems from the idiomatic proof methodology
in SQUIRREL, which does exploit non-adaptiveness — the proof strat-
egy we use for this ratchet is no exception. More precisely, while
SQUIRREL’s rules do not explicitly require non-adaptiveness, some
rules impose it indirectly. Without delving too much in technical-
ities, one form of case analysis (the G.L-Loc:V rule from [8]) is
limited to constant values. It thus cannot be applied to adversar-
ially controlled values: as the adversary is probabilistic, values it
produces cannot be assumed constant. Further down the road, this
usually forces some non-adaptiveness in the model.

4.3 Security Proof

We provide in Table 1 an overview of the SQUIRREL development,
including the number of lines of code (LoC) for each file. We use the

let O[Reak = Ai. if not (safegr(i)) then skf2 let O:}dh =Alyxiy= xSk:z

let Opupiic = (1 x. hixk), A x. W(xk), 1 1. g™k, OR O, . )
let ORe(z) = 11 if R() < 7 A not(healthyg(i)) then RK |

let OE((T) = A0 if R(i) < 7 A not(syncir(i - 1)) A not(healthyr(i - 1)) then RKEI
let OF(7) = 1i. if R() < 7 A healthyg(i) then CKE o

let O'é’lZ(T) = A0 if R(i) < 7 A healthyr(i - 1) A not(syncir(i - 1)) then CK'i{r

let O(7) = (Opublic. O (7). O (7), OF(7), O (7). .. )

Figure 8: The set of oracles O(7) (excerpt).

same high-level proof structure as in the motivating example in Sec-
tion 2.3: first, we prove a number of non-collision properties on
ratchet keys; second, we prove that the protocol execution frame(r)
can be simulated by a well-chosen set of oracles O(r); third, we
prove the secrecy of the target keys under O. We do not further dis-
cuss here the proofs of the non-collision properties, which proceed
similarly to Section 2.

Fig. 9 depicts one possible execution of the ratchet, which we use
to illustrate our proof strategy throughout this section. It also makes
clear the bug uncovered in the seminal pen-and-paper proof of the
ratchet [25], discussed in Example 1.1. We see in Fig. 9 that the root
key RKlR!r is secure and non-deducible. It is however not RoR, as
the attacker can obtain through compromise RKlR s and skllz, which
yields a trivial distinguisher. The potential for such compromises
to break RoR was missed in [25], where RoR is typically claimed
for RKlR’r in the proofs (see Appendix E for details).

4.3.1  Proof cut by simulation. Rather than directly proving that
frame(r) ¥ RK, we identify a set of oracles O(7) such that

O(r) > frame(r) and O(r) #RK.

That is, O gives at least as much knowledge to the attacker, and
does not break secrecy. We present the main oracles of O in Fig. 8
(see the full definition in Fig. 13 in appendix). First, O contains a
set of oracles Opyplic independent of 7, which includes the random
oracles for h and h’, the public DH keys, the leaked secret DH keys,
and DDH oracles for all secret DH keys. Then, O(r) contains a set
of root and chain keys, sufficiently large to simulate frame(r), while
avoiding duplicated keys (we justify this design choice later). For
example, O(7) includes all non-healthy sending root keys appearing
before 7, and all receiving root keys in case of de-sync (when in
sync, adding a receiving key would create a duplicate). O(r) also
includes all sending chain keys corresponding to healthy root keys
(anon-healthy CK can be computed from the corresponding RK and
the hash oracle h’(, k”)). We discuss below the two main benefits
of introducing the intermediate set of oracles O.

Removing duplicate hashes. Recall the PRF rules of Section 3:
u,ot, ¥ m
u,0f, % h(m, k)

u,oh ¥ o
u,oﬁ,h(m, k) ¥ o

Reasoning backwards, the left rule removes a hash from the ad-
versary’s knowledge, while the right rule reduces the secrecy of
h(m, k) to that of m. The additional conditions, omitted here, no-
tably require that the hash h(m, k) is fresh, i.e. that m is not hashed



in u, v. But some hashes in the execution frame(r) of the ratchet
are not fresh, as the initiator and responder compute the same hash
chains while in sync: e.g. in Fig. 9, the chain keys CK1 - and CK1

are equal, and the key CK1 . thus appears twice in frame(r) Usmg
O, we remove such duphcate hashes to prepare the terrain for the
application of the PRF rules during the secrecy proof.

Robustness. Simulating frame(z) by O abstracts away irrelevant
implementation details. Superficial modifications of the protocol
model, e.g. changing a data structure or a serialization function,
will only impact a small part of the simulation proof, and will not
require modifying O. There are two advantages to that. First, as
seen in Table 1, the simulation proof is a small subset of the overall
development, as it benefits the most from the automated deduction
procedure presented in Section 3.5. It is thus easy to adapt when
updating the proof. Second, since O is unchanged, there is no need
to update the secrecy proof O(7) ¥ ..., which is the most intricate
and time-consuming proof step.

4.3.2  Inductive proof of secrecy. To prove PCS, we must establish
properties of the form O(7) ¥ RK. Our high-level proof strategy
consists in recursively eliminating in O(7) or RK the keys at the
end of the longest KDF chains, i.e. the most recently computed
keys. This yields an inductive proof in which we show — in some
well-chosen order — the secrecy of all healthy keys, and of some
useful DH values. Let iR(7,) and il(z,) be, respectively, the largest
R(i) and I(i) timestamps earlier than 7. We target the property!:

1 global lemma secrecymain (77: timestamp|const]):

2V (n,ntindex [const]), [ safei(n) A safer(n) | = O(r;) # gSkI skg /\

3V (zy: timestamp[ const]),
4 [ healthyr(iR(zy)) | = O(z1)
5 [ healthy(il(z;)) | = O(m)
6 [..]1S 0(m) ¥ RKg™) A

R(rr) %
% RK'R['(ST’) A
{7y X
¥ RK| ¢ A ,
[..]= O@m) ¢ R

To prove this lemma, it suffices to consider the case 7, < 7;. Indeed,
when 7; < 7, we observe that O(z,) > O(r;). Thus, using the
weakening rule WEAKL, it suffices to prove O(z,) ¥ K(z) to obtain
O(17) ¥ K(7), bringing us back to an instance of the previous case.

The proof then proceeds by induction on 7;. At each step, we
either apply a right PRF rule to reduce the secrecy of a key to that of
an earlier key, or a left PRF rule to remove from O(7) a key that is no
longer available in O(pred(r)). In total, the proof contains 23 uses
of our PRF rules, divided among PRF.R, PRF.L-EQ, and PRF.L-sEc.
We finish with a few interesting cases of the induction.

Base case. When 1; is the initial timestamp, O(Init) is limited
to the public values Opypiic, and only the non-deduction at line
2 of lemma secrecymaijn is not vacuous. Thus, we must prove the
secrecy of all safe DH products from Opyplic — in Fig. 9, these are
the values with a green aura in the middle column. We show this
directly by reduction to Gap Diffie-Hellman (GDH).

Healing case. Let 7; = R(2) and consider the proof of O(7;) ¥
RK?{ , inFig. 9. This is a healing step in which the responder received

the expected uncompromised DH public value gSkll , freshly sampled
ské, and computed a fresh secret gSkl1 skt that it injected in the KDF

1Omitting some details for simplicity; the corresponding predicate can be found
in [38], under the name Secret_prop in file Models/asym-ratchet/secrecy_p1.sp.
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Figure 9: Asymmetric ratchet proof visualization

derivation. The gray background area in Fig. 9 indicates which
values are known to be secret at that point: for any value K with
a green aura in that zone, we know by induction hypothesis that
O(17) ¥ K. Notably, gSkll sk is secret, which allows us to prove the
secrecy of RKZR’S using the PRF.R rule. To apply this rule, we must

additionally prove that RK2 is a fresh hash, which we show using

the non-collision lemmas and by proving that RK2  Was never sent
to RO. While this may at times require the 1nduct10n hypothesis, it
follows here from the fact that ssz is a fresh random sampling.

Inherited healthy case. Consider the value RK3 in Fig. 9. This key
may have used a DH share known to the attacker in its derivation.



However, RK3S is also derived from the healthy key RK3 , which is
already established secret at that point in the 1nduct10n Thus, the
secrecy of RK13s can be proved with a call to PRF.R.

Application of a left PRF rule. RK4 illustrates the application of
a left PRF rule to eliminate a key from O(7). Depending on which
value the adversary chooses for Z, it might or might not be able to
compute RK4 - roughly, it can compute this key only if it knows
the discrete log of Z. Because RK4 , may not be secret, we cannot
use PRF.L-skc (as we do in other cases) and rely instead on PRF.L-
EQ. This particular step shows how the computation of a root key
by an agent can provide the attacker with a DDH oracle for that
key, and explains the inclusion of such an oracle in Oppjic-

5 Conclusion

We have now verified the PCS of an asymmetric ratchet. A natu-
ral next step will be to consider the full DR. Analyzing the post-
quantum security of the SPQR protocol [28], by extending non-
deduction to post-quantum SQUIRREL [3], is another exciting av-
enue for future work. This would likely require reasoning in the
QROM [22], which is known to be difficult in CAC tools [12]. We sus-
pect that this problem could be tackled by exploiting the similarities
between our Pc-ORACLE rule and One-Way to Hiding lemmas [48].
Finally, we leave as future work to apply [7] to obtain security
guarantees in our case-study in the concrete setting.
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A Open Science
Our artifact is available at [38]:
https://doi.org/10.5281/zenodo.22204533
This artifact includes:
e README.md: the top-level readme file.
e squirrel-prover/: our extension of SQUIRREL with sup-

port for non-deduction.
e case-studies/: our case-studies.

Further, the extension has been integrated into the master branch
of SQUIRREL, which is available at:

https://github.com/squirrel-prover/squirrel-prover/

Installation. Installation instructions for our extension of SQUIR-
REL are available in squirrel-prover/README.md.

Proof visualization. However, it is not necessary to install SQUIR-
REL to visualize our case-studies, as Models/html_export contains
an html export that can be consulted directly from a Web browser.

Secrecy library. The user-space SQUIRREL code for non-deduction
can be found in:
squirrel-prover/theories/NonDeduction.sp
It notably proves some of our rules (Theorem C.1).

Case-studies. Our case-studies are organized as follows:

e Models/asym-ratchet/: the asymmetric ratchet case-study
of Section 4, see the corresponding README . md for additional
details.

e Models/motivating-example. sp: the model and proof for

the motivating example of Section 2.
e Models/non_deduction_tuto. sp: a small tutorial introduc-

ing the basic techniques for reasoning on non-deduction in
our extension of SQUIRREL.

B Motivating Example: Missing Details

We describe the high-level structure of the proof of the non-collision
lemmas we presented in Section 2.

lemma NoCollisionj (i:index): happens(A(i)) = ck(A(i)) # s.
lemma NoCollisiona (i,j:index): A(i) < A(j) = safe(A(j)) = ck(A(i)) # ck(A()).

NoCollision|yjt states that all non-initial chain keys are different
from the initial seed s. It can be directly proven by reduction to the
pre-image resistance of H(-, k). We prove NoCollisiona by induc-
tion over the execution trace <. First, we use the collision-resistance
of H(+, k) to reduce the existence of a collision

ck(A(0)) = ck(A())

to the existence of a collision:

ck(pred(A(i))) = ck(pred(A()))) )
Then, we conclude by a case-analysis, depending on whether the
left chain key is the initial key s or a key ck(A(ip)) where A(ip) < A(i).
In the former case, we conclude thanks to NoCollision,;t. In the
latter case, there exists jo such that Eq. (2) is equivalent to

ck(A(io)) = ck(A(o))

and we conclude by induction hypothesis.

C Additional Rules and Proofs

We consider the usual global judgement &;© + F, where & is an
environment, © is a set of global formulas and forms the judge-
ment’s hypotheses, and the conclusion F a global formula. This
global judgement is valid when (A@) = F is satisfied in all models
of &. Our proof system is composed of rules of the form

N S Jr
7 ,
where J and the J; are global judgements, which we prove correct,
in the sense that if Jj, ..., Ji are valid then so is J.
We omit the environment & and hypotheses © from a rule if

they are identical in all its judgements. The rules presented in the
body of this paper (in Fig. 3 and Fig. 4) should also be read this way.
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C.1 Core Rules

We present in Fig. 10 two additional core rules that we omitted from
the body. Rules PoLyL and PoLYR express a cardinality argument: if
a term o is of a type that can be enumerated in polynomial-time,
then it can always be guessed with non-negligible probability by
an adversary, and thus it both cannot be secret, and is not useful to
deduce other terms.

All our core rules are sound.

THEOREM C.1. The rules of Fig. 3 are sound.

Proor. All the rules but PorLyL, PoLYR, Rw-ORACLE and Pc-
ORACLE are proved directly in SQUIRREL, and their proof can be
found in our artifact [38].

The PoLYL and PoLYR rules. First, the poly-enum label in label(7)
means that 7 is interpreted, in all models M considered, as an 7-
indexed family of sets [[r]]TK41 whose elements can be enumerated in
a polynomial time in 7. Therefore, in a given model, an adversarial
function could thus enumerate all possible values in [[THAI and
sample one of them at random. The label poly-enumimplies that the
cardinal of [[T}]KAI is polynomial in 7. So, the probability of obtaining
[[”M\]AI with a uniform random sampling is non-negligible. Thus, the
value of u cannot be secret, which justifies rule PoLYR, and is not
needed to deduce any other value, as it could be simulated, which
justifies rule PoryL.

The Pc-ORACLE and Rw-ORACLE rules. Pc-ORACLE is derived di-
rectly from Rw-ORACLE, hence we focus on the latter. Rw-ORACLE
cannot be proved directly in SQUIRREL, since, as we will see, it in-
volves reasoning inductively on the number of calls made by an
adversary to an oracle, which the tool currently cannot do.

We first present a slight reformulation and generalization of
Rw-ORACLE, noticing that it is in fact symmetric between the two
oracles: the second premise asks that the two oracles behave the
same on inputs deducible from u, 01, but considering instead inputs
deducible from u, 0, would be sound as well. We thus prove the
soundness of the following (double) rule at once, for both f =1
and f = 2.

u,03 0 \;’m.(u,orfgbm)é[olm:ozm]

u,01 o

Assuming that the rule’s premises hold, we will prove its conclu-
sion. Unfolding the definition of ¥, consider an adversarial function
f, that will be applied to u, 01 to attempt to compute v. Its inter-
pretation [f]7* is an adversary A (17, pg, -, -), i.e. a PPTM who
will attempt to compute [0]7*, using the adversarial part p, of the
random tape p.

A is a PPTM, and since u is computable in polytime (and thus of
polynomial size), and 01, 02 return hashes, of polynomial size as well,
there exists a polynomial g(17) bounding A (17, pg, [u] ™7, [0:]"7)
fori=1,2.

Let pi(n) = Prp, [A(17, pa, [u]™?, [0i]") = [o] "], fori =1, 2.
We know, by the first premise of the rule, that p2(#) € negl(n), and
must show that p1(n) € negl(n).

We define the following two adversarial machines, taking the
same inputs as A:

e A; simulates A until its j-th oracle call, and returns the
input of that call (or a default value empty if there is no such
call);

e B samples j uniformly between 1 and q(7), independently
of the randomness used by A (i.e. using a part of p, further
away). Then, 8 runs A;.

We then study the following events:

@1 (b): [o1]™P (b) # [o2]™P (b), where b is a bitstring;

‘P{)’” (M): pPT(M@T, pg, [u]™P, J0i]"?), where M isa PPTM
andi € {1,2};

EPT: A1, pg, [u] ™, [01]™*) at some point calls its oracle
on a bitstring b such that ¢$#7(b);

E;)’r’: A7, pg, [u]™P, [o1]7P) makes its j-th oracle call on

a bitstring b such that ¢”7(b), and the j-th call is the first
that satisfies this condition;

. Cj.)’”: B draws j at random in its first step.

Let us make several remarks, on some implications between
these events, for fixed p and 7:

(1) EPT = 3l € [1,q(17)].Ej.)”7: indeed, if there is a faulty
oracle call, it must be at most the q(n)-th, and there is a
unique first one. Note that the witness j may depend on p
and 7.

C]R’” is independent of ‘I’g’” (Ay) for all k: by design, they
depend on disjoint parts of the random tape p.
‘I’g’n (Aj) = EPT, for all j, which we prove by induction
on j. Fix j such that ‘I‘ﬂp"7 (Aj). Then the input given by
A", pa, [u]™P, Jog]™?) in its j-th call to op satisfies 7P,
Either it is the first such faulty call, or not.
If it is the first, then until that point the two oracles behave
the same, and thus
A7, pa, [u] ", [01]"P) = A; (1", pa, [u] 7, [02]"7)
Hence, ‘I’g’” (Aj) implies that Ef " holds, and therefore so
does EP.
On the other hand, if it is not the first faulty call, then there
exists a smaller j” such that ‘I’Z"] (Aj), and we conclude by
induction.

4) Ej’f M= ‘I‘/?’” (Aj): this relies on the same inductive argu-

ment as the previous observation. If the first faulty call to
01 by A", pg, [u] ™, [01]™") is the j-th, then until that
point the two oracles behave the same, and thus that call
is faulty as well for A(17, pa, [u] ™, [og]"?); otherwise we
conclude by induction.

The rest of the proof proceeds in two steps.

Step 1: Pry [E7] 2 |p1(n) — p2(n)]

If EPT is false, then in the execution of A (17, p,, [u] "7, [o1]7*),
o1 is only called on values on which o3 gives the same answer. Thus

A1, pa, [u]?, [or]"P) = A", pa, [u]"”, [02] ),
and therefore

Pr [AT po ]2, [or]?) # AL, pas [l [o2]")] < P [£77].

We conclude the proof of step 1 by observing that

ﬂ(ln,pa, [[u]]']’p, [[01]]’7’.0)

lp1(n) = p2(n)| < Pr
Pl 2 AN, o, [u]™P, [02]"P)



Step 2: Pr,, [‘PZ’”(B)] > q(m)~! - Pry [EPT] Indeed:

pry [#77(8)]

= 510 pr, )7 /\‘I’p’”(B)] (decomposition)

zq(”) Pr, cp’7 A\If’”’(y{,)] (def. of B and C;)

Zq(”)Pr Cp”]-Pr [‘I’p (.?lj)] (Remark 2)
—zq( a(n! -pr, [¥07(A))]

zq(’” a(n)™ - Pry |¥97(A)) A EPT| (Remark 3)

zq<’7) 297 ()" - P, [\y"”(ﬂj) AEP”] (Remark 1)
> Zq( g(m! -Prp ‘I’p”(ﬂ]) /\Ep”] (keep the cases j = k)
Zq(n) g1 -Pr, Ef ’7]
“Z(n) ' Py [EP]
Conclusion: By these two steps:

Ip1(n) = p2()] < g() - Px [#07(B)].
p

Since 8B is an adversarial machine, by the second premise of the
rule, the value it produces (given access to o) has a low probability
Pl

(Remark 4)
(Remark 1)

of producing a different behavior between o1 and 03: Pr,, [

negl(n), and therefore |p1(17) — p2(n)| € negl(n). Since p; is negli-
gible, so is p1, which concludes the proof. O

C.2 Probabilistic and Cryptographic Rules

We present our full set of probabilistic and cryptographic rules in
Fig. 11, except PRF.R and PRF.L that are detailed in Appendix C.3.1.
The rule are written in full, including the polytime simulatability
conditions &; ©; 0 Fpptm - (taken from [8]) for the cryptographic
rules — the probabilistic rules rely on information-theoretic argu-
ments, and require no such conditions.

We can easily design similar rules for other cryptographic as-
sumptions. For example, the EUF-s1GN could be adapted to deal
with a MAC instead of a signature.

DH rules. We present two local DH rules in Fig. 12, encoding the
CDH and GDH assumptions. These rules are a novel, albeit minor,
contribution of this paper. We give below the formal definitions of
their syntactic side condition ¢/, relying on the notion of generalized
subterms ST (t) as introduced in [8].

Given a term u, a name a and a generator g, we define S Tg‘g’a (u)
recursively as ST (u) up to one exception:

STEgn(g") =0

Then, for every model M : & of ©, every n € N and every

p € Tyyp, we require that

if [Yenn Wi
for every (@, 1, a) € ST,

=1 then
T, V&~ ylifs =1,

For GDH, given a term u, names a, b and a generator g, we define

gdh
ST

o« STLE (g9 =

b(u) recursively as STg(u), with some exceptions:

. Sngh (8" =
3¢9””’ b(Axy x=yd) =
Sv‘gdh Ay x=yP) =

Then, for every model M : & of ©, every n € N and every
p € Ty, we require that

. ,a,b ,
it Wepn@life =

then  forevery (&, 1, a) € S‘Tgéha p (@)

- dh
or (&y,b) € ST wap ()
we have [Va. — lﬁﬂgﬂpa =1

By ensuring that names a and b only occur as ¢, g° (or as a
DDH oracle for GDH), we show the soundness of the two rules
by reduction to the respective cryptographic assumption CDH or
GDH. These reductions follow the strategy laid out in [8] (we omit
the details here).

Soundness. We show the soundness of our probabilistic and cryp-
tographic rules.

THEOREM C.2. The rules of Fig. 11 are sound.

Proor. FrResHR:
We use the local rule for Fresh from [8], that we recall below:
L.FrRESH
n has type 7
EO0Tru=n= _"//Presh(u)

To prove FRESHR, assume by contradiction that we have a func-
tion f such that:

E;0radv(f)  &OFA[f(w) #n].
Introducing the negation, we get:
&0, [f(w)#n]+1 ®)

The premises over the type of n from FRESHR ensure that we can
apply L.FresH. Thus, taking the contrapositive of L.FREsH and
moving to a global sequent:

&0k [Yfeqn (f(w) = flu) # n].
Applying this on the hypothesis in Eq. (3), we get:

&:0, [Ygeen (f@)] F L

To conclude, it is sufficient to show that

lﬁfnresh (f(u)) and I//fnresh(u)
are the same formula.

This requires discussing some details that we omitted while re-
calling the L.FREsH rule and the y-formulas from [8]. In this rule,
the formula lpfr:esh (w) (for some term w) is any formula ensuring
that the name n is fresh in w — we do explain how this fresh-
ness semantical condition is formally defined, see [8] for details.
This means that we have somme leeway in choosing the formula
Vtresh (W) When applying the rule, as long as this formula ensures
the semantic freshness of n — further, [8] provides an explicit pro-
cedure allowing to build such a formula, making the rule effective.
The semantic condition ensuring that n is fresh in w is based on a

large € label(7)

©



FreEsHR FrRESHL
n has type 7 large € label(7) E;0F [lﬁfnresh(u)] E;O0rup o E;0F [1//f"resh(u,v)]
E;OFu¥n EOrunpo
PRF-SimMPLE
CDH GDH ) EOrupo
&0k [yi, W] &0 [yl DH(u) &0 [y DH(u) EOF [Yppprey(wo.m]  EOF WPRFmSg(u, v, m)]
&;0;0 Fpptm u E;0;0 Fpptm u &;0;0 Fpptm u,m,v
8;®|-upéga'b 8;®|-upéga'b E:0ruh(mk) ¥ o
EUF-siGN

E:0 F [Yfip sgey ()]

&0 [lpEUF ,sign (u’ m)]

&;0;0 Fpptm u,m

&E;0 + u ¥ Sign(m, k)

In the rules above, n, a, b, and k are names. For the sake of simplicity, we present the rules for un-indexed names. We asked that any declared variable v in & occurs

only in 7-long form, and is either a name or such that &;0 r adv(v).

Figure 11: Probabilistic and cryptographic rules for * (unabridged).

L.CDH
&E;0;0 Fpptm u

. b
0T Fu=g"" = = (yp, (W) A YED, )

L.GDH
E;0;0 Fpptm u

. ,a,b
S;G;Tl—uzgabé éSH(”)

In the rules above, a and b are names. For the sack of simplicity, we present
the rules for un-indexed names. We ask that any declared variable v in &

occurs only in 7-long form, and is either a name or such that ;0 + adv(v).

Figure 12: Local rules for CDH and GDH.

generalization of the sub-terms of w which ignores the application
of a top-level adv(-) symbol to w. Thus, any acceptable formula
Yo () for w is also acceptable for f(w) when adv(f).

Consequently, we use the formula ¢ (u) when applying the
L.FresH rule to f(u). Thus, the two formulas in Eq. (4) are identical,
which concludes this proof.

FRESHL:
We use the equivalence rule for Fresh of [8], that we recall below:
G.EqQuiv.FRESH
O [Ygeon (W]

E;0Fu,n ~ u,Neresh

First, consider a name symbol n¢pegp that does does appear in u
nor in the definitions in &. By hypothesis of FRESHL, we know that
u ¥ . First, we show that this implies that u, n¢resh ¥ © by contra-
diction. Assume f computing v from u, n¢resh With non-negligible
probability, we are going to build f” violating the hypothesis u ¢ v.
To do that, we let f’ be the function which on input u simulates

the sampling of n¢pegp from the adversarial randomness and then
runs f. We can check that f” behaves has f, in the sense that it

computes v with the same probability.?

Thus, we know that u, neresn ¥ v. Using G.EQUIV.FRESH over
the sequence u, v, n, we have:

U,0,N ~ U, U, Nfresh-

We conclude by using Rw-EQu1v on the indistinguishability above
and on the secrecy property u, nresh ¥ v, which yields u, n ¢ o.

PRF-S1MPLE:
We use the equivalence rule for PRF of [8], that we recall below:
G.PRF
&oer llpIFiRF,key(u’ m)] &0 llpPRF msg(u’ m)]
&0k [Yg. g (w.m)] &;0;0 Fpptm u,m

E;0Fuh(mk) ~un

We apply this rule with ¥’ = (4,0) and n a name that does not
occur in u, v and m, nor in any definition in &. The premises of
PRF-SimpLE imply those of G.PRF, so that u, h(m, k), ~ u,n,v.
With the rule Rw-Equ1v, we get u, h(m, k) % v if u, n % v. Finally,
with FRESHL, we prove that the premise u ¥ v implies u, n ¢ v.

EUF-s16N, CDH, GDH: Those rules have proofs which are similar
to the proof of FRESHR, i.e. we apply a local rule to a term obtained
by negating the non-deduction predicate under consideration. Thus,
EUF-s1GN follows from the rule L.EUF in [8], and CDH and GDH
follow from the L.CDH and L.GDH in Fig. 12. O

C.3 PREF Rules

We present here the full formalization of the PRF rules, as well as
their proofs. These complete rules use an indexed key k ¢, instead
of a simple key k, adding several hypothesis on this index t and
its type. We show the left PRF rule PRF.L in Appendix C.3.1. The
variants PRF.L-EQ and PRF.L-sEc are argued for in Remark 1 and
the right PRF rule PRF.R in Appendix C.3.2.

“There is a subtlety here: we must ensure that f” has enough fresh randomness at
its disposal in the adversarial tape. This can be done by defining f” in a new model in
which we extended the size of the adversarial tape as needed. Then, since the secrecy
property u ¥ v is assumed to hold in any model, we can apply consider it in the
extended model.



C3.1 Leftrule.
PRF.L
t has type 7 7 is serializable
&E;0 F adv(t) &E;0;0 Fpptm u,0,m E;0Fu, OE ¥ o

&0 [Vinp ey wom] &0 [P (wo)]
&;0 +u,0f, h(m k(1)) # v

Note that:

° lplgrllil;,msg
m itself;

e 7 needs to be encodable as bitstrings of length polynomial
in 1, and ¢ must be adversarial, so that an adversary who
wishes to evaluate a term encounters “k(t’)” can easily check
whether t = t/;

e no syntactic conditions are checked on the oracle oh, it is
handled in an ad-hoc way by the rule.

(m) is not required, i.e. m can be hashed to compute

PRroOF. By contradiction, assume the rule is unsound. Consider
a model M for which the premises of the rules are satisfied, and
such that M [ O, but where the conclusion of the rule does
not hold. That is, by definition of ¥, the formula Yf. adv(f) =
[f(u, oh, h(m,k(t))) # v] does not hold in M. Thus, there exists an
adversary A3 € PPTMs that computes v from u, the oracle o, , and
the hash:

Pr [ A (17, pa, [l [h(m ()] = 1L | & negl(n). )

Note that

(1) We call this adversary A3 for reasons that will become clear
later on in the proof - it will be the third machine called at
some point.

(2) We write ﬂ;h to specify that A3 can call the function [[OE Klﬁp
as an oracle.

(3) We may write later on A; (-, p, -, -) rather than A; (-, pa, -, *)
for simplicity, but A3 still only accesses the adversarial part
pa of the tape p.

Consider the PRF game:

Expgf’ﬂ(ln,p) Op(w) O1(w)

ko s p return [[hﬂg,ﬁp(ln, w, ko)  if L[w] = L then
Le L Llw] s {0,1}"
B — 8917, p) return L[ w]
return f’

We adopt an early sampling point of view, and write kg < p
to represent reading ko from the relevant part (of length 7) of the
random tape p. B can access all of p, except for the part used to
read k.

The advantage of B is
AV () =

Pr [Expgf’o(ﬂ,p) = 1] ~Fr [Expgf’l(ﬂ,p) = 1]

The PRF assumption states that any PPTM B has a negligible ad-
vantage. Note that it does not depend on where precisely ky is read
on p, as long as B is not given access to that part of p.

Since t is an adversarial bitstring, its value depends on 1 and
the adversarial part of p. In particular, it does not depends on the
value [[k(t’)]]g&[ for any t’, which are in the honest part of p. So,
the value [[k(t)]]glﬁp is independent of [[t]]KA’Ip . We can then consider
the instance of the PRF game where ko = [[k(t)]]KA’Ip as long as the

attacker cannot access [[k(t)]]gﬂ’lp for any p, 7.

Let us use A3 to construct an adversary 8 that wins the PRF
game.

High-level intuition. Roughly, 8 proceeds as follows. First, it at-
tempts to compute u, v, and h(m, k(2)), using oracle Og as needed to
compute hashes with k(t). Then, it calls A3 on u, o, and h(m, k(t)).
o, is simulated by 8 by forwarding all queries from A3 to the oracle
provided by the PRF game. Finally, 8 checks whether A3 returned
0. If so, it answers f’ = 1, and otherwise ' = 0.

If B uses the real hashing oracle Oy, it correctly simulates

A, pa, [ul”, [n(m, k(O)]F") [l

and thus answers 1 with the same probability as A3’s in (5), which is
non-negligible. However, if 8 uses the idealised oracle Oy, the hash
B gives to Aj3 is essentially a random value, chosen (depending on
m) among those produced by the oracle O;. We will show that, if A3
could efficiently compute v from u, Oy, and the idealised hash, then
it could as well simulate the hash by drawing its value at random.
This would allow computing v from just u and O;, which we will
show contradicts the premise that u, o, % 0. This will establish that,
when f = 1, B only answers 1 with negligible probability, and thus
that 8 wins the PRF game.

and

Defining B. Let us now define 8 formally. Since &;©; 0 Fpptm

u,0,m and &;0;0 ~ I//IF?RtF ke

exists a PPTM .?{100(1’7,,0) that computes [[U]]Kjlp, [[v]]gﬂ’lp, and in

doing so never needs to access the part of p associated with k(¢),

and calls the hashing oracle Oy when a hash with that key is needed.

Similarly, there exists a PPTM .7[20 (17, p), that computes [[m}]gjlp .
We have:

y(u, v,m), then we know that there

Oo .p 7.p

A 1’7 =

Pr 1 (00 P) [[u]]M ’g{i}]M > Pr [[[l//Il;iltF oy (Us 05 m)]]g/}[p
Pl AA(1T,p) = [[m]]M P ey

As well as:
k. s
Pr{ [Vt ey (00 MY | € o)

More precisely, these machines recursively evaluate the terms.
The only thing they are not allowed to compute is k(#): since the
predicate tﬁ:;’RtF key(u, v, m) holds overwhelmingly, this value only

occurs as a hashing key. When encountering a hash with k(t’), they
thus evaluate [[¢/ ]]Kjlp . Since ¢ is adversarial, they can also evaluate
[[t}]KA’IP. Both of these values can be seen as bitstrings of polynomial
length, by the condition that 7 is serializable, and can thus easily
be compared. The machines then call the hashing oracle if they are
equal, or, otherwise, compute the key (which is then not k(¢)) and
the hash themselves.

The adversary B is then defined as follows:



B89 (17, p)
0 — A" (17, p)

o
m— A" (17, p)
h — Op ()

. o -
return (h = fﬂ3ﬁ(1'7,p, it, h))

B executes machines Ay, Ay, As3, using its oracle Oﬂ to an-
swer hash oracle calls, and the tape p to provide all randomness
except the hashing key — which the three machines never ask for
by construction.

Without loss of generality, we will from now on assume that, on
any input, each of the machines Ay, Az, A3z never calls its oracle
on the same value twice - this is always feasible by memorising the
previous oracle response to replace future calls. Moreover, we will
assume that Ay, on any input, always makes during its execution
a call to its oracle on the value m it returns — it can always make
an additional call just before returning it if that is not the case.

Proving that 8 wins against PRF. If f = 0, the simulators .?(100,

?[20 % are run as expected, and the oracle Oy given to A3z behaves
exactly as o, . Thus

Pr, [Expgf’o(l”,p) = 1]

= Pr, [T, p, [l Tn(m k(DI = el

which means, since A3 has a non-negligible advantage, that

lz)r [Expgf’o(ln,p) = 1] ¢ negl(n).

Consider now the case f = 1. We will now show, by a series of

game hops, that
prf,1 n _
lz)r [ExpB (17, p) = 1] € negl(n),
which naturally implies, together with the previous case, that 8
wins the PRF game with a non-negligible advantage.
Initial game: We consider the following game Gy:

Go(17)

p =

0,0« 5*’{?1 (17, p)

i — A1, p)

h — Oy (1)

return o = ﬂg)l (1", p,it, h)

Go is in fact the right side of the PRF game with 8:

f,1
I;r Exphy (17, p) = 1] =Pr[Go(17,p)] .

First hop: We first exclude the possibility of A; calling the oracle
01 on m.
We consider the game Gi:
G1(17)

p

a5 — AN (17, p)
e AN (17, p)
h — Oy (1)

return (o = ﬂ301 (1", p,ii,h)) A —bad

€ negl(n)

where bad is defined as follows. Let log denote the log of all values
on which O is queried by Ay during the experiment, either during
its execution, or to evaluate first-order functions returned as clo-
sures as part of @, that A3 may later call during its own execution.
bad is then defined as the condition m € log. bad is tied to a given
experiment, here G - e.g., if Ay or A3 were called on different
parameters, then the value of 7z and the oracle’s log could differ,
and thus so could bad. When there is a potential ambiguity, we will
write badg to specify that i and log are to be understood w.r.t. the
execution of a game G. Note for instance that badg, = badg, .
We have

Pr [Go(1")] < Pr[G1(17)] +Pr [badg, | .
Besides, consider the game goﬂ for f € {0,1}:

6fam

p s

h — Op (i)
_— fﬂfﬂ(l”,p,ﬁ,fl)
return bad
(Qg, g&) is itself an instance of the PRF game, and therefore the
Pr [badgg] - Pr [badgg]

is negli-

associated advantage Advgrf =
gible.
In addition, we know, by construction of lﬁgfilé’msg(u, v), that

k B
Pr [badgg] < I;r [_‘[Wg:ip’msg(u: U)Hgﬂp] :

Since bad Gl is in fact the same as badg,, we get that:

§ f
Pr [badg, ] < Pr [~k g (. 0117 | + AV
Therefore:
§ f
Pr[Go(1")] < Pr[G1(1")] + Br |~[Yfit g (0 0)ILF | + A"

Second hop: We now remove the possibility for A3 to call the
oracle on m, which can be done by using directly h instead. The
subtlety is that A3 does not know the value of m, and thus does
not know which input it should refrain from sending to the oracle:
we will have to guess it.

For any message x, we let O be the oracle O; punctured on
input x:

O:(y) ify#x
1 otherwise

Oy (y) = {

We consider the game Go:



G2(17)

p <

a6 — AN, p)

m e« &’(?1 17, p)

h — 01 ()

return (0 = .’/7{40;;1 (17, p, 1, h)) A —bad

where Ay is defined as follows. Since #, m, h are produced by
A followed by A2, which are PPTMs, and O; only returns values
of length 7, there exists a polynomial p; () that bounds their total
length in any execution of G;(17). Since A3 is a PPTM, there
exists a polynomial p;(n) that strictly bounds the number of calls
it makes to its oracle in any execution on an input of size n. Thus,
the polynomial p £ p2 © p1 bounds the number of calls made by
As in any execution of Gq(17).

Let then A4 be the following machine:

A% (1", p, x,y)

i [Lp(m]

run ,?130 (17, p, x, y) normally, except for its
i-th call to O: do not make that call,

and use y instead

The definition of badg, remains the same - now accounting for
the calls made to functions returned in @ by Ay, rather than Ajs.
Consider the execution of As in G. Let then iy be the random

variable defined as

o if A3 does attempt to call the oracle on m, then iy is the

index of that call (i.e., it is the ip-th call made by Aj3);

e otherwise, iy = p(n).
It is clear that, for any given p, if i is guessed such that i = iy, then
Ay in Gy accurately simulates A3 in Gy: if iy < p(n), answering
the io-th call with h(= O1 (1)) is correct, and all other calls are
on values other than i (recall that A3 makes by assumption no
duplicate calls) and Orlh answers them accurately; otherwise, if
io = p(n), then none of the oracle calls are intercepted (since p is a
strict bound), and O;h answers all calls like Oy. Therefore:

Pr(G,(1M)] 2 Pr[G2(1") Ni=ig] =Pr[G1(1") Ai=1y].

The event “i = iy” is independent of the execution of Gy, since
i is a fresh uniformly sampled value that does not appear in Gy,
hence

Pr(Gi(17) Ni=ig| =Pr[i=1ip] - Pr[G:1(17)].

For the same reason, ip and i are independent - i is defined from Gy,
where i does not even exist, and i is uniformly sampled separately.
Therefore, Pr [i = ig] = p() 1. Altogether, we get:

Pr[G1(1M)] < p(n) - Pr[G2(17)].

Third hop: Our next objective will be to decompose Az’s execu-
tion, to isolate its call to O; on m (which exists and is unique by
assumption). There again, the subtlety is that A, does not know a
priori the value of m before the end of its execution, and will have
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to guess which of its call is the right one. This hop prepares the

terrain, by isolating one oracle call picked at random.
As before, Ay is a PPTM, and thus there exists a polynomial

q(n) that bounds the number of calls .?{201 (17, p) makes to Oy, for
all p. We introduce the following game Gs:

G3(17)

p
jes[Lq(m]
0,0« ﬂ?l 17, p)

done, st, m’ «— ﬂ?}_l(l”,p)
R’ — if ~done then O; () else L
m — ﬂ?}ﬂ (17, p, done, st, i/, I;')
h — O1(1i)
. 8 L
return (9 = A, ™ (17, p, i, h)) A —bad

where Ay j—1, Az j+1 represent the execution of Ay before its
Jj-th call to Oy, and after:

. ﬂg}_l (17, p) is the machine that runs ﬂzo‘ (17, p), forward-
ing its oracle calls to O, until it makes its j-th call, on some
value m’. Ay j—1 does not forward that call, and instead
stops, and returns the value m’, as well as a a bit done set to
0, to indicate that Ay’s computation is not over yet, and a
state st containing the entire internal state of Ay, so that it
may be resumed later. If A does in fact not make j calls, i.e.
if it terminates before that, Ay j_ returns a bit done set to
1, and the value produced by A, as m’.

.,
done = 0, resumes the execution of A, from state st: in that
state, Ay should be expecting a response from the oracle (if
not, Ay ji1 just stops), A j+1 feeds it R’ as that response,
and continues its execution, until it returns a value, which
Ay, j+1 returns. If done = 1, Ay ji1 instead immediately
returns m’.

1 (17, p, done, st, m’, fl’) is the machine that, provided

It is clear that, no matter what value is drawn for j, the execution
of Ay simulated by Ay j—1 and Aj j41 is accurate — we have only
set aside the j-th oracle call, if it exists, but nothing has changed
compared to G>. Therefore:

Pr[G.(1")] =Pr [Gs(17)] .

Fourth hop: We now directly use the i’ produced by Ay ;1 in
stead of . Note that this “new” m is also used to define O’., and
(implicitly) bad in G4. Formally, game Gj is as follows:

G4(17)

p s
jsLamn]

U,0 .7{?1 1", p)

LLmme AYL (17, p)
h « O (k)

o’ ~
return (9 = A, ™ (17, p, i, h)) A —bad



The argument here is that, when j is guessed right, G4 will be
just as G3. By assumption, A3 always makes during its execution
exactly one oracle call on the value it ends up returning.

Formally, let jo be the random variable denoting the index of that
oracle call, among all those made by A3, during its execution in
G2 (17). Equivalently, jo is the index of the oracle call on the value
produced by Ay j+1 in G3(17), provided calls made by A3 j_1 are
numbered 1 to (at most) j — 1, the call set aside in the game is the
Jj-th, and calls made by A3 j4+1 (if any) are numbered starting at
j+1.

In the execution of Gy, the value selected as m in G4 is the one
produced by A3, j—1 as the j-th oracle call. In G, the value selected
as 1 is the one returned by Ay j+1. For any given p, if j is guessed
equal to jo, then these two values are the same, and the two games
return the same value. Therefore:

Pr[G4(1")] 2 Pr[Ga(1") A j = jo] = Pr [G5(1") A j = jo] -

In addition, the event “j = jy” is independent of the result of G,
since that is the same as G, and j is a uniformly sampled value
that plays no role in G>. Thus

Pr[Gs(1") A j = jo| =Pr[j = jol -Pr[Gs(1")] .

For the same reason, j is independent of jy - jo is defined from G,
in which j does not exist, and j is then drawn uniformly at random.
Thus, the two are equal with probability g(#) ~!. Therefore:

Pr[Gs(1M)] 2 q(n)~" - Pr [G5(17)]
which is to say

Pr(G3(1")] < q(n) - Pr[Ga(17)] .

Fifth hop: We now replace the value h given to Ay with a random
sampling, in Gs:
Gs(17)
p s
J=s[Lqm)]
U,0 5"1?1 17, p)

e AT (17, p)
h s
A -
return (9 = A, ™ (17, p, i, h)) A —bad

Note that rn still must be computed, since O;h and bad depend on
it.

In Gy, in any execution where G4(17) = 1, m is not submitted
to O by either A (since that would contradict —badg,), Az j-1
(by construction) or Ay (O;h prevents it by construction, and doing
so through & would contradict —-badg, ). In these executions, O is
thus called on m at exactly one point: when computing h. Therefore,
identifying the sampling of h in Gs and the one done internally
by O1 () in G4, in all corresponding executions of Gs, Gs does
exactly as Gs, and thus returns 1 as well. Thus:

Pr[G4(1")] < Pr[Gs(17)].

Sixth hop: We now remove the bad event, in Ge:
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Gs(17)

p s
jes[Lam]
U0« &Z(?l 17, p)

LAY (17, p)
hes
. or. .
return (9 = A, ™ (17, p, i, h))
Clearly, G returns 1 at least as often as Gs, and:

Pr [G5(1M)] < Pr [G6(17)] .
Seventh hop: We now reach game Gy, which is rewritten to

be closer to an instance of an adversary attempting to contradict
u,oh ¥ v

G7(17)

p s

i, — A% (17, p)
return (3 = A1 (17, p, i) )
where As is defined as follows:
As (17, p, x)
J = TLq(m)]

LLmme AYL (17, p)

h s

use O; and i1 to implement O;h in
o’ ~

return A, " 17, p,x, h)

Going from G to G7, we have simply reorganised operations, but
essentially nothing has changed. Therefore:

Pr[Gs(1")] = Pr [G;(17)] .

Final hop: Finally, we consider game Gs, which is the same as
G7 but uses Oy rather than Oq:

Gs(17)

p S

i, — A% (17, p)
return (& = ﬂsoo(ln,P,ﬂ))

(Gs, G7) is an instance of the PRF game, and therefore the ad-
f . -
vantage Adv;)!r8 = |Pr [Gs] — Pr [G7]] is negligible.

In addition, when _7{10 % correctly computes [[u]]gﬁp , [[vﬂgi[p - which
happens with probability at least Pr 1//lFf’RtF key(u, 0)] - game Gy is
an instance of adversary As attempting to deduce v from u, oX. Note
that As only internally calls Ay, and in turn As, which indeed
only uses the adversarial randomness p,.

Consider the advantage of As in u, ot ¥ o (in M) (which, by
assumption, is negligible):

u,0, Fu A O, X X

TSP | A (U p [uly) = [o) |

Adv As



We then have:
Prigs(M] < Pr[Gs(1) A A (17, p) = ([[uﬂ [[v]]”")]
e [aanp) # (WY 1Y)
< AV 4 Pr [t o, (w01 |
And therefore:

X f ,
Pr[G7(17)] < Advie? 4 AdVE + P [ﬁ[w,‘;’éﬁkey(u, v)]]gﬂf’] .

Altogether, we have proved that
f,1
Pr, [Exp];gr 1", p) = l]
S f k. B
< p(n) - q(n) - (Adv';{; + AdVDT + Pr [ﬁ[[lppi{ﬁkey(u, v)]]gﬂp])

k
+ PrP [_'[w/gIIQF,msg(u’ U)]]M ]
+ Advprf,

nFo

Therefore, Pr,, [Expprfl(l'l,p) = 1] € negl(n), which concludes
the proof. O

REMARK 1. With rule PRE.L-EQ, we consider an additional premise
to the rule, stating that u, o, > Ax.x = m, then that oracle can be used
in the hop from game G to game Go, to avoid having to guess which
oracle call is on m, which should get rid of the p(n) factor above.

Alternatively, in rule PRF.L-sEc, we use the premise u, o, ¥ m to
prove that As is not able to send m to the oracle. The factor p(n) also
disappears.

Finally, lfl//PRF msg(m) also holds, i.e. m is not hashed in m, much
of the proof, which was there to obtain the oracle call Ay makes on
m, is simplified: j no longer has to be guessed, and the q(n) factor
should disappear as well.

C.3.2 Right rule.

PRF.R
t has type 7 7 is serializable

E:Oradv(t)  &:0;0 ppim o E:OFuof ¥ o
E:0 F [V ey @] EOF [P o (0]

&;:0 +u,0f ¥ h(o, k(1))

k . .
Same as for the left rule, ngF,msg(U) is not required, 7 needs
to be encodable as polynomial-length bitstrings, and no syntactic
conditions are checked on the oracle oh.

PRroOF. By contradiction, assume the rule is unsound. Consider
a model M for which the premises of the rules are satisfied, and
such that M E ©, but where Vf. adv(f) = [f(u, oh) # h(o, k()]
does not hold.

Thus, there exists an adversary As € PPTMs that computes the
hash from u and the oracle 0

’) = [h(e. k)] (6)

Asin the left case, we call this adversary A3 for consistency later
in the proof, write ﬂ;h to specify As accesses function [[om]gjlp as
an oracle, and usually write A3 (_, p, ) rather than p, for legibility.

Consider the PRF game:

Pr A (17, pa, [u] 1} ¢ negl(n).
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Exply P (17,p)  Oo(w) O1(w)

Ko < p return [h[/" (17, w,kp)  if L[w] = L then
Let L{w] «s {0,1}"
p Boﬁ(l,,’p) return L[ w]
return S’

The advantage of 8, who can access all the tape p except ko, is

AT () =

br [EXP"rf"(w,p) = 1| - Pr [Boply 1%, p) = 1]
P

The PRF assumption states that any PPTM B has a negligible ad-
vantage. By the same argument as in the left case, [[t]]gﬂ’lp is an
adversarial bitstring, and we then consider the instance of the PRF
game where ko is the sampling [[k(t)]]g/}[p

We will use A3 to construct an adversary B that wins the PRF
game.

High-level intuition. Roughly, B proceeds as follows. First, it
attempts to compute u and v, and h(v, k(t)), using oracle Oﬁ as
needed to compute hashes with k(). Then, it calls A3 on u and
o, which is simulated by forwarding all queries from Aj3 to the
oracle Og provided by the PRF game. Finally, 8 checks whether A3
returned h(o, k(t)). If so, it answers f’ = 1, and otherwise ' = 0.

If B uses the real hashing oracle 00, then it correctly simulates
A% (17, pa, [[u]] Py and [h(, k(t))]] , and thus answers 1 with
the same probablhty as Aj3’s in (5), Wthh is non-negligible. How-
ever, if B uses the idealised oracle Oy, the hash B compares to
A3’s output is essentially a random value, chosen (depending on v)
among those produced by the oracle O;. We will show that, since
it cannot compute v from u and O; (by assumption), A3 has at
most a negligible probability of finding that random value. This
will establish that, when 8 = 1, 8 only answers 1 with negligible
probability, and thus that 8 wins the PRF game.

Defining B. Let us now define 8B formally. Since &;0; 0 Fpptm
u,v and &;0;0 + lj/IFf@;F,key(u,v), there exists a PPTM .?1100(1’7,;))
that computes [[u]]gﬁp , and in doing so never needs to access the

part of p associated with k(t), and calls the hashing oracle Oy
when a hash with that key is needed. Similarly, there exists a PPTM

ﬂZOO (17, p), that computes [[u]]g/}[p
We have:

Pry [AP () = Wl A AL (p) = 1Y
> Prp [[[l//lghtﬂkey(u’ U)]]KA’IP] € ow(n).

These machine proceed as in the left case, recursively evaluating
the terms, and calling the oracle whenever a hash with k(t) is
needed.

The adversary B is then defined as follows:

8917, p)
i— A1 p)

5 A7, p)
h «— Og (%)

~ o
return (h = ﬂ3ﬁ(1”,P>ﬁ))



B executes machines Ay, Az, As3, using its oracle Oﬂ to an-
swer hash oracle calls, and the tape p to provide all randomness
except the hashing key — which the three machines never ask for
by construction.

As before, we assume w.l.o.g. that each one of Ay, Az, A3 never
calls the oracle on the same value twice, and that Ay, on any input,
always makes during its execution a call to its oracle on the value
0 it returns.

Proving that B8 wins against PRF. If = 0, the simulators &7(00,

7{;) ? are run as expected, and the oracle Oy given to A3 behaves
exactly as o, . Thus

Pr, [Expgf’o(l”,p) = 1]
0
~Prp | A (@ [ul) = [ k)] |
which means, since A3 has a non-negligible advantage, that

prf,0 _
I;r [ExpB 17, p) = 1] ¢ negl(n).

€ negl(n)

Consider now the case = 1. We will now show, by a series of

game hops, that
f,1
Pr [Expg (1", p) = 1] € negl(n),
which naturally implies, together with the previous case, that 8
wins the PRF game with a non-negligible advantage.

Initial game: We consider the following game Gy:

Go(17)

p s

i« AP, p)
b — AL (1", p)
h— 01()
. 0 N
return h = A, ' (17, p, i)

Go is in fact the right side of the PRF game with B:

Pr[Expl™ (17, p) = 1] = Pr [Go(17. ).

First hop: We first exclude the possibility of A; calling the oracle
O on 0. We consider the game Gy:

G1(17)

p s

i — A (17, p)

95— AT (17, p)

h — 01(3)

return (h = 5‘{?1 (17, p, 1)) A —bad

where bad is defined as follows. Let log denote the log of all values
on which O is queried by A; during the experiment, either during

23

its execution, or to evaluate first-order functions returned as clo-
sures as part of i, that A3 may later call during its own execution.
bad is then defined as the condition ¢ € log. bad is tied to a given

experiment, here G - e.g., if Ay or A3 were called on different
parameters, then the value of ¢ and the oracle’s log could differ, and

thus so could bad. As before, we may write badg to specify unam-
biguously that ¢ and log are to be understood w.r.t. the execution
of a game G. Note for instance that badg, = badg,.

We have

Pr [Go(1")] < Pr[G1(17)] +Pr [badg, | -
Besides, consider the game goﬁ for f € {0,1}:
6fam
p s
i A (17, p)
6 AP (17,p)
h «— Og(d)
e ﬂfﬁ(lﬂ,p,a)
return bad
(Qg, g(}) is itself an instance of the PRF game, and therefore the

associated advantage Advgrf = ‘Pr [bad Q(}] —Pr [badgg]
gible.

In addition, we know, by construction of lﬁs’é} msg(u), that

Pr [badgg] < I;Jr [_'[[‘//s’li(l:,msg(u)]]gﬂ’lp] .

Since bad Gl is in fact the same as bad Go» We get that:

is negli-

5 f
Pr [badg, | < Pr | [gi meg 1L | + A"
Therefore:

Pr[Go(1")] < Pr[G1(1")] +Pr |V g I | + AV

Second hop: We now remove the possibility for A3 to call the
oracle on g, which is not an issue, since A3 is supposed to be unable
to compute ¢ anyway.

For any message x, we let Oy be the oracle O; punctured on
input x:

yon_ | O1y) ify#x
Ox(y) = { 1 otherwise
We consider the game Ga:
G2(17)
p <

i — AP (17, p)
b AT (17, p)
h— 01(3)

~ o’
return (h = A, ° (17, p,i)) A -bad



The executions of G1 and G2 may only differ when A3 (attempts
to) make a call to its oracle on 0. Let call denote the event “As calls
its oracle on 9 in G1”. We therefore have:

[Pr [61(17)] ~ Pr [G>(17)]| < Pr [cal
which implies that
Pr[G1(17)] < Pr [G2(17)] + Pr [call] .

We will now bound Pr [call]. As before, we construct Ay that
guesses one oracle input from As3. By the same argument as for
the left rule, there exists a polynomial p(n) that strictly bounds
the number of calls made by Aj3 to its oracle in any execution of
G1(17). Let then Ay be the following machine:

AL (17, p,x)
i [Lp()]
run ﬂ? (17, p, x) normally, until its

i-th call to O: do not make that call,

and return the value input to O.

If no i-th call is made, return L.
Consider now the following pair of games glﬁ for f € {0,1}:

G’ am

p «—$

o
i — A", p)
o
b~ A" (1, p)
o
return (& = .‘/7(4[3(1'7,/),17))

(Q?, Qll) forms an instance of the PRF game, and therefore the
prf 2 |Pr [Ql (1’7)] Pr [g}(ﬂ)]’ is neg-

[oly!

which happens with probability at least Pr [lpPRF key(u, v)] - game

associated advantage Adv;
ligible.
In addition, when Ay, Ay correctly compute [[u]]

Q? is an instance of adversary Ay attempting to deduce v from
oh. Note that Ay only internally calls A3, which only uses the

adversarial randomness p,. Consider the advantage of Ay inu, ot V3
v (in M) (which, by assumption, is negligible):

=Pr [ﬂoo(ln,p, [[u]] Py = [[u]]glﬂp] .

uol}‘vA

Advﬂ4

We then have:
Pr (G (17)]
<Pr|6Y A A (17, p) = [l A AP (17, p) = [o]7 |
+Pr [ﬂo"(l”,p) # ]2 v AL (1, p) [[vﬂg[]

u,0, o k, X
< AV 4 Pr [ oy @ 0|

And therefore'

Pr [Q (1'7)] < Advprf + Advu théb

k¢ B
+Pr [ﬂ[[yjPRF,key(u, u)]]gﬂp] .
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Moreover, consider the execution of A3 in Gy. Let then i be the
random variable defined as the index of A3’s oracle call on 0, if

there is one, and p(#) otherwise. For any given p, if A3z does make
acall to O on 0, and if i is guessed such that i = ig, then Ql returns

1.Therefore:
Pr[G{(1")] > Pr[call Ai=ip].

»

The event “i = iy” is independent of the execution of G;, and
thus from call, since i is a fresh uniformly sampled value that does
not appear in G;. For the same reason, Pr [i = ig] = p()~!. Thus:

Pr[G,(17)] > Pr{call] - Pr[i = io] = p(n) ™" - Pr[call] .
Altogether, we get:

Pr[G1(17)]
< PrGg.(1M)]

b
+p(n) - (Advfrf + Advl;z*‘?4

+Pr ﬂ[[l//IPf’RtF’key(u, v)]];\]&[p]) .

Third hop: Next, we decompose Aj3’s execution, to isolate its call
to O; on 9 (which exists and is unique by assumption). As before,
since Ay does not know a priori the value of 9, we have to guess
which oracle call is the right one.

Again, Ay is a PPTM, and thus there exists a polynomial g()
that bounds the number of calls _7[20 (17, p) makes to Oy, for all p.
We introduce the following game Gs:

G3(17)

p s

j s [1Lq(n)]
i A% (17, p)

done, st, 9’ «— ‘ﬂzj 1(1'7}p)

i’ — if ~done then O; (¢') else L
0 — ﬂzﬂl(l”,p, done, st, &, ')
h — 01(d)

~ o’
return (h = A, ° (17, p,i)) A -bad

where Ay j—1, Az j+1 represent the execution of Ay before its
Jj-th call to Oy, and after, as in the previous proof. No matter the
value drawn for j, the execution of A, simulated by Az j—1 and
Ay, j+1 is accurate, and therefore:

Pr[G:(1")] = Pr [G5(17)] .

Fourth hop: We now directly use the ¢’ produced by A j_1 in
stead of 0. Formally, game G is as follows:

G4(17)

p <
jes[1Lq(n)]

i A% (1", p)

Lo AN (17, p)
h‘—Ol(U)

~ o’
return (h = A, ° (17, p,i)) A -bad



SK: Initial shared secret
(ski, pk{): Initiator fresh DH key-pair at step i

(skgs pkg):  Responder fresh DH key-pair at step i
RKL: Initiator sending root key at step i
RKEJ: Responder rej‘ceiving root key at step i

(equal to RKll;1 when synced)

RKE,S: Responder sending root key at step i
RK] .+ Initiator receiving root key at step i

(equal to RKE  When synced)
CKI o CKI - CKR . Chain keys derived at the same ratchet
step as its corresponding RK

Table 2: Summary of all DR values.

Note that the “new” 4 is also used to define O7, and (implicitly) bad
in G4. The argument here is that, when j is guessed right, G4 will
be just as G3. Following the exact same reasoning as in the left-rule
proof, we have:

Pr[Gs(1")] < q(n) - Pr[G4(17)].
Fifth hop: We now replace the value h with a random sampling,
in 65:
G5(1")

p s
Jj=sLqm]
i AY N, p)

b A (17, p)
h s
return (h = ﬂgg’(l”,p, 1)) A —bad
Following the same reasoning as in the previous proof, in any
execution where G4(17) = 1, 3 is not submitted to O; by either
A (that would contradict —badg, ), As,j-1 (by construction) or
As (01'3 prevents it by construction, and doing so through @ would

contradict ~badg, ). In these executions, h is thus indeed a random
sampling independently drawn, and:

Pr[G4(1")] < Pr[Gs(17)].
Sixth hop: We now remove the bad event, in Gs:

Ge(17)

p S

J s Lq@m]

i — A (17, p)

~ o
Lobe Ay (17 p)
hes
. o’ ;
return (h = A, ° (17, p,4,))
Clearly, G returns 1 at least as often as Gs, and:

Pr [G5(1")] < Pr[Gs(17)] .
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Final hop: We now reach game G7:

G7(17)

p s

h s
return (h = ﬂ?l 17, p))
where As is defined as follows:
As (17, p)
J—=TLq(m]
@ AP, p)

~ o
50— ﬂz’]l'_l (1'7) p)
use O; and & to implement O in
%
return A, (17, p, 1)

Going from G to G7, we have simply reorganised operations, but
essentially nothing has changed. Therefore:

Pr|Gs(1M)] =Pr [G;(17)].

Game G7 is an instance of a machine Ajs, with access to a random
oracle Oy, attempting to guess the value of an independently, uni-
formly sampled random bitstring h of length 7. Such an experiment
has a probability of success of 277:

Pr(g;(1")| =27".

Altogether, we have proved that

(7,p) = 1|

f k, B
+Adv?" +Pr [_‘WPRtF,key(u’ U)]]gﬂp])

rf,1
Pr, [ExppB

u,ohpév

< pln)- (Adviy
+ q(p) 277

Therefore, Pr, [Exp‘;f’l(ln,p) = l] € negl(n), which concludes
the proof. O

D Additional Details on the Ratchet Analysis

We provide some missing details on the security analysis of the
asymmetric ratchet. In Table 2, we summarize the notations used
throughout Section 4. In Fig. 13, we present our set of oracles O.

E Issues in Previous Pen-and-Paper Proofs

Below, we discuss the seminal pen-and-paper proof of the DR
from [25]. Consider the setting depicted in [25, Fig. 10]. There
is a subtlety, which is that neither rk; nor ck(i)” ; are RoR, because
both rky and ck(")” , could be leaked: they are painted in gray in the
figure, but should be in red. Indeed, as we pointed out in Section 1,
PCS allows later compromise of the chains, which break the RoR
secrecy of past keys.

This leads to a subtle situation, where the keys are only non-
deducible by an attacker and not RoR. This has a small impact on
the proof in [25], and makes several statements and arguments
incorrect. Nevertheless, we believe that the development in [25]
could be modified to fix this issue with only minor changes, though
we did not check this in depth. In particular, the situation is not as



(+ DDH oracle where X € {I,R} »)
(+ leaked DH secrets where X € {I,R} »)

letozjdh =Ayxi.y=x5k;<

let Oﬁak = A i if not (safex(i)) then sk;-(
1 R I

ddh’ Oddh’ O[eak’ Oleak’

Ax. h(x_,k), Ax. h_‘(x,k'),

A gSk:{, A gSkf,

h'(RK? k"))

l,s’

(+ random oracles )

(+ public DH keys =)
(+ ad hoc case for initial half-ratchet )

(+ Healthy sending chain keys. =)

let OFe(7) = A i. if R(i) < 7 A healthyg(i) then C'?é.s-

let OZ (7) = A i.if I(i) < 7 A healthy (i) then CcKl

(+ Healthy de-synchronized receiving chain keys. =)

let O(R:’}z(r) =Ai.if R(i)) < 7 A healthygr(i - 1) A not(syncir(i - 1)) then CKar
let OI(’:%(T) = A0 if (i) < 7 A healthy(i - 1) A not(syncgi(i)) then CKIi,r

(+ Non-healthy sending root keys. =)

let O (7) = A i. if R(i) < 7 A not(healthyg(i)) then RKE

let O:{;((T) = Ai.ifI(i) < 7 A not(healthy(i)) then RKIiS

(+ Non-healthy de-synchronized receiving root keys. =)

let Og’Kr(T) =Ai.if R(i) < 7 A not(syncir(i - 1)) A not(healthyr(i - 1)) then RKar
let O'F;T((r) = AP ifI(i) < 7 A not(syncri(i)) A not(healthy,(i - 1)) then RK{J

(+ Putting all oracles together. «)
let O() = Opubiic: Tk x.a OF (D) (swhere K € {CK.RK}.X € {LR}.d € {s.r}-)

Figure 13: The set of oracles O(r).

dire as it could seem, as a non-deducible key still yields a RoR secret
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key when fed to a random oracle. We have no reason to believe that
fixing the proof in [25] would have an impact on the advantage
claimed.

E.1 Issuesin [25]

We provide more details on the issue we found in [25]. The authors
of [25] explicitly state that e.g. if the master secret ms, derived
during Extended Triple Diffie-Hellman (XDH), is proved secret,
then the first root key and chain keys are indistinguishable from
random.

Real or random of RK; [25, p. 36]

In Case 1 (or Case 2), we argued that all values derived from
ms using HKDF were indistinguishable from random.

Therein lies the issue, as at this point, due to the potential com-
promise of rky, rky is in fact not indistinguishable from random, it
is only non-deducible by an attacker.

This argument arises several times in the proof, with a similar
omission (as a typo irrelevant to our discussion we note that in the
following quote reproduced verbatim, x should have been 1).

Real or random of ck{ fl [25, p. 36]

After replacing the root key rky, it is straightforward to see that
it is impossible for the adversary to differentiate keys derived in

this stage—chaining keys ck;fo and ck;fl, messaging key mk;fo,



and intermediate value tmp from random: these are derived by
applying KDFr to rki and then KDFm to that result.

ri

1.2 could be leaked, once again breaking the RoR
of the previous keys in the chain.

Similarly when looking at any future chain key after several
asymmetric ratchets, the situation is similar (now, 1 < x).

Here, a later ck

Real or random of RK,{ [25, p. 37]

Treating the KDF as a random oracle, this stage’s message key,
as well as the next root key rky41 and the symmetric chaining
keys ckl ) and ckl],, are then indistinguishable from random.

We do not highlight more quotes, but similar arguments are
present up to page 45.

E.2 Issuesin [17]

Later pen-and-paper proofs of the DR [1, 17, 23, 27] appear to
mostly avoid relying on this problematic type of arguments, possi-
bly thanks to the fact that their proofs are modular.
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However, we still found another instance of this problem, where
a misleading argument omits the fact that a value produced by a
random oracle is often not RoR in the context of PCS due to the
leakage of later values.

t*
Real or random of o7,

[17, p. 47]

First note that since we model H as a random oracle, while

A has not queried the random oracle on (SP~O'£;O_,1, I;ix) , the

output (sP.of* k) is always uniformly random to A.

oot’
This argument suffers from the same issue as before. To see the

*
gt -1

> . .
ooz and sp.o discussed in the

root

quote above. Further, consider the next key sP.of;;tl

of keys. From the expected definition of PCS, sp.ot> 1 could be

root
compromised by the adversary. Here, A can distinguish between

k)
to the random oracle and checking whether they get (sP.oﬁggtl, k),

which they know. This attack does not require to send the previ-
ous key (sP.af;O_tl, k) to the random oracle. This invalidates the

argument presented in the quote above.

problem, consider the keys sp.

in the chain

(sP.af;w, k) and a random uniform key k* by sending (sP.of:Dt,
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