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Abstract—Computer-aided cryptography (CAC) provides
strong guarantees through mechanized proofs of security. SQUIR-
REL is a proof assistant specialized in CAC, but is restricted
to the asymptotic setting, which limits its applicability. Recent
theoretical work [1] adapted SQUIRREL’s underlying logic to the
concrete setting through the introduction of a higher-order logic
with errors. While this allows to prove precise security bounds
on paper, it only provides a low-level logical calculus which lacks
an implementation. Thus, it falls short of the CAC aims.

In this paper, we use this low-level calculus to build the
full-fledged set of features used in a proof assistant such as
SQUIRREL, with a focus on reachability reasoning. We design
higher-level logical mechanisms on top of this logic, including
proof context management, introduction patterns, and bound-
annotated tactics. To do so, we introduce a proof term calculus
with dedicated features for bounds, for which we design an
elaborator. This elaborator can automatically infer bound-related
manipulations, improving usability and reducing user inputs, and
we theoretically argue for its usability through an erasability
theorem. All these improvements have been implemented as an
extension of SQUIRREL, and we provide empirical evidence of
the applicability of our framework through case studies.

I. INTRODUCTION

Communication systems are secured through the use of
cryptography. A large variety of cryptographic designs are
used for that purpose, ranging from cryptographic primitives
(e.g., encryption or signature) to security protocols such as
TLS [2], or even authenticated data-structures techniques [3]
such as Merkle trees [4].

Provable cryptography [5] aims at establishing the security
of cryptographic designs using mathematical theorems. It
relates the winning probability of a resource-bounded ad-

versary with a security parameter n — which is related
to the secret key space size, and roughly corresponds to
the length of the secret keys used — and comes in two

flavors. Asymptotic security provides qualitative guarantees
on the security of a cryptographic design by showing that
the adversary winning probability tends to zero fast enough
when the security parameter grows. Concrete security [6] goes
one-step further, and provides precise upper-bounds on the
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adversary’s winning probability. Following the code-centric
view of cryptography [7], such results are typically of the
form:

Pr(Ga(n)) <e(n,t)

where G is a program encoding a cryptographic experiment
in which an adversary .4, running in time at-most ¢, tries
to break a particular cryptographic design w.r.t. the security
parameter 7). Concrete security proofs are more complex than
asymptotic proofs as they usually require low-level manipula-
tions of error bounds, but they provide more precise results.
Moreover, they are necessary for particular cryptographic ar-
guments such as hybrid proofs [8], and to analyze the security
of some cryptographic designs (e.g., when low-entropy secrets
are involved as in a password-authenticated key-exchange [9]).

Computer-aided cryptography [10] provides a very high
level of guarantees by mechanizing the cryptographic proofs
in a dedicated formal verification framework. For example,
SQUIRREL [11], [12] is an interactive theorem prover based
of the Computationally Complete Symbolic Attacker (CCSA)
logic. This logic, first introduced in [13] and then extended into
a higher-order logic in [14], captures cryptographic proofs.
SQUIRREL has notably been used to verify the security of the
YubiKey protocol [15], of the FOO e-voting protocol [16], and
of several post-quantum key-exchange protocols [17]. But be-
cause SQUIRREL’s current underlying logic is asymptotic [14],
these proofs suffer from the limitation discussed above: they
lack concrete security bounds and only show security for a
parametric number of sessions [1]. Our goal is to remedy to
this situation and to extend SQUIRREL to a concrete security
setting.

Tactic-based proof assistants: To understand the issues
we have to address to achieve this goal, it is necessary
to discuss how SQUIRREL operates. SQUIRREL is a proof
assistant dedicated to the mechanization of cryptographic
designs. A SQUIRREL proof is built interactively by the user,
in a similar way to RocQ [18] or LEAN [19]. At any point
during a proof, the tool displays the proof context to the user,
i.e., the list of all known assumptions, and the current proof
goal. Then, the user operates on the proof context through
tactics, which are commands instructing SQUIRREL to modify
the context in a sound-by-construction fashion. For example,
the user may rewrite a known equality using the rewrite



tactic, or apply a lemma to the proof goal using apply. Proof
assistants such as SQUIRREL rely on a number of mechanisms
to reduce the proof burden put on the user. For example,
introduction patterns [20] ease proof context management,
proof terms allow to manipulate and combine assumptions,
and the elaborator [21] reduces user inputs by automatically
inferring arguments, discharging hypotheses as subproofs, etc.

Higher-order logic with error: A recent work [1] has
shown how to adapt SQUIRREL’s underlying logic to a con-
crete security setting. Concretely, the authors proposed a
higher-order logic with errors, which we denote by HO. in
this paper, and they showed how the asymptotic proof system
of [14] could be modified with explicit error annotations to
track probabilities of failure. While this provides a first step to-
ward mechanized concrete cryptographic proofs in SQUIRREL,
this work falls short of this goal in several ways. First, their
contribution is purely theoretical and they did not implement
HO. in SQUIRREL. Second, they only provided a low-level
sequent calculus for HO,, which is at a significant distance
from the high-level logical mechanisms used in a tactic-based
proof assistant such as SQUIRREL — as there is some distance
between the calculus of inductive construction [22] and the
RocCQ or LEAN proof assistants.

Contributions: In this paper, we lift all these limitations
through the following contributions:

i) We extend SQUIRREL to support interactive proofs of
higher-order logic with errors by designing higher-level
logical mechanisms on top of the low-level HO. logic
of [1], including proof context management, bound-
annotated tactics, and introduction patterns.

ii) We propose a proof term calculus for HO. with novel fea-
tures related to our particular application domain. Then,
we design an elaborator for this proof term calculus. This
elaborator, which we implemented in SQUIRREL, has
dedicated supports for error bounds and can automatically
infer many low-level details omitted by the user, reducing
boilerplate and improving usability.

iv) We theoretically argue for the usability of our elabora-
tor through an erasability theorem: roughly, we prove
that our elaborator can reconstruct some explicit bound
annotations that have been erased from a proof term.
Concretely, this means that the user may omit such an-
notations when passing proof terms arguments to tactics,
allowing for more concise and readable proof scripts.

v) We provide empirical evidence of the applicability of our
framework through three case studies in our extension
of SQUIRREL: we prove concrete security bounds for
Merkle hash-trees, we formalize the Birthday bound, and
we adapt the security proof of the YubiKey protocol
of [15] to a concrete setting.

Limitation: This work focuses on interactive proofs of
higher-order logic with errors, and its application to concrete
security proofs of correspondence properties [23], [24]. No-
tably, we only consider the reachability logic of [1], and did
not target its indistinguishability logic. Indeed, mechanizing
concrete indistinguishability proofs with precise advantage

bounds is a complex endeavor that requires to extend the
verification tool with a complexity analysis framework (e.g.,
as in [25]), which is out-of-scope of this work.

Artifacts: Our SQUIRREL extension, case studies and
companion files are available online [26].

Outline: We present some background in Section II. In
Section III, we explain how we adapted SQUIRREL to support
approximated reasoning. In Section IV, we describe our novel
elaborator and its properties. We present our case studies in
Section V, and finally discuss related work in Section VI.

We use colors to help distinguish elements of distinct cat-
egories. To ensure accessibility to color-blind readers, colors
only encode redundant information.

II. BACKGROUND

We start with some high-level background on tactic-based
proof assistants and an informal presentation of SQUIRREL’S
two-level asymptotic logic.

A. Tactic-Based Proof Assistants

SQUIRREL is a goal-directed proof assistant, as many other
tools such as RocQ [18] or LEAN [19], in which users
manipulate goals representing judgements through tactics.

a) Judgements and goals: In a first approximation,
SQUIRREL’s judgements are of the form IE;T'F ¢, where:
the environment E is a list of variables declarations and
definitions, the hypotheses set I' is a set of formulas, and
the conclusion ¢ is a formula. The conjunction of E and T’
forms the proof context of the judgement. For now, it will be
sufficient to think of I or ¢ as higher-order logic formulas
(we provide more details later, in Section II-B). A SQUIRREL
goal, being of the form

Variables: x1,. . ., Xp, 5Ty e e (= declarations of E «)

y1 =t ...y =1 (+ definitions of E «)
Hi:aby

(«hypothesesT" = {1, ..., %¥Ym} *
Hint thm,

[ (+ conclusion =)

is a beautified representation of a judgement in which hypothe-
ses are named (e.g., H; refers to v; in the goal above).

b) Logical rules and tactics: A judgement can be shown
to be valid using logical rules, of the form

Ei;T' F oy E. ;T - on
E;T'F¢o

Such rules are said to be sound whenever the validity of the
premises (E;;T'; - ¢i)ie{1,...,n} entails that of the conclusion
E;T  ¢. Tactics operate similarly, by changing the current
goal into one or several goal(s) whose validity entails that of
the initial goal, and are justified by rules of the logic.

We show an example of a proof in Listing 1. While this
example is written in SQUIRREL, it would go similarly in other
proof assistants such as ROCQ or LEAN. In the following ex-
planation, and throughout the paper, we refer to line numbers
in red, e.g., as 1. We start by declaring the lemma’s name
and universally quantified parameters (1), and conclusion (2).
After entering proof mode (3), SQUIRREL displays the goal:




1 lemma classical (P,R : bool) (Q : int — bool) :
2 (P=RAVX,Qx=R)=(PVv3Ja Qa)=R.
3 Proof.

4 intro Hand. intro Hor.

5  destruct Hand as [H HOJ.

6  case Hor.

7+ apply H.

8 assumption Hor.

9  + destruct Hor as [a H1].

10 apply (HO a H1).

11 Qed.

Listing 1: Proof in a classical setting.

1 intro [H HOJ [Hor | [a H1]].
2 + apply H; assumption Hor.
3+ apply (HO _H1).

Listing 3: Alternative proof for Listing 1.

Variables: P,R:bool,Q:int — bool

(P=R AVX,Qx=R)=(PVv3Ia Qa)=R
When the conclusion is ¢ =1, the intro tactic moves ¢
from the conclusion to the proof context, which yields a new
conclusion 1, and adds the hypothesis ¢ to the proof context
with a given user-chosen name. E.g., after both intros of line
4, the goal becomes:

Variables: P,R:bool,Q:int — bool
Hand: (P = R) AVx,Qx =R
Hor:P Vv 3Ja,Qa

R

The intro tactic allows for backward reasoning by modify-
ing the goal’s conclusion. It is also possible to do forward
reasoning, by operating on the proof context. For example,
destruct H as [HO H1] replaces an hypothesis H: ¢ A ¢ by two
hypotheses HO: ¢ and H1:¢. The case H tactic performs a
case disjunction on H: ¢ \V ¢ and creates one subgoal for each
disjunct of H, where H maps to ¢ (respectively 1) in the first
(respectively second) subgoal. E.g., the call to case (6) creates
two goals whose hypotheses are, respectively:

H:P =R H:P =R
HO:Vx, Qx =R and HO:Vx, Qx =R (1)
Hor: P Hor: 3 a,Qa

To improve readability, the proof of each created subgoal
starts with a bullet +. E.g., the script in 9,10 proves the second
goal, using the right hypotheses in Eq. (1). This proof starts by
destructing the existential (9), replacing Hor with the witness
a and introducing a new hypothesis H1: Q a.

While some tactics correspond to a single rule of the
logic, tactics often combine many rules together. Such higher-
level logical mechanisms are crucial to allow for a smoother
user experience and to reduce the proof burden. The call to
apply (10) is a good example of that: in a single invocation,
it instantiates HO’s universally quantified variable x by a,
discharges the proof obligation (Q a) using the assumption H1,
and concludes the proof by using the formula R obtained as a
result. The argument (HO a H1) of apply is called a proof term,
and is a powerful tool allowing for concise proofs.

c¢) Advanced tactics: More advanced features can be used
to reduce the size of the proof even further. E.g., we show in

1 global lemma two_level (P,R : bool) (Q :int — bool) :
2 ([P=R]A[VX,Qx=R])=[(PV 3a Qa)= R].
3 Proof.

4 intro Hand. intro Hor.

5 destruct Hand as [H HOJ.

6 case Hor.

7 4 localize H as HI. apply HI.

8 assumption Hor.

9 4 destruct Hor as [a H1].

10 localize HO as HOI. apply HOl a H1.

11 Qed.

Listing 2: Proof in the two-level asymptotic logic.

1 intro [H HOJ; intro [Hor | [a H1]].
2+ apply H; assumption Hor.
3+ apply (localize(H0) _H1).

Listing 4: Alternative proof for Listing 2.

Listing 3 an alternative proof of the lemma of Listing 1, which
is more concise thanks to several features. First, it uses intro
patterns [20] to manipulate the proof context in a compact
way. E.g., at 1, the first pattern [H HOJ splits the conjunction A.
An or-pattern [A | B] performs a case-analysis on a disjunction
V, naming the left and right disjunct respectively A and B.
Here, the or-pattern has a nested subpattern [a H1] decom-
posing the existential (3 a. Qa). After 1, we are in exactly
the same situation as after 6 of Listing 1. Second, this more
compact version uses factic combinator tacy;tace to apply the
tactic tace to all subgoals produced by tac,. Finally, it exploits
SQUIRREL’s proof term elaborator in 3 to omit the argument
a in the proof term. Here, the elaborator infers that x should
be instantiated by a, by unifying the formula (Q a) given by
H1 with the assumption (Q x) expected by H.

B. A Two-Level Logic for Asymptotic Cryptography

We will now quickly recall the CCSA multi-context logic
for asymptotic cryptography [14] and its implementation in
SQUIRREL, on which we will focus in the rest of this work.

a) Terms: We consider a set of base types T which
includes standard types such as bool, and real. A type 7 is
either a base type 7, € T, or an arrow type 7,—7;. Terms are
simply typed A-terms built on top of a set of variables X':

def

t=xz|tt|Max:7).t (where x € X)

An environment E is a finite set of declarations (x : 7) and
definitions of variables (x : 7 = t). We assume that all
environments declare the standard local logical operators, e.g.,

T : bool A : bool—bool—bool V. : (t—bool)—bool

which will have the expected interpretation and are used with
standard notation. E.g., we may write V(w o real).tg A ty.
We consider a standard type system E F ¢t : 7 (c.f. [14]),
and only consider well-typed terms from now on (the typing
environment E to be used will be clear from the context). A
local formula ¢ is a term of type bool. Please note that Local
formulas may be of higher order. In the following, for ease
of reading we will denote local formulas, connectives, and
quantifiers in blue with a dot - over them.



b) Term semantics: We refer the reader to [14] for a
detailed presentation of the semantics, and only recall its main
features here. This semantics is tailored for cryptography, and
is thus a probabilistic semantics parameterized by the security
parameter 77 € N. More precisely, a model M of an environ-
ment E is a first-order model providing an interpretation of:

e each type as a sequence of interpretation domains
([7]¢y)nen indexed by the security parameter 7.

o cach term ¢ of type 7 in E as a n-indexed sequence of
random variables:

(p € Tany) = [th” € [7T

where Ty, is a set of finite random tapes of some fixed
length. Note that the random tape p provides randomness
to the semantics [-](;”. E.g., to interpret a variable k
representing a uniformly sampled random key of length
n, [k]{;* will retrieve n random bits from p.

Standard types and functions must be interpreted as expected,
e.g., [real]l{y = R and [A]{;"(z,y) =1iff z =y = 1.

c) Asymptotic security logic: A typical goal of asymp-
totic security is to prove that the probability that an adversary
breaks a security property is negligible in the security parame-
ter 1, where a function f(n) is negligible iff it asymptotically
tends to O faster than the inverse of any polynomial in 7. In
the CCSA logic, such probabilistic properties can be captured
using the overwhelming truth predicate [¢], which states that
a Boolean term ¢ is true with overwhelming probability. More
precisely, [¢] is satisfied in a model M of the logic iff

Pr([[¢]],) is overwhelming in 7,

where f(n) is overwhelming iff 1 — f(n) is negligible.
Then, we consider first-order logic using this [ -] predicate:

qNSa n= [(‘)] \anVgga|;gga |9($c7)c;a | ...

We call such connectives and quantifiers global, and c;a is a
global formula of the asymptotic logic. For ease of reading,
global elements are denoted in the following in red with a
tilde ~ over them. As usual in first-order logics, we write
M = &, when M satisfies ¢,, and = (/;a when o, is valid, i.e.,
when ¢, is satisfied by all models.

This yields a two-level logic, where relations between local
inner-logic formulas are captured using the global outer logic.

SQUIRREL’s judgements reflect this two-level structure:

e In a global asymptotic judgement E;1" - $a, the global
context I is a finite set of asymptotic global formulas. It
is valid iff (AT') = ¢, is satisfied by any model of E.

o A local judgement E;I"; A + ¢ has an additional local
context A (which is a finite set of local formulas) and a
local conclusion ¢. It is valid iff T [(AA) = ¢] is valid.

Global hypotheses in I' are considered w.r.t. an overwhelm-
ingly notion of truth, while local hypotheses in A are consid-
ered for a fixed value of the random tape. As an example,
(0] V [ ¢] is not a tautology and only holds when ¢ is
overwhelmingly true or S is overwhelming true. However,

the local formula ¢ \V/ = ¢ is tautological, as for any fixed
random tape p, [¢]{;” is either true or false.

When there is no ambiguity, we omit the environment E.
E.g., we write [' - (,~>a instead of E; T" - c;a A proof context A
is a triple (E;T"; A) composed of a typing environment E, a
global (hypothesis) context I', and a local (hypothesis) context
A. For example, if A = E;T'; A then A + ¢ denotes the local
judgement E;:T; A - ¢.

d) Squirrel implementation: Global and local judgements
support standard tactics, as presented in Section II-A. E.g.,
case can be used to do a case analysis thanks to the rules:

T;A, o - ¢
DA, o109

F7 Gj)a,() F G}a
Fa d’a,l F d’a
F7 Gga,O \7 (733,1 F (733

Global formulas have a standard first-order logic semantics.
Thus, the left rule, which operates on the global context,
is expected. There is a similar rule operating on the global
context of a local judgement, which is expected too. The
right rule is more surprising, as it operates on the local
context under the overwhelming truth predicate. Essentially, its
soundness relies on the union bound property [27] and the fact
that the sum of two negligible quantities remains negligible.
More generally, all standard logical tactics are supported in
both kinds of contexts and judgements [14].

The environment E does not differentiate between local and
global variables. This is because, as shown in [14]:

is valid, i.e., we can swap a quantification with the | - ]
predicate. Thanks to this, if a goal conclusion is [V(z : 7). ¢],
a call to intro will introduce a new declaration (x : 7) in the
proof context, and will change the conclusion to [é]

Finally, some rules mix both kinds of contexts. Notably,
hypotheses can move from the global to the local contexts,
thanks to the localize tactic based on the rule (from [14]):

P§A7@(JF¢B
r, [cy})o};A )

Indeed, the negligible probability that ¢ does not hold is
absorbed by the fact that the conclusion [(AA) = ¢] only
needs to be established up to a small probability of failure.
Interestingly, there is no converse rule which would allow to
move a local hypothesis to the global context.

Example 1. We consider in Listing 2 a variation of Listing 1
using the [ - | predicate. Most of the proof remains the same,
except that we use localize to move a global hypothesis to the
local context before applying it to the (local) conclusion (7,9).
As in the previous section, more advanced features can reduce
the amount of necessary user inputs. For example, in the proof
in Listing 4, the localization is automatically inferred at 2, and
it is done directly in the proof term at 3 .
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E,FF[(D}g E’]_—‘7(Z)F€Q E;FF[E/SE}O
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Figure 1: Selected concrete logic rules.

C. A Two-Level Logic for Concrete Cryptography

We now recall the adaptation of this two-level logic to
concrete security, as introduced in [1]. Please notice that,
contrary to the asymptotic logic presented in the previous
section, the concrete security framework from [1] has not been
implemented in SQUIRREL before our present work.

a) Concrete security logic: We consider the truth pred-
icate ). with an explicit error bound ¢ of type real. It is
satisfied in a model M iff

PrPETM,n ([[Q)HI@EP = O) < EﬂGTM,n [[EH;\]/I)IP7

where E(X) is the expectation of X. Usually, £ will be a
deterministic value that does not depend on p, e.g., [e];” =
f (). In that case, the expectation is simply f(n). The concrete
global logic is first-order logic using the [ -]. predicate:

$:=10)- 166156 |¥a:7).]...
It yields a two-level logic whose judgements are
ETH¢ ET;AR.¢

where the global context I' is a set of concrete global for-
mulas. Concrete global judgements have the same semantics
as their asymptotic counter-parts. A concrete local judgement
E;T; A b o is valid iff E; T [(AA) = ¢]. is valid.

Please note that from now on, for the sake of conciseness
and as our work only focuses on concrete security, we will
simply say global logic instead of concrete global logic.

b) Proof system: This logic is equipped with a sound
proof system [1]. The rules dealing with global judgements
are similar to the standard first-order logic rules, and are thus
omitted here. We only detail a few rules, listed in Fig. 1,
that deal with either interactions between the global and local
levels, or with error bounds. More rules will be presented later
in Section III, along with their corresponding tactics.

The rule BYLOC builds a local judgement from a global
formula, transferring the error bound from the formula to the
judgement. The rule BYGLOB builds a global formula from
a local judgement. Crucially, the local context of the local
judgement must be empty, to ensure that the formula holds
with probability € without additional assumptions. The WEAK
rule weakens a bound ¢’ into a larger bound e. Finally, the rules
R-A and L-V are similar to their first-order logic counter-parts,
except that they also sum the errors from each premise.

1 global lemma concrete (P,R : bool) (Q : int — bool) (ep : real) (eq : real):
2 ([P=R<:ep] A[VX,Qx=R<:eq]) =
3 [(PVIa,Qa)=R<:ep+eq].
4 Proof.

5 intro Hand. intro Hor.
6 destruct Hand as [H HOJ.

7  case Hor <: ep.

8  + localize H as HI. apply HI.

9 assumption Hor.

10 + destruct Hor as [a H1].

11 localize HO as HOI. apply (HOI a H1).
12 true; smt.

13 Qed.

Listing 5: Proof in a concrete setting.

intro [H HOJ; intro [Hor <: ep | [a H1] <: eq].
+ auto. (*bound reasoning »)

+ apply H; assumption Hor.

+ apply (localize(HO) _ H1); auto.

B S

Listing 6: Alternative proof for Listing 5.

III. INTERACTIVE PROOFS OF HO LOGIC WITH ERRORS

We now present how we extend previous theoretical
work [1] to improve the SQUIRREL tool and make it handle
concrete security properly. We adapt SQUIRREL’s tactics to
deal with explicit error bounds, while striving to modify
the tactic language as little as possible by limiting bound
annotations from the user. As we will see in Section V, our
extension can be used to adapt an existing proof to the concrete
setting by adding only a few bound annotations.

a) Goals: Concrete global goals are identical to their
asymptotic counter-parts except that they use

the concrete global logic. On the right, we ‘G-llzm
show a concrete local goal with its global and Gn: b
local contexts, conclusion, and error bound Hit ¢

e. Please remark that local and global hy- .4
potheses are displayed together. We present
in Listing 5 a concrete logic variation of
Listing 1, which is our running example throughout this
section. We use this example as support to present the concrete
versions of SQUIRREL'’s tactics later in this section. Here, after
calling intro and destruct at 5,6, the goal becomes:

H:[P=R<:ep]

HO: [V x,Qx = R <:eq]

Hor: (P v Ja,Qa)

¢ bound &

R bound ep + eq

b) Bound space: We use an error term ¢, of type real, to
bound a probability lying in the interval [0, 1]. As explained
below, generalizing from [0, 1] to R reduces the number of
proof obligations and allows the exploitation of R’s algebraic
structure.

Indeed, bounds are added in forward reasoning steps, for
example when combining [¢]., and [¢1]., to obtain [pg A
$1]eq e, - The requirement for o + £; to belong to [0,1] can
be achieved, e.g., by requiring that €9 +-¢; < 1, or by using a
modified addition +, such that 4+, y = min(x +y, 1). The
former would yield unnecessary proof obligations, while the
latter relies on an operator with little algebraic structure (e.g.,
( +m y) — y may be different from ).



Further, backward tactics subtract from the bound rather
than adding to it. E.g., the rewrite tactic uses the rule

DiAbe,_e, p{s} Thr[s=t.
IiA e, O{f}

2

when rewriting in the conclusion of a local goal. After calling
rewrite, the bound e¢; of the goal has been replaced by
€1 — €2. Intuitively, this is because the new goal must have a
smaller bound to ensure that it can absorb the error £ of the
approximated equality being rewritten. Again, requiring that
€1 — &9 lies in [0, 1] would require a proof obligation or a
modified subtraction, which would increase complexity.

Interestingly, most rules are sound without additional checks
when using real for bounds. The main exceptions are tactics
whose asymptotic counter-parts have no premises, i.e., are
closing tactics. This notably includes the assumption and true
tactics, respectively based on the rules:

F,Q]Foé‘zo
;AR T

Di0bge>0 el

DA b ¢

Thus, the concrete version of assumption only applies when
the bound is trivially greater than 0, and true produces a proof
obligation requiring to prove that the bound is positive (except
when the bound is 0, to avoid circularity issues). Ensuring
that bounds are positive is necessary, e.g. even the vacuous-
looking judgement T'; A . T does not hold when ¢ < 0, as
its semantics requires that T is true with probability greater
that 1 — ¢ > 1, which is not possible. In conclusion, having
real bounds allows to postpone bound checks to the end of a
proof, which significantly reduces the proof burden.

SQUIRREL has built-in reduction rules to discharge basic
bound inequalities, while more complex goals can be shown
using smt. This tactic has been introduced in [28] for the
asymptotic logic. We adapted it to the concrete logic by
limiting it to exact reasoning: we only send local hypotheses
or global hypotheses of the form [¢] to the SMTs, and we
restrict smt usage to the exact setting, i.e., to goals where the
bound is 0.

Remark 1. The bounds of [1] are of type real, that is,
R U{+o0} equipped with an addition operation + for which
400 is absorbing. This structure has interesting algebraic
properties (commutativity, associativity), and supports possi-
bly diverging sums of errors, e.g., » ;. (¢ ). But it cannot
be extended with subtraction while keeping its algebraic
structure, even if adding —oo. Our restriction to real limits us
to finite sums of reals, but allows us to support subtraction,
which is crucial for backward reasoning.

¢) Bound annotations: Global tactics, i.e., those oper-
ating on the global context or conclusion, typically rely on
the first-order semantics of the logic and are not specific to
the [ - ]. predicate. Thus, they do not reason on bounds. On
the other hand, tactics operating on the local context may
modify the bound (though they do not always do so). For many
such tactics, the new bound is automatically inferred without

requiring bound annotations from the user. This is notably the
case for tactics with a single premise. E.g., the rules

T3 A, o, p1 be ¢
T;A, 1 A go be (5

FyAvoO #5 Ol
A, oo = 01

T3, ¢obeey ¢
F7 [Q;)()}Eo; A l_s O

justify, respectively: the local intro tactic (5); calls to destruct
on a conjunction in the local context (6,10); and the localize
tactic (8,11). (Lines numbers above refer to Listing 5.) Both
intro and destruct — on a conjunction — leave the bound
unmodified, and localize changes the bound in a goal-directed
fashion. Thus, these tactics require no bound annotations.
Interestingly, more advanced tactics such as rewrite or apply
also require no bound annotations, though they may modify the
bound: e.g., rewrite sums-up the errors induced by a sequence
of rewritings automatically.

Local tactics that create multiple subgoals often need to
distribute the error mass. E.g., the local versions of split and
case (based on rules R-A and L-V) are backward tactics. To
apply them, the user decomposes the bound ¢ of the current
goal into €1 and e, such that € = €1 + ¢, using the syntax

tacargs <: €1, ..., €n

where args are standard arguments of the tactic, and the
(€4); are the bound annotations. If the asymptotic version of
(tac args) creates n subgoals, we use bound annotation ¢; for
the i-th subgoal, and ask for a proof that 1 + ..., < €.
The user may omit the last annotation &,,, which is then set
to e —(e1 + -+ + ep—1). In that case, no additional proof
obligation is required. For example, after the call to case at
7, we have the two goals:
H:[P=R<:ep]

HO: [Vx,Qx = R <:eq]
Hor: P

H: [P =R <:ep]
HO: [Vx,Qx = R <:eq]
Hor:3a,Qa

R bound ep R bound (ep + eq) - ep

d) Introduction pattern: As seen in Section II-A, intro-
duction patterns are a powerful tool allowing for concise proof
context management. Here, we focus on and/or patterns, and
omit other features that are not impacted by the addition of
error bounds. We extend SQUIRREL’s introduction patterns
with concise bound management. As explained earlier, when
operating on the proof context, dealing with conjunctions or
global disjunctions does not require any bound annotation,
while local disjunctions do. Thus, we use the following syntax
for bound-annotated introduction patterns:

ip ::=[ip; .. .ip,]
[ lip (e ey () |

where ? indicates that the bound annotation ¢ is optional,
and id is an identifier used, e.g., to introduce an hypothesis in
the proof context with a fresh name id.

The and pattern [H, ...H,] decomposes a conjunction
Ni<n®; and adds the hypotheses (H; : ¢;)i<, to the proof
context. The or pattern [H; | ... | H,] decomposes a disjunction
Vi<n®i, producing one goal per disjunction, each introduced

ip, :=1ip | id



pt:=id | pt @ t | pt @ pt | pt = _
[A(z: 7). pt| F(id : ¢). pt | F1(id : ). pt
[Yopt | %7 pt | [pt] | (pt < e(pt)) | (pt < £(1))

We let o € {-, ~}. The notation (¢) indicates that the annotation ¢ can
be omitted in a surface-level proof term pt.. An annotated proof term pt
must not omit any annotations, must not use holes _ nor the may localize
construct %7 -

Figure 2: Syntax of annotated and surface-level proof terms.

as H; : ¢;. If the disjunction is local, a bound annotation is
required to split the error mass, as for the case tactic. Patterns
can be nested to provide a subpattern which is recursively
applied to the introduced hypothesis. Listing 6 presents an ex-
ample of a bound-annotated pattern which splits (P V 3 a, Q a)
and assigns the errors ep to P and eq to (3 a, Q a). Compared
to the asymptotic version of Listing 4, we have an additional
bound inequality, which auto easily proves.

IV. PROOF TERM LANGUAGE AND ELABORATOR

We first present our proof term language and typing rules in
Section IV-A. Then, we describe the design goals of our elab-
orator in Section I'V-B, before presenting it in Section I'V-C.
Finally, we study its theoretical properties in Section IV-D.

A. Annotated Proof Terms

We start by describing a proof term language for standard
higher-order logic, which we then adapt to our two-level logic.

pt, ==id | pt, ¢ | pt, pt, | A(z : 7). pt, | II(id : ¢). pt;,

Proof terms allow to derive formulas which are valid in a
given context E, © (here, © refers to a context in standard
higher-order logic). This is captured by a typing relation
E; © F pt, : ¢, which means that pt, proves ¢ in the context
E; ©. We informally describe the syntax of proof terms and
their typing rules, which closely match the proof rules of
higher-order logic. An identifier id refers to an hypothesis
id : ¢ in ©, and proves ¢. If pt, proves Vx. ¢, then the
application (pt, t) proves ¢{z — t}. If pt) proves ¢ = ¢
and pt] proves ¢, then the application (pt pt!) proves 1. The
abstraction A(z : 7). pt, proves V(z : 7). ¢ if pt, proves ¢ in
E extended with (z : 7); and the product II(id : ¢). pt,, proves
¢ = if pt, proves ¢ in © extended with (id : ¢).

We now extend this proof term language to our two-level
logic. We present in Fig. 2 the syntax of annotated proof terms,
which we describe below. An annotated proof term pt is typed
in a context E; I" to prove a global formula, and in a context
E;T'; A to prove a local formula with a bound:

E;TFpt: o E;T;AFpt: () <e)

These typing judgements reflect the form of our logical
judgements: e.g., the right typing judgement corresponds to
E;T'; A, ¢. The logic has a global and local variant of each

construct. E.g., for the local logic, pt, = ¢ and pt, - pt,
correspond to the application of pt, to, respectively, a term and
a proof term. We use . to make the space visible to depict
it as local. Further, there are additional constructs to move
formulas between logical levels. If pt proves [¢]., then (% pt)
opens the [ -] modality and proves (¢ < ¢). Note that (%7 pt)
behaves similarly, except that it does not fail if pt proves a
local formula. If pt proves (¢ <e), then [pt] introduces the [-]
modality and proves [O] . Crucially, the latter is only allowed
if pt does not use local hypotheses, as it relies on the BYGLOB
rule (which requires the local context to be empty). Finally,
(pt < e(pt)) proves (¢ < €) if pt proves (¢ < e¢) and pt’
proves [ < €]g. See details and typing rules in Appendix A.

Example 2. In the left context below, L -. (% H) proves (1) <e).
In the right context, Hy = [(% Ha < £1(B))] proves []..
Y B:[e2 <eilo
ik Hy s 6, = [0l

L:¢p =1 Ho : [@3)]52

B. Elaborator Design

An elaborator is tasked with completing a partial surface-
level proof term into an annotated well-typed proof term,
by adding missing constructs to the user-provided surface-
level proof term. Below, we describe the design goals of our
elaborator, as well as its high-level architecture. We leave the
formal description of our procedure to Section IV-C.

Design goals: As we see in Example 2, annotated proof
terms can be verbose, as they require to manually deal with
locality and weakenings. Clearly, an elaborator could be useful
here. E.g., the proof term L - (% H) could be shortened as
L . H, since the localization of H and the local annotation
on the application . can be inferred from the fact that L is
local. Similarly, Hy = [(% Ha < €1(B))] could be shortened as
Hy . Hy, by automatically inferring that the bound of [¢].,
must be weakened to £; so as to prove the assumption of Hj.
Further, the weakening proof obligation g5 < £1]g could be
discharged to the user, to be proved later.

In summary, we want our elaborator to automatically infer:
locality annotations such as . and . ; localizations % - and
globalizations | - |; bounds weakenings (-<t-).

Elaborator architecture: A surface-level proof term pt,
is a proof term in which annotations may be omitted (see
definition in Fig. 2). We use

=0 (o <o)

to denote the possible outputs of an elaboration. Due to the
two-level nature of our logic, we need to track the local
hypotheses used in a proof term. Indeed, this is key to support
globalization, as E; I'; At ¢ is equivalent to E; '+ [cb] o iff Ais
empty. To that end, we introduce the notion of footprint, which
is the set of local hypotheses identifiers used in an annotated
proof term. More precisely, let I = {idy,...,id,} denote the
set of identifiers, and filter(A ; I) be the restriction of A to
hypotheses (id : ¢) with id € I. Then,

E;T;A Fppt: (¢ <e)



is valid if E;T;filter(A ; I) - pt : (¢ < ¢) is well-typed.
Appendix A presents a similar notion for global judgements.
Discussion: We focus here on aspects related to bounds
manipulations and locality, and thus only consider a core
language with the necessary related features. Adding more
constructs to our language, e.g., to deal with conjunctions and
disjunctions, would be a standard orthogonal extension.

The formal presentation of our elaborator serves as a theo-
retical justification for the elaborator we implemented in our
extension of SQUIRREL [26]. Please note that our theoretical
presentation supports a richer proof term language than the
implementation. E.g., while our implementation supports key
constructs such as localization %7 - and weakening (-<-), there
is currently no support for A and II. Adding the missing fea-
tures would be straightforward, as the theory already supports
them. Conversely, there are some orthogonal features that are
implemented but not part of the theoretical presentation (e.g.,
argument inference by unification).

C. Elaboration Procedure

The elaborator goal is to infer any missing bound and lo-
cality information in a surface-level proof term, in order to get
an annotated well-typed proof term. The elaborator design is
inspired by bi-directional typing [29], with an inference mode
that builds proof terms from the top down, and a checking
mode — called directed elaboration — that attempts to build
a proof term matching a pattern P needed by the inference
mode. Directed elaboration is achieved through an elaboration
step followed by a re-elaboration step that attempts to modify
the elaborated proof term to match P.

Elaboration takes as input a surface-level proof term, and
produces an annotated proof term, its footprint, and the proven
typing judgement. It is written

Eo; To; Ag = pty ~ Eq; s Ay ptog .

The annotated proof term pt returned by the elaboration may
be modified latter through re-elaboration. An elaboration is
valid if the returned proof term pt is well typed, i.e., if
Ei; Ty Ay Fpopt: o

Directed elaboration is called by the elaboration rules on
a surface-level proof term pt_, and tries to elaborate it into
an annotated proof term pt proving ¢, with the constraint
that ¢ should match a target pattern P, which is a local or
global formula with holes. E.g., using [_]. allows to target
any formula [¢]., for any ¢. Directed elaboration relies on
elaboration to obtain a first annotated proof term pt,, which
is further refined using re-elaboration (see below). Directed
elaboration is written

Eo; To; Ao F (pty, « P) ~ Eq; ;AL Fpt i ¢.

It is valid when its conclusion is well typed and ¢ matches P.
Re-elaboration rewrites an elaborated proof term in order
to match the target pattern. It is written

Eo;ro;AQ "ﬁo Iy ¢04P == El;Fl;Al I_al ‘I ¢1

where E; T'; A b7, pt, @ ¢ is expected to be well typed. It is
valid if it produces a proof term pt, such that E; I'; A k7, pt; :
¢1 is well typed and ¢; matches P. Roughly, re-elaboration
adds proof obligations and performs valid structural rewriting
of proof terms. For example, it may add weakening and
the corresponding inequality hypothesis in the context if the
pattern forces a specific error bound.

Rules: We present a selected number of elaboration and
re-elaboration rules in Fig. 3, and quickly describe them below.
Our full set of rules can be found in Appendix B.

Elaboration rules closely match typing rules for the anno-
tated proof terms, calling directed elaboration to get premises
of the correct form and keeping track of footprints.

o When using an hypothesis identifier id, we add id to the
footprint only if it refers to a local hypothesis (see rules
E.L.AX and E.G.AX). Rule E.BYLOC elaborates [pt]
to a global formula, provided that pt can be elaborated
towards into a local formula without footprint (and a
matching ). Rule E.I1 introduces a local implication, and
removes the introduced hypothesis from the footprint.

o Rule E.I.LL._._ discharges the proof obligation for a local
formula as H : o, adding it to the hypotheses and the
footprint. Rule E.I.. corresponds to a local proof cut, and
sums the errors coming from both subproofs.

We now describe re-elaboration rules.

« Rule RE.CONV returns the elaborated proof term if the
elaborated formula already matches the pattern.

« When looking for an error bound ¢y with an elaborated
formula with error bound &, the rule RE.WEAK dis-
charges the proof that ¢ < ¢y and adds a weakening.

o Rule RE.[-].= allows for discharging global hypotheses
when looking for an atomic global formula.

Example 3. Assume we have two hypotheses Hg : [cﬂg =
[@ = g:)()}o and Hy : &. The proof term (Hy Hy) elaborates to
[(f)]o; Ot ¢o, because the directed elaboration will respect the
locality of the argument Hy and use it to discharge the local
assumption in Hy. On the other hand, (Ho [H1]) elaborates
10 0; 0+ [ = o000, since [Hi] is global and thus discharges
the global assumption in H.

D. Theoretical Study

We now study the properties of our elaborator, which serve
as theoretical justifications for its capacities. After some basic
results related to its soundness and completeness w.r.t. our
proof terms typing rules, we present two usability results.
First, we show that our elaborator is predictable. Second, we
present our main erasability theorem, which intuitively states
that the elaborator can automatically infer weakening inside
some proof terms, except for a single top-level weakening.

Basic properties: Our elaboration procedure is determin-
istic, terminates and only produces valid judgements. These
are straightforward properties of the rules.

The elaborator is complete w.r.t. annotated proof terms, in
the sense that any well-typed annotated proof term can be
obtained as a result of an elaboration — otherwise, some proof



Elaboration rules
E.L.AX .
Ag =Egp; L'os Ag (id, 9) € Ag

Ag Fid ~ Ag Fid iy (6 <0)

E.ByLoc
Aok (pt < (<)
~ A1 Fptiy(p<e)

EI.

E.G.AX
Ay = Eo; To; Ag

Agtid ~ Agkid g &

Ao F (ptO. < (,< ,)) ~ A1 ﬁ() I ((90 < Eo)
Alk(ptl < (@():'>,<,))WA2 Fﬁl L (OQ:>C)<€1)

Ag F [pt] ~ Ay F [pE] 5 [0
E.N . .
EO;F();A(), (Id : (/)) = (pt < (7< 7)) ~ El;Fl;Al = a I (Cﬁl < E)
Eo;r();A() = rl(ld : Q})()). pt
~ BTy A B n(ld : OO) ﬁ 1\{id} ((DU = ()1 < 8)

Directed elaboration and re-elaboration rules
DE.RE B
éo l_ ptw Al l_ ptl :Ilibl
A1+ pt; i1, qf)1<1P = Aqg I pty 1, (]52
A()F(pt < P)WAQFﬁz s ¢2

RE.WEAK
Eol—ééd)o Eol—séso
Eo; To; Ao F pt:r (¢ <€)< (do < o) .
= Eo; Do, (H : [e < eolo); Ao b (pt < e9(H)) i1 (¢ < e9)

We use the shorthand A = E;I'; A in rules that do not manipulate the context.

Ao b pt, = pty~ Ao Fpty = pty iroun (0 < g0+ 1)

EIL...C

Eo;ro;/\() = pt WlEl;rl;Al "ﬁi‘r ((750:>O <E)

Eo;To; Ag Fpt o -

v B3 Dy Ay, (H < o) b pt e H o (6 < e)

RE.Conv
?
EgFop <P
Aok ptiyp<P = Agkptiro

RE.[].=>
Eo; Lo, (H : ¢0); Ao ﬁq = H 1 ¢19[dole,
= BT Ay pty op [d1]e,

Eo; To; Ao F Pty ig o = {51 <[doles
= Ei; T Aty og (1],

Figure 3: Elaboration and re-elaboration rules.

terms would be out-of-reach for the user, which would be
limiting. This property easily follows from the fact that a well-
typed annotated proof term is elaborated into itself, and that
annotated proof terms are a subset of surface-level proof terms.
More precisely, if pt is such that E;T'; A F pt : ¢ is derivable,
then there exist pt, and I such that

E;T5A Fpt,~ E; T A Fpt g c)

We have a similar result when typing pt in a global context.
Predictability: Elaboration should be predictable, i.e., it

should only add constructs to the surface-level proof terms,

and not produce a proof out of thin air. More precisely, if

Eo;To; Ao Fpt~ E; s Ay Fptip o

we show that pt is a minor of pt, i.e., pt can be obtained
by removing constructs and annotations from pt. This follows
from the fact that our rules only enrich proof terms by adding
weakenings, discharges and locality information.

Erasability: We want the elaborator to allow for remov-
ing weakenings from a proof term. To capture this idea, we

. . e
introduce a relation — between surface-level proof-terms,
which is the rewrite relation

(Pt < e(pt,)) ~=> %7 pt

Note that the result of the erasure of a weakening might need
to be localized using %7 pt,, as it could result in a global
formula (since our surface-level proof term might omit the
localization step, letting the elaborator recover it).

Ideally, we would like to show that if some pt, is such that

Eo;To; Ao Fpt, ~ Ey; s Ay Eptig ¢
is derivable, then for any pt, such that pt, 2, pt,
Eo; To; Ao F pty, ~ Eq; T3 Ay Ept g ¢

is derivable, i.e., we recover the elaboration pt and conclusion
¢. Unfortunately, this does not hold, as shown below.

Example 4. Consider the scenario where pt, = pt is already
well typed and is the proof term (pt, < €1(pt,)). Then, if pt,
proves (¢ < o) and pt, proves [gg < 1]o, we have that pt,
proves ¢ = (cz) < €1). Erasing the top-level weakening in pt,
yields pt, = pt,, which is also well typed and elaborates into
itself but with a different conclusion (O < &g). Thus,

1) erasing a top-level weakening may result in a formula
with a smaller (i.e., stronger) error bound;

2) when we erase a weakening, we lose the subproof [gg <
e1]o establishing that the weakening is valid.



[ Design | Setting [ LoC [ A]
YubiKey Asym./Concrete | 485/488 | 1
Birthday Bound | Exact/Concrete 120/141 | 30
Merkle Trees Exact/Concrete 274/359 | 41

A indicates the number of differing LoCs in the proof scripts only,
excluding declarations and comments.

Table I: Overview of our case-studies.

Note that the change of bounds coming from the erasure of
an inner weakening could be recovered by the elaborator, as
it may automatically re-insert a weakening to match a target
bound (c.f. rule RE.WEAK). Nonetheless, the subproof of the
weakening inequality is still lost.

In the scenario of Example 4, the distance between the
elaboration of pt, and its erasure pt, is acceptable, since pt;
will yield a stronger bound, and since the inequality proof
[e0 < €1]o can be recovered later through pt,. Actually, we will
show that this is always the case, and that erasing weakenings
only yield stronger elaborations.

We capture this idea by introducing a relation =, which
will be used to relate the two judgements obtained from the
elaboration of a proof term and its erasure. This relation,
defined in Fig. 12 of the appendices, is such that

Eo;To; Ao F o = Eq; T AL ¢y

holds when the context I's, Ao extends 'y, A; with discharged
inequalities stemming from erasures, and the error bounds in
¢1 are greater than the ones in ¢-. Intuitively, this means that if
all discharged hypotheses in I'5, A, are proved, then ¢ is more
precise than ¢;. Because dealing with quantifiers introduce
difficulties, we restrict our result to proof terms without term
applications and As. We are now ready to state our erasure
theorem, whose proof can be found in Appendix E.

Theorem 1 (Erasability). If pt, is a proof term such that
Eo;Lo; Ao F pty ~ Eq;; Ay - pty if @1 is derivable and
pt, contains no term applications and s, then for any pt
such that pt, 2, pt we have
1) Eo;To; Ao F pt v Eg; T'o; Ao & pty i1 @2 is derivable;
2) Eo;Tos Ao b g2 = Eq; T3 A1 F @1

V. CASE STUDIES

We apply our framework on three case studies, chosen
to serve two purposes. First, they allow us to validate the
usefulness and applicability of our approach. Second, they
allow to evaluate the impact of moving a proof to a concrete
setting from an asymptotic or exact one. In other words, to
evaluate the cost of using our approximated logic to compute
precise error bounds compared to qualitative approaches.

Case-studies: These three case-studies are: the YubiKey
protocol, the Birthday bound, and Merkle trees. In each case,
we apply the following methodology. We first start from an
exact or asymptotic formalization: for YubiKey, we use the
development from [15]; for the Birthday bound and Merkle
trees, we write it ourselves. Then, we adapt these proofs
to a concrete setting, thus obtaining precise error bounds.
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SQUIRREL’s developments are available online [26], and are
summarized in Table I. We discuss them in details in Sec-
tion V-A and Section V-B.

Summary of findings: We observe that extending an
existing proof with concrete error bounds leads to a small
or moderate proof overhead, and adds little complexity. We
identify two main sources of additional work when adapting a
formalization. First, concrete proofs require to reason on the
bounds. In our examples, this is mostly lightweight reasoning
that we discharge using smt (in a single occurrence, for the
birthday bound, we had to write a manual ~ 10 LoC proof
by hand). Second, in our case-studies, we perform proofs by
induction on an element x of an inductive type upon which the
bound depends. When doing an induction at the local level,
the bound cannot depend on x. Thus, when switching to a
concrete setting, we have to use global-level induction, which
requires a moderate amount of additional book-keeping.

A. YubiKey and Birthday Bound

a) YubiKey: The YubiKey protocol (as described in [30])
is a counter-based authentication protocol. In [15], a SQUIR-
REL analysis showed, in the asymptotic model: i) the absence
of replay attacks; ii) monotonicity of the counter; iii) an
injective authentication property.

We adapt this security analysis to a concrete setting. The
first two properties do not rely on cryptographic assumptions,
and thus hold exactly without any change to the proof script.
The last property relies on the INT-CTXT cryptographic as-
sumption, which SQUIRREL supports through a built-in tactic
intctxt. We adapt intctxt to a concrete setting to introduce an
additional error reflecting the adversary’s advantage in break-
ing the assumption. The proof requires minimal adaptation: we
add the INT-CTXT advantage to the lemma, and a single tactic
for bound reasoning. Note that before adapting the proof, we
changed a few lines of the original proof that used deprecated
tactics (that we did not adapt to a concrete setting).

b) Birthday Bound: The birthday bound used in cryptog-
raphy states that the probability for a collision to exist in a list
of n independently sampled value is bounded by % X Peols
where p¢, bounds collision probability between two elements.

To formalize this in SQUIRREL, we consider an array
name n: lval — lval of values sampled independently at ran-
dom using the special construct name. Then, we prove that

NoDuplicates L = [no_collision L <: (|L| = (|L| = 1)) / 2 * peot ],

where L is a list of distinct positions in the array (thanks to
the NoDuplicates L assumption).

We proceed in two steps. First, we prove a variant in which
we replace the name n by a perfect surjective function. In this
variant, the property above holds with error 0. Then, we prove
the birthday bound by adapting the previous proof.

B. Merkle Trees

A Merkle tree [4] is a secure data structure allowing to
represent finite sets with efficient proofs of memberships.



(+ A finite type indexing leaves of the Merkle tree «)
type Ival[finite].
inductive tree =

| Leaf : lval — tree

| Node : tree — tree — tree.

(+ A cryptographic hash function =)
op fhash : message — message.

(= Recursive computation of the hash of a tree «)
let rec hash_tree (t : tree) = fhash (hash_tree0 t)
and hash_tree0 t with
| Leaf m — encode_leaf m
| Node | r — encode_node (hash_tree |, hash_tree r).

inductive side = 0 : side | 1 : side.
inductive proof =
| Emp : proof
| Cons : side — message — proof — proof.

(« If p proves that a tree tsub with hash hsub is a
sub~tree oft, computes hash_tree t. »)
let rec hash_path (hsub : message) (p : proof) : message with
| Emp — hsub
| Consih;_1 psub —
let h; = hash_path hsub psub in
fhash (encode_node (ho, h1)) k.

(= Checks that p proves that tsub (with hash hsub) is a sub—tree
of a treet (with hashh). =)

let verify (hsub : message) (p : proof) (h : message) : bool =
hash_path hsub p = h.

(» Descend in t following the proof p, and retrieve the corresponding sub-tree. =)
let rec lookup ( (p,t) : proof « tree) : tree with

| (Emp, ) — t

| (Cons i _psub, Node to t1) — lookup (psub, t;)

| (Cons Leaf _) — witness. (+ lookup failed, return default value =)

—_

For the sake of conciseness, we omit some details such as termination
annotations for recursive functions, or the definitions of the encoding
functions. The symbol Witness. denotes an arbitrary value of type 7,

and we omit ~ when it is clear from context.

Figure 4: A Merkle hash tree implementation in SQUIRREL.

a) Merkle-trees: We present our SQUIRREL formaliza-
tion in Fig. 4. We consider an abstract type Ival representing
the values stored in a Merkle tree. A Merkle tree, of type
tree, is either a leaf (Leaf d) storing a value d of type lval, or
a binary node (Node I r) where | and r are two Merkle trees. A
Merkle tree t can be efficiently and concisely characterized by
its hash (hash_tree t), which is computed recursively over the
structure of the tree by applying a cryptographic hash function
fhash on each leaf or node of the tree: for a leaf (Leaf d), it
hashes the data d using fhash; for a node (Node I r), it applies
fhash to the pair of the hashes of the subtrees | and r. Finally,
we use non-ambiguous encoding functions.

b) Membership proofs: In a membership proof, a prover
must prove to a verifier that a tree ty,, iS a subtree of another
tree t. This proof only relies on the hashes of ts,, and t, and a
proof of linear size in the length of the path from the root of t
to tsup. The verifier does not need to know the trees ty., and t,
which allows for efficient proofs of membership. Fig. 5 also
formalizes membership proofs. A proof of type proof is either
an empty proof Emp if t,,, = t; or an element Consih;_; p;
if t=Node to t1, where the sub-proof p; shows that ty, is a
subtree of t;, and h;_; is the hash of the other subtree t;_;.

The hash of a tree can be recomputed from the hash of a
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subtree and a valid membership proof for that subtree using
the function hash_path in Fig. 4. Then, (verify hsub p h) checks
that p proves that ty,, (of hash hsub) is a subtree of t (of hash
h), by checking that the computation of the hash of t using
the membership proof p gives the expected hash h.

c) Security property: Our main security lemma

¥ (p : proof) (t : tree) (tyy : tree),

verify (hash_tree t,,,) p (hash_tree t) = lookup (p,t) = tsup-
states that if a proof p proves that t, is a subtree of t, then
following the path p in t indeed gives the expected subtree tsp.
This property is unachievable under realistic assumptions, as
it does not allow for any possibility of failure. Still, we present
a first proof assuming a perfect injective hash, which provides
useful intuitions. Later, we replace this assumption by a more
realistic one, only assuming that the hash is computationally
collision-resistant, which will require to weaken the security
property by allowing for some error probability.

d) Security proof (perfect hash): We present in the left
part of Fig. 5 the SQUIRREL lemma and proof, assuming an
idealized hash satisfying

¥V (x : message) (y : message), fhash x =fhashy = x =y.
The proof is by induction over the length n of the membership
proof p, generalized over p and t (6). Induction over the
nat inductive type includes a case analysis leading to two
subcases, for n=Z (7) and n=Sny (8). When n=Z (7), we
have p=Emp, and the hypothesis on verify tells us that
hash_tree t = hash_tree t,,,. We conclude by using an auxiliary
lemma (whose proof we omit):

lemma hash_tree_injective (t : tree) (' : tree) :

hash_tree t = hash_tree t' =t = 1"
and the fact that lookup(Emp,t) = t. When n=S n, (8), we prove
by case-analysis that p = Cons i hi_; p; (9). Then, we introduce
the length and verification assumptions, respectively named L
and H, in the context (10). After some simplifications, omitted
here, and if we let h; = hash_path (hash_tree t.) p;, we get

H: hash_tree t = fhash (encode_node hg h;)

By using the injectivity of fhash in hypothesis H (11), we can
strip-off the top-most hash and get
hash_tree0 t = encode_node hg hy

By case-analysis over t (13), and since our encodings are non-
ambiguous, we can easily show that t cannot be a leaf (14).
At this point of the proof, the only remaining case to handle
is t = Node to t1 (15). After some simplifications and using the
injectivity of the node encoding in H, we get
H: (hash_tree t;, hash_tree t; ;) = (ho,h1)

Coming back to the definition of h;, this notably entails that
()
Further, we know that lookup descends in the branch t; of
t, and we must prove that lookup (pi, ti) = .. By applying
the induction hypothesis (16), it only remains to show that
p:; proves that ty, is a subtree of t,. We easily conclude (17)
using H, as this is exactly the property in Eq. (f) above.

e) Collision-resistance: We now present a proof of secu-
rity under the more realistic assumption that fhash is collision-

hash_tree t; = hash_path (hash_tree t,,,) p:



1 lemma verify_correct (n : nat) (p : proof) (t : tree) (to : tree) :
2 lengthp=n=-

3 verify (hash_tree ty,,) p (hash_tree t) =
4 lookup (p,t) = teub-

5 Proof.

6 generalize p t; induction n.

7 + ...; by apply hash_tree_injective.

8 +introng IHpt.
9 casep;..

intro L H; ...
apply fhash_injective in H.

(+ind. + case analysis onn =)
(+casen=12Z «)
(casen=Sng %)
(»sincen=S8ng, we havep =Consihi_; p;

(+ use injectivity of fhash «)

case t.

13 (+ case analysis ont =)
14 - (»caset = Leaf _, impossible (non-ambiguous encoding) =)
15 - .. (+caset=Node tg t1
16 apply IH. (+ apply induction hypothesis )
17 (= we conclude easily using H »)
18 Qed

The left proof assumes a perfect injective hash, while the right
proof relies on a collision-resistance assumption.

global lemma verify_correct
(n : nat[const]) (p : proof[adv]) (t : tree[adv]) (t. : tree[const, adv]) :
[lengthp=n=-
verify (hash_tree ty,,) p (hash_tree t) =
lookup (p,t) = tsub
<: tre€error tsub + Patherror N .
Proof.
generalize p t. induction ~concrete ~general n.
9 intronlHpt.
have [C | [n0 C] | := case_const_natn; ...
+ ...; by apply hash_tree_injective.
+ case ~tags p <: z, error; ...
introL H; ...

0N W —

(+ pay error |tsup| * €col )
(= move error top = Cons ... #)

14 apply localize(fhash_cr _ _) in H. (= pay collision error of €| *)
15

16 case ~tagst <: z, error — ec; ... (+move errortot = Node(_,_) %
17 — .. ( exact reasoning, no error l0ss *)
18 — .

19 apply IH no; ... (+pay error |t;| * €col *)
20 (» additional basic bound reasoning =)
21 Qed.

We use the shorthand €rror = treeeor tsub + Patherror N.

Figure 5: Proofs of security for the Merkle tree data-structure in SQUIRREL.

resistant [31] (CR), which states that it is computationally
infeasible to produce collisions for fhash. To model it, we
assume from now on that fhash is a keyed hash function, where
the key (of type hkey) is randomly sampled:

name k : hkey. op fhash : message — hkey — message.

We assume that it is computationally impossible to produce
two values x and y such that x#y and (fhash x = fhashy),
except with some small probability of error. We let e, be
an abstract real value representing this probability. CR is
a computational property that only applies to values x and
y that can be computed in polynomial-time (in SQUIRREL,
a quantification over a variable x can be restricted to be
polynomial-time using the adv tag). Furthermore, CR allows x
and y to depend on the key k, which is thus given as argument
to x and y. Thus, we model CR using the axiom

axiom fhash_cr (x, y : hkey — message(adv]) :
fhash (x k) k = fhash (y k) k = xk =y k <: ey

f) Approximated security property: We must now ac-
count for a probability of error. We will apply the collision-
resistance assumption once per node in the membership
proof p, plus once for each node in the subtree tgp.
Thus, we will have an error of treeeror tsub + Pathenor N, Where
tre€enor t = (size t) * €, and patheror N=N* e, (We omit the
conversions between int, nat, and real). In the lemma given on
the right part of Fig. 5, we require that the membership proof
for Merkle trees can be produced in polynomial-time through
the adv tag. We require that n is a constant value through the
const tag, as we use the global case-disjunction tactic in the
proof. We make the same assumption on t,,;,, which we need
for a similar reason in the proof of the approximated version
of hash_tree_injective (whose proof we omit):

global lemma hash_tree_injective (t : tree[adv]) (t' : tree[adv,const]):
[hash_tree t = hash_tree t' = t =t' <: treeerror t']-

g) Security proof (collision-resistance): The approxi-
mated proof on the right of Fig. 5 closely follows exact proof,
though there are several differences. First, we use a different

induction rule to avoid unnecessarily paying for errors, as the
standard rule on inductive data-type would eagerly localize
the induction hypothesis. Second, because of this, global
case analysis is not built in the induction rule. Instead, we
manually perform a global case analysis (10), which requires
no advantage reasoning. Local case analyses must describe
how the error mass is moved around (12, 16). Here, we always
move all the mass to a single case, as the other case is shown
to be impossible with probability 1. Note that we use a special,
more precise, version of the case tactic, which keeps track of
the tags such as adv. Finally, we carefully track the error. We
pay (treeeror tsu) When we apply the hash_tree_injective lemma
(11), which is done only once when n =Z. Then, we pay €
to use collision resistance (14) in main step of the induction.
This step is repeated n times, leading to an accumulated error
of n « e, which is exactly patheror N.

h) Discussion: Because CR is a computational assump-
tion, we must establish that we apply it on polynomial-time
computable terms, which SQUIRREL tries to check using the
adv tag. We use user-defined recursive functions to define our
operations on Merkle trees. Unfortunately, SQUIRREL relies
on a basic fully automated complexity checker which does
not support recursion. Thus, we tell SQUIRREL to admit that
these functions are polynomial-time. It would be interesting
to see whether this limitation of the tool could be solved, e.g.,
using techniques from implicit complexity [32].

VI. RELATED WORK

a) CAC: We quickly compare our work with the main
CAC tools. CryptoVerif [33] is a highly automated tool based
on bespoke games transformations. While it can automatically
infer advantage bounds without any annotations from the user,
it does not support generic mathematical reasoning nor induc-
tive reasoning, which puts the analysis of stateful protocols
and inductive data-structures out-of-reach of this tool.

SSPROVE [34] and EASYCRYPT [35] are two tactic-based
tools for CAC, the former as a ROCQ framework, and the
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latter as a standalone tool. While both support reasoning
on bounds for imperative programs, e.g., via a union-bound
Hoare logic [27], they do not support approximated reasoning
for higher-order formulas as we do. Further, they have no
dedicated supports for bounds in their proof term elaborators.

b) Elaboration: Elaborators are crucial to improve the
usability of proof assistants, and have mostly been studied in
the context of the calculus of inductive constructions, e.g.,
see [21], [36]. However, they focus on coercion, which we
do not consider here. Our elaborator architecture takes inspi-
ration from bidirectional typing [29]. Roughly, inference and
checking in bi-directional typing correspond to, respectively,
elaboration and re-elaboration. Finally, directed elaboration is
inspired from [37]. We are not aware of any usability result
comparable to our erasability theorem for other elaborators.

c) Multi-level contexts: Two-level contexts in SQUIRREL
have been introduced in [15], though that work only considers
the asymptotic logic, and does not allow for error bounds. The
idea of having multi-level contexts has been explored in other
logics. Notably, Iris Proof Mode [38], [39] (IPM) brings multi-
level supports for separation logic in Iris [40]. Also, in [38],
the IPM-managed separation logic context is separated from
the ROCQ managed standard context. We are not aware of
any work building a tactic language for a graded multi-level
context as we do (for us, the grading is the error bound).

d) Others: In [41], the authors introduce Eris, a program
logic that enables reasoning about error probability bounds for
probabilistic program by handling errors as a separation logic
resource. Here, we have a logic closer to standard higher logic,
using a graded modality for errors. Our focus is on usability,
by designing (such as a proof-term elaborator) built on top of
that logic, which is not present in [41].

VII. CONCLUSION

We designed an extension of SQUIRREL supporting con-
crete mechanized proofs of reachability properties while only
requiring a limited amount of user bound annotations. We
designed a proof term language and elaborator which can infer
bound annotations and weakenings, and proved its usefulness
through a theoretical erasure result. We applied our extension
to case studies, providing evidence that reachability proofs can
tractably be adapted to a concrete setting.

As future work, we would like our extension to support con-
crete indistinguishability proofs. While the theoretical founda-
tions for this have already been laid out [1], it is not clear how
to do so without drowning users with the tedious complexity
reasonings that are pervasive in such proofs. Another research
direction would be to study the interaction between locality
inference and coercion.
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APPENDIX A
PROOF TERMS SYNTAX AND TYPING RULES

a) Logical proof system: We will justify the soundness
of our proof term typing rules using the logical rules of [1],
with one exception. The authors of [1] provided the following
right rule for local quantification:

L:.R-V )
E,(z:7);T;AF. 0
E;D;A . Y(z:7).¢

14

pt == id
| R |
| Btept | BEopt
| Pt | Pt
| Maz:7r).pt | Az:7). pt
| M(id: ). pt | T(id: ). pt
| (pt < &(pt))

Figure 6: Syntax of annotated proof-terms.

Note that since we assume that both judgements are well-
formed, we must have that x is not free in . In this work,
we use a more general rule that does not suffer from this
limitation:

L™ R-Y
E,(z:7);T;AF. 0
E; A, V(z:7).é

7 1s finite

where €, = max,(e). Here, © may appear freely in . As
discussed in Remark 1, we must also restrict this rule to finite
types to ensure that bounds are always well-defined values of
type real. We start by proving the correction of this rule before
moving to our proof term syntax and typing rules.

Proposition 1. The rule LT .R-Y is sound.

Proof. From the premise, we know that for any model M : E,
we have that

M = V(z : 7). (AD) = [(AA) = ¢,

By weakening and using the fact that [¢ < max,(g)]o, we
know that

M V(z : 7). (AL) = [(AL) = dlmaxa(e)

Observe that x does not appear freely in I (otherwise, the
conclusion of the rule would not be well-formed). Thus, we
can push the global quantification downwards:

M ): (/N\F) = g(x : T)' [(/\A) = (Mmaxa@(s)

We know that = does not appear freely in max,(e). Thus,
using [1, Proposition 2], we have that

Again, we know that x does not appear freely in A since the
conclusion of the rule is well-formed. Thus, we have
M E (AT) = [(AA) = V(2 : 7). Olmaxa (o) )

Which concludes this proof. O
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Axioms rules
Ty.L.AX
(pt, ) € A
E;T;A Fpt: (O < 0)

Implications rules

Ty.L.. . .
E;T5A Fpt: (g0 = ¢ <er)

E;T; A Fpt': (do < e2)

Ty.G.AX
(pt, ) € I
E;T" - pt: o

Ty.I.2 - - ~
E;T'Fpt:go=¢ IE;F}—pt/:gbU

E;T;AFptept':(¢<er +e2)

TY.N . .
E;T; A, (id: @) Fpt: (¢o <e)

E;D; A F1(id : ¢). pt: (¢ = do <¢)

Universal quantification rules

TY.T.. . .
E; ;A Fpt: (V(z:7).¢ <g) EFt:7

E;T'; A Fpt Lt:(q“b[x»—>t]<6)

TY.A )
E,(x:7);T5AFpt: (¢ <e)
7 is finite

Egrkptapt/:gg

Tv.M i i
E;T",(id: ¢) F pt: g0
E;T F M(id : ¢). pt: ¢ = o

TY.T.. ~
E;I'Fpt:V(z:7).0 EFt:7

E;T Fptet: ozt

E; ;A FA(z: 7). pt: (V(z

Localisation and weakening rules

7). < maxg ()

TY.ByLoc . TY.BYGLOB
E;T" F pt: [¢]e E; ;0 pt: (¢ <e)
E;T;A F%pt: (¢ <e) E;T F [pt] : [¢]e

Figure 7: Proof

b) Proof terms and typing rules: We recall the syntax of
annotated proof terms in Fig. 6. A proof term context E; I'; A
is well formed when all free variables of I' and A are bound
by E. A proof term pt is well formed w.r.t. a well-formed
context E; I'; A when all free variables of pt are bound by E,
and all hypothesis identifiers in pt are bound by I'; A. From
now on, we only consider well-formed proof term contexts
and proof terms.

We present the proof term typing rules in Fig. 7. These rules
are immediate translation of the logical rules of [1] (except
that we replace L..R-V by LI".R-V). E.g., the rule BYLoC,
which we recall in Fig. 1, corresponds to Ty.BYLocC. Thus,
the proposition immediately follows from the soundness of the
proof-system of [1] and Proposition 1.

Proposition 2. We have the following soundness results:
o IfE;T; A Fpt: (¢ <e) is derivable then E;T; Al ¢ is
valid. B B
o If E;T" F pt: ¢ is derivable then E;T' F ¢ is valid.

We use =, to denote equality modulo o between global
formulas and terms.

Proposition 3 (Uniqueness of the derivated type).
o if B;T;AFpt: () <e)and B;T; A Fpt: (dg <€) are
both derivable, then b =o do and e =4 €'.
o if E;T'Fpt: ¢ and E;T" F pt: ¢g then ¢ =, ¢po.

Ty.\ ~
E,(z:7);TFpt:o
E;T F A(x:7). pt:V(z:7).¢
TY.WEAK

E;T;AFpt:(p<e’)  ETrkpt':[g <elo
E;T;AF (pt < e(pt))): (¢ <e)

term typing rules.

Proof. This directly follows from the fact that there is only
one rule for each possible top-level constructor of an annotated
proof term. O

Hypotheses footprint: A footprint I is a list of identifiers
idy,...,id,, and is used to record the hypotheses used by a
proof term. If I is a footprint and A a local proof context, we
let filter(A ; I) be the restriction of A to hypotheses id : ¢
such that id € I. We similarly define filter(I" ; I) for any
global proof context I'.

Then, we introduce proof term typing judgements with
memory footprints:

E;T;Abrpt:(0<e)  E;T;AFrpt:o

and we say that:
o EsT5A Fppt: (¢ <e) is valid if E;T;filter(A 5 1) -
pt: (¢ <e) is derivable. .
o E;I'; A Fp pt: ¢ is valid if E;T" - pt : ¢ is derivable
and we have filter(A ; I) = 0.

APPENDIX B
PROOF TERM ELABORATOR

Recall that a proof context A is a triple (E;I'; A) compris-
ing a typing environment [E, a global context I', and a local
context A. Let A = (E;T"; A) be a proof context and (z : 7)
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be a variable declaration. Then A, (x : 7) is the proof-context
A in which the environment E is extended with (z : 7), i.e.,

def

A (z:7) ((E,(x:r));F;A)

We define similarly A, (id : ¢) and A, (id : ¢), by extending,
respectively, I and A.

A. Rules

We present the basic, logic,-specific and constructor elabo-
ration rules in Fig. 8, and the applications rules in Fig. 9. The
directed elaboration and re-elaboration rules are in Fig. 10.

a) Patterns and matching: A pattern P w.r.t. and envi-
ronment E is a formula ¢ well-typed in E with a number of
distinguished variables {_1, ..., _,} called holes, such that no
hole occur more than once in P. We usually do not number
hole variables and, e.g., write _A _instead of _; A_s. We require
that patterns only use holes to denote missing global or local
sub-formulas, or missing bounds: we do not allow holes in
all generality in terms. For example, _ A _, _A _, and []_ are
allowed, but []_4_ is not.

?
We say that ¢ matches P, which we write Eg - ¢ < P,
if there exists a substitution o whose domain is exactly the
holes of P such that Po =, ¢.

B. Soundness of Elaboration

Definition 1 (Elaboration). The elaboration
Ag = pt~ Ay Fptip o
is valid if it returns a well-typed proof term typing judgement
Aq Fropt: ¢.

In that case, we have that pt is an elaboration of pt.

Definition 2 (Directed elaboration). The directed elaboration
AO}—(pt < P)WAl }—a:[(ﬁ
is valid if

1) Aq by pt: ¢ is well-typed;
2) ¢ matches P.

Definition 3 (Re-elaboration). The re-elaboration
Ao FHO Iy Qﬁoﬂpm AN Fal 8 ¢1
is valid if
1) The well-typedness of Ag Fy, pt, : ¢o implies that of

Ay b opty s érs
2) ¢; matches P.
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a) Context generalization: We present some technical
results that will be useful for proving the soundness of our
system.

First, if Ag = Eo;T'g; Ap and A = E.;T'; Ay are two
proof contexts, we let

Ag, Ay =Eo,Eq;T0, 15 Ag, Ay

be the concatenation of both contexts. We define this operation
even if Ay or A; are not well-formed context.

Definition 4 (Order on context).
A context Ag is larger than A, which we write Ay > Ay, if
there exists Af such that A =, Ag, Aj,.

Intuitively, Ag is larger than A, if the latter contains more
hypotheses than the former — there more hypotheses they
are, the more restrictive a context is, i.e., it makes more
assumptions.

Lemma 1 (Elaboration judgements specializations).
o Ag > Ay if any of the following judgements is derivable:

AgFpt~ Ay Fptipo
Aol_(pt N P)WAll_ﬁ](b
Ao Fptyir go<< P = Ay k- pty g 1

o If Ag > A1 and pt is well-formed in A, then it is also
well-formed in A;.

Lemma 2 (Effect of elaborations on the proof context).
If Aoy > Ay and pt is well-formed in Ag, then
« Re-elaboration:

Aokptild)oﬂpmAQFﬁ:[gb
lﬁ(‘ All_ptlj(ﬁoﬂpmAgl_ﬁqub.

« Elaboration:

AgFpt~ Ay ptir ¢
iff Arkpt~ Azbpt:ro.

o Directed elaboration:

Aot (pt <« P)~ Asbkpt: o
lffAl}_(pt QP)WAg}_EZI(ﬁ.

Moreover, in all cases above, let A such that A1 =, Ag, A,
then Az = Ao, A. In particular, Ay > As.

b) Soundness: We are now ready to show the soundness
of our elaborator.

Proposition 4 (Soundness).
The elaboration rules in Fig. 8 and Fig. 9, and the directed
elaboration and re-elaboration rules in Fig. 10, are sound.

Proof. We prove this by induction on the typing derivation.

For elaboration and re-elaboration, each rule is immedi-
ately valid w.r.t. the semantics of the corresponding judge-
ment. Directed elaboration is just elaboration followed by re-
elaboration on the pattern.



Axioms rules.

E.L.AX . E.G.AX i
Ag = Eo;To; Ao (id, 65) € Ao Ap = Eo; Lo; Ao (id7 ?b) €l
Fid ~ Ao F id gy (¢ <0) Aot id~ AgFid g ¢
Localization rules.
E.ByLoc ) E.%? . E.BYGLOB )
Aok (pt < (<))~ A1k ptiyg (¢ <e) Aok (pt <« (<)~ A1 kptir (¢ <e) Ao F (pt < []) ~ A1k ptig [9]e
Aol—[pt}WAl}—[ﬁJ:@[qg]g AOF%1?ptWA1Fﬁ:1(q5<€) AQF%ptWAll—O(Ja:@(G‘;}<€)
Weakening rules.
E.WEAK o
Aok (pty @ [- <o)~ A1k pty i [ <EJo E.WEAK._ )
A1 F (pt; < (c<g))~ Asbkpt, i1 (0 <e) Aok (pt <« (c<))~ A1 Fpt:r (¢ <e)
Ao = (pty < &(pty)) Ao k= (pt < £(1))
v Ao b= (pty < &(pty)) i1 (¢ <€) ~ A, (id : e < o) F (pt < &(id)) :1 (¢ <€)
Implication rules.
E.N . . . EN . .
Ao, (id: @) F (pt < (c<)) ~ Ay, (id: @) Fpt:r (¢1 <e) Ao, (id : ¢o) F pt ~~ Ay, (id : ¢o) - pt g ¢
Ao F T1(id : o). pt Ao F1(id : ¢o). pt
~ A1 ETI(id : ¢o). pt i qiay (Po = @1 <é) ~+ Ay 1(id : o). pt g do = o1

Universal quantification rules

In the rules below, ¥Y(z : 7).S is the set of hypotheses obtained from S by generalizing on x any hypothesis in which x appears freely.
Further, if A = (E;T'; A), then Vz.A = (E;Vz.T';Va. A) (note that we ignore E, as generalizing there would be meaningless). Finally, the
proof term ptg \, is the proof term pt where the generalized hypotheses have been applied 1o x.

E.L.\ E.A
Ao, (z:7) Fpt~ Ay, (x:7) Fptir (¢ <e) Do, (z:7) b (pt 4 (<))~ Ay, (z:7) Fptir (¢ <e)
7 is finite 7 is finite
Ao F Mz : 7). pt Ao F Az 7). pt
¥z 7).A0 Mz 7). ptyg (V(x : 7).¢ < maxy(e)) V(2 7). A Mo 7). pty g (V(x : 7).¢ < maxy(e))
E.G.\ E.A i
Ao,(x:"r)}—ptWAl,(:c:T)l—ﬁ:@g) Ao, (z:7)Fpt~ Ay, (z:7)Fptig ¢
Ao F Az : 7). pt Ao F Az : 7). pt
(). A Az 7). pty 7 o Y(z:7).0 V(). A F Az 7). pty o V(z:7).0

Figure 8: Basic, logic-specific, and constructor elaboration rules.

For example, we give the proof in the case of the rule Since the proof contexts of Eq. (5) and Eq. (4) are identical,
E.I.G... By the induction hypothesis, we have that both those =~ we can apply the typing rule TY.I._, and we have that
sequent are valid: -
~ ~ Ao g pty = pty o
Ag Fpty ~ Ay Fpt,y g g = 0
0" Pl 1T Plo 0 P0=¢ is well-typed. Thus, the conclusion of E.I.G._ is valid. [

Ak (pty 9 o) ~ A2 pty 20 do C. Elaboration Strategy

Therefore, the typing judgements are well-typed: The elaboration proof system we presented is not com-
pletely syntax directed, and there remains choices to be
T made during proof search. For example, assume that pt prove
A g pty : g @ A <~z‘)0 = (51 = (%2, then re-elaboration with the pattern _ = _
can yield any of two non-equivalent proof terms:

Ay by pty: o= ¢ 3)

By Lemma 1, we know that Ay > A; > As. Thus, we
know that we can weaken the proof context in Eq. (3). Thus,
the following typing judgement is also well-typed:

« the original proof term pt proving A + g/;() = g7)1 = 52,
by applying the rule RE.CONVv;

) . e or (pt - H) proving A d)o b ¢1=>0s, by applying the rule

Ay g pty: o=@ %) RE.[].= to discharge ¢, before applying RE.CONV.
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Application rules: ..
E.LL...RIGHT .
Ao F pty ~ A1 F ﬁo i1 (do < 50,) )
Ak (pty < (¢o=-<-)) ~» Ag b pty ipy (Do = & <e1)

A= pt, - pty ~ Ao - ﬁl & HO ‘IoUI; (O < €0 +€1)

E.I.G..
A pt; ~ Aq -

AV (Pto q po) ~

E.IL...LEFT o
Ao - pty ~7 Arbpty i (00 =0 <,51)
A1k (pty < (¢ <-)) » Az b pty i1y (do <€)

Ao + pt, - pty ~ As - ﬁl & HO ‘IoUI; (O < €0 +€1)

Pty 0 Q;j = QT)N
Ao - pto 0 do

Ao Fpty opty ~ Ag Fpty = pty g @

Application rules: . and _.
E.I.L )
Aok (pty 9 (<)) ~ A1k pty iry (G0 <€0)
A1 F (ptl < (OO:>,<,)) ~ Ao Fﬁl I (@0:.>g6<81)

Ao F pt; = pty ~ Ao Fﬁl o HO IoUI ((J < €o +€1)
Application rules with discharges.

EIL..._ ) )
Ag ptWA1 "ﬁll ((5(]:'>C§<€)

AontH,w Ah(id:c}o)Fa; id ‘TUid ((;;><6)

(,:.>,<,)) ~ Ay Fﬁij (([)U:>O<E)
Ao pt = _~~ Al,(id : (,’)[]) Fa = id t1uid (O <6)

Term application rules: ..

E.T.L..
Ert:r

Aok (pt < [l 1) (7 7)e )
~ Ay Eptir (V(x:7).¢ <e)
Ao"ptutWAl '_ﬁLt:I (O[i’—)t]<€)

Term application rules: . and _.

E.T..
E-t:r

Aok (pt @ (V(C:7)m< )~ Ay Fptir (V(z:7).¢ <e)
Ao b ptet~ Arbptet: (dfzmt]<e)

E.I.C

Aol‘(ptl < ,£>:)->A1 '_ﬁl N (f)Q£>O
Alk(pto N OQ)WAQ Fﬁo 0 (z)o
Ao b pty = pty ~ A1k pty < pty i ¢

ELG.... o
Ao"ptWAl "ﬁlwd)()$¢

Ao Fpto_~ Ay, (id: ¢o) Fpt=id:g ¢

E.IZ._
Aok (pt <« =)~ A1 bptigdo=0¢
Aok pte_~ Ay (id:go) Fpt=id: o

E.T.G..
ErRtiT
Aok (pt < [F(e: 1) (s 7)< )
~ A1 FptigV(z:7).0

Aok ptot~~Arbptat:ydz—t]

E.T.C
E-t:r B

Aot (pt @ V(C:7).)) ~ Ay Fptog V(z:7).d
Ao b pt ot~ Ay b ptat:gofzt]

Figure 9: Applications elaboration rules.

To make elaboration effective and implement it, we must fix
a proof search strategy. This strategy must decide which rule to
apply for any given inputs, and for any of the three elaboration
modes — (simple) elaboration, directed elaboration, and re-
elaboration. It turns out that while the rules of (simple)
elaboration are not syntax directed, any application order yield
the same behavior (we will prove this later, in Proposition 6).
Further, the rules of directed elaboration already resolved
all possible sources of non-determinism. We are left with
re-elaboration. Here, there is one possible source of non-
determinism during a re-elaboration of (A F (pt : ¢ < P)) that
we must resolve: at all time, we may apply the RE.CONV rule
to match ¢ with P; or we may apply another rule depending
on the shape of the pattern P.

Our strategy applies the conversion rule eagerly: at each step
during proof search, if the conclusion ¢ matches P, we apply
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RE.CoNV and conclude. This strategy is both simple and
natural, as it stops proof search as soon as possible. From now
one, we always consider elaborations following this strategy.

This strategy does not yet yield a deterministic procedure, as
there are some scenarios where multiple rules can be applied.
Nonetheless, we will show that different rule choices yield
identical outputs: thus, the choice of rule by an implementa-
tion is irrelevant. To characterize the fact that the remaining
apparent non-determinism leaves the output unchanged, we
show that any two derivations starting from the same input
yield identical outputs.

Because of binders, this only holds up-to a-renaming of the
variables and hypothesis identifiers in the output judgements.
More precisely, we lift the notion of « equivalence from
formulas, contexts and proofs terms to judgements as follows:
two judgements Ag Fy, pty : ¢o and Ay 7 pty @ ¢y are



Directed elaboration rules.

DE.RE B DE.HEAD B
éontWAlkptlihfl éOFPtWAIFPtlUljl
AN = ptl I (Z)1<]P > Ag pt2 I (bg A1+ ptl I ¢1 QP v As pt2 s ¢2
Aok(pt <q P)WA2 FHQ 1y P2 Aok(pt N P::L)WAQ FHQ Iy P2
DE.TAIL

Ao'_ptWA1|_a12[1¢1 All_ﬁlzll({blﬁp Ao"(thL)WAQFHQZQQﬁQ
Aok (pt « P L)~ Agkpt,ip, ¢2

Re-elaboration: basic and congruence rules.

RE.CONGR.=

Eok¢<P RE.CONGR.Y B i
Ao, (id: @) Fpty = id i1 P < FPo Ao, (x:7)Fpty = s ¢~0<1P0
RE.CONV , = Ay, (id: @) Fpty i1 ¢ = Ay, (x:7) Epty i s
EOF(ﬁSP Ao}—aoquggﬁgoqpipo Aol‘ﬁo:[g(xZT).qB()QQ(x:T).P
Aok ptirpaP = Aok pt:r ¢ = A1 F(id : $). pt, i1 ¢ = b1 = V(x:7).Ar ANz 7). pty i V(z:7).¢1
Re-elaboration: locality rules.
RE.ByLoc . RE.V.Y B o
Ao F % pty 0 (do <o) a(o1 <e1) Ao, (z:7) = [Topty = @ 9 [¢]le <0
= A1 Fpty i1 (P2 <e2) = Ay, (z:7) Fpt, g ¢1
Ao F pty g [0]eo < (1 < £1) Ao F pty g [V(z: TN)(ME aV(x: i)(b )
= A1 Fpty i (g2 < e2) = V(x:7).A1F Az 7opty g V(x 7).
Re-elaboration: weakening rules. (Recall that € is either a hole _ or a term without hole.)
RE.WEAK RE.[]. WEAK
Ao =Eo;To; Ao Eo F ¢ < ¢o Eote£eo Ag = Eo; 05 Ao Eo - ¢ < do Eo ke £ o
Ao Fﬁ:l (G;<€)<I(C:)o<€0) AOFE:@ [(i)]sq[(})o}go )
= Ao, (id : [e < eolo) F (pt < eo(id)) :1 (¢ <o) = Ao, (id : [e < eoo) F [(%opt < £0(id))] :p [@]eo
Re-elaboration: implication rules. (Automatically introduce a global hypothesis in the proof context when looking for a local formula bo.)
RE.[]= o RE.L.= o
Ao, (Id : ¢0) Fao = id 9 o1 4 [(Do}so AQ, (ld : 650) FHO = id 9 P14 ((Do < 80)
= Ayq Fal i) [ﬁbl}fl = Ay "ﬁl i) ((f)l < 61)
Ao Fpty g b0 = b1 < [Dole, Eo; To; Ao - pty ip o = f]51 < (o < €0)
= Ay Epty g [01]e, = Bi;T1; A b pty g (1 <e1)

Re-elaboration: forall rules. (Automatically open a global universal quantification when looking for a local formula gf)[). )

RE.[-].V RE.L.Y
Ao, (z:7)Fpty =z bo < [@(1}50 Ao, (z:7)Fpty =2 o < (Q“ <o)
= AdFpty o [d1]ey = AP 1 (1<)
Ao F pty g V(z : 7).0 4 [do]eo Ao+ pEy 9 V(@ : 7).00 < (do < £0)
= A1k pE o (1], = Ak ph o (1 <)

Figure 10: Directed elaboration and re-elaboration rules.
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a-equivalent, when there exists a renaming o of the variables
and hypothesis identifiers in Ay such that:

Noo =q Ay P00 = P1.

We are now ready to prove that our strategy yields a deter-
ministic procedure for all our elaboration modes. We first show
that re-elaboration is deterministic, which can be done without
considering the other two modes (Proposition 5). Then, we use
this to show that elaboration is deterministic (Proposition 6).
For our proofs to go through, we must generalize both results,
and prove that a-equivalent inputs elaborates to a-equivalent
outputs.

a) Re-elaboration: We start with the «-stability of re-
elaboration. As a first useful observation, we note that a re-
elaboration (A F (pt : ¢ <« P)) does not depend on the
proof context A nor the proof term pt, in the sense that the
applicability of a re-elaboration rule only depends on ¢ and P.
This remark is limited to the rule’s applicability: for example,
the output of the rule — which contains the possibly modified
proof context and proof term — depends on A and pt.

I()O' = Il ﬁOU = al

Proposition 5 (a-stability of re-elaboration).

If the two typing judgements Ag bFp, pty : ¢o and Ay by,
pty : ¢1 are a-equivalent, the two pattern Py and Py are
a-equivalent, and the following re-elaboration is derivable:

AQ "ﬁo I ¢0<1P0:"»A2 FEQ I ¢2

then
1) Ay Fpty iy, ¢1<9P) = Ag b= pty iy, @3 is also derivable
2) the two outputted typing judgements are a-equivalent.

Proof.

Proof of point 1:

We can check that all rules are «-stable, in the sense that
a rule applies to a typing judgement iff it applies to an a-
equivalent typing judgement, and it yields a-equivalent output
typing judgements.

Therefore, if two typing judgements Ag -y, pt, : ¢o and
Ay Fr, pty : ¢1 are a-equivalent, and if the former can be re-
elaborated, then we can replay its re-elaboration derivation to
the latter judgement. (This is an easy induction on the former
derivation.)

Proof of point 2:

In the previous point, we showed that a re-elaboration can be
replayed on any a-equivalent typing judgement to obtain an «-
equivalent output. Now, we prove that any two re-elaborations
following our strategy and starting from a-equivalent inputs
yield a-equivalent outputs.

We prove this by induction on the maximum of the size of
the re-elaboration derivations of Ag -y, pt, : ¢o and Ay Fp,
pt, : ¢1. First, we are going to show that the same rule must
have applied to both sides. In a second time, we will prove
that when this is the case, the outputs must be a-equivalent.

The same rule must apply: With the exception of RE.CONV,
we first check that there is only one rule that can be applied at
the top-level of both derivations. To show that, we list below,
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for each re-elaboration rule except conversion, the constraints
a rule puts on the shape of the input formula ¢ and the pattern
P. We describe our notation on an example: (-=- < []_) means
that ¢ must be of the form ¢; = ¢, and that P must be of the

form [P;]|p, — the sake of readability, we denote formula’s
holes using -, and use a different notation - for pattern’s holes.
Rule Formula Pattern
RE.CONGR.= = 4 =
RE.CONGR.Y  VY(-).. < V().
RE.BYLOC [-]. a4 (-<)
REVY  [V().-]. a V()
RE.WEAK (<) < (<))
RE.[-]. WEAK [-]. < [
RE.[].= C= a [
RE.L.= S a (L<))
RE.[].Y V). e [
RE.L.v V(). < (L<))

We observe that there is not overlap possible: given a formula
¢ and a pattern P, only a single of the rule above may apply.

The constraints above are stable by a-renaming: thus, if
both derivations do not start with conversion, the same rule
must apply on both sides.

Further, if RE.CONV is applicable to one input, then it
is applicable to the other (because matching is stable by a-
renaming). Because our strategy eagerly applies conversion,
this means that the same rule must apply to both inputs.

Outputs are a-equivalent: It remains to show that the out-
puts must be a-equivalent. If we applied RE.CONV, we have
the a-equivalence form the hypothesis directly. Otherwise, we
get it form the induction hypothesis and using the fact that for
all rules that are different form conversion, if the premises are
a-equivalent, then the conclusion are also a-equivalent. [

b) Elaboration and directed elaboration: We now show
the a-stability of elaboration and directed elaboration. We start
with a technical lemma on the re-elaboration of proof term
that yield local formula. To state this lemma, we generalize
the notion of a-equivalence w.rt. some proof context: we
say that (Ag, objy, . ..,obj0) and (Aj,obj],...,obj!) are a-
equivalent when there exists a renaming o of the variables and
hypothesis identifiers in Ay such that

Ago =4 Ay objf)o =, objé for any ¢
For example, (Ao, €¢, pt,) and (A1, €1, pt,) are a-equivalent if

A()O' =« Al HOO' =« al

€00 =q €1
Lemma 3 (Characterization of local re-elaboration). If
Ay Fﬁo I ((7() <€0)<1P = Ay l—ﬁl i ¢1

then there exists ¢, and €1 such as ¢1 = (01 <e1) and bo is
a-equivalent to ¢q.



Moreover, when P is of the form (o < _), we also have that
Ao Fr, pty : (0o <eo) and Ay Fp, pty @ ¢1 are a-equivalent.

Proof. For the first part, we check that only the rules
RE.CoNV and RE.WEAK apply. The former leaves the con-
clusion unchanged, while the later only changes the bound: in
both cases, we have the wanted result.

For the second part of the lemma, we observe that the
additional constraint that P is of the form (¢ < _) prevents
that the rule RE.WEAK applies. Thus, only RE.CONV may
apply, which trivially yields the wanted result. O

Proposition 6 (a-stability of the elaboration).
If Ao, pty and Aq,pt, are a-equivalent, and the following
elaboration is derivable:

Aol_ptOWAgl_ﬁg 2[0 ¢2

then
1) Ay b pty ~ As b pty i, @3 is also derivable
2) the two underlining typing judgement are a-equivalent.

Proof.

Proof of point 1:

The proof goes as for point 1 of Proposition 5. We observe that
all rules are a-stable (i.e. a rule applies iff it applies to an a-
equivalent proof term, and both applications yield a-equivalent
outputs), and prove by induction over the elaboration deriva-
tion of pt,, that pt; can be elaborated to an a-equivalent output.

Proof of point 2:

It remains to show that any elaboration of pt; yields an a-
equivalent output, which takes more work. We prove this
by induction on maximum of the size of the elaboration
derivations of pt, and pt;.

We proceed by case analysis on the last rule applied in the
elaboration of pt,. We classify all the elaboration rules in three
groups (I, II, and III), according to the kind of argument we
use to prove our result.

I. Unique proof term shape

E.BYLocC E.%? E.BYGLOB E.WEAK
E.WEAK._ E.IM E.M E.\ E.\ E.L.
E.I.C EI._._ EIC._ E.T.. E.T.C

This group contains the rules that uniquely characterize the
shape of the input proof term, meaning that if a rule of this
group applies to some proof term pt, then no other rule may
apply to pt. For example, the rule E.I._._ is the only rule that
applies to a proof term of the form pt - _

Thus, if the last rule applied to pt,, belongs to this group,
the same rule must apply to pt,. Further, as all rules are a-
stable (as mentioned in point 1 of this proof), we know that
pt, and pt; elaborates to a-equivalent outputs.

II. Overlap between two rules

(E.L.AX, E.G.AX)

(E.L.A, E.G.)\)

(ET.L.., ET.G..) (ELL..., ELG...)
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Those pairs of rules may apply to the same input proof term
when considering the shape of the input proof term alone.
For example, the rules E.L.A and E.G.\, may both apply
to a proof term of the shape A(z : 7). pt. Thus, we need an
additional argument to ensure that only one of these rules may
apply to two a-equivalent proof term.

For the pair (E.L.AX, E.G.AX), this is easy, as the
identifier id may appear only once in the proof context, and
a-renaming preserves the kind of id (i.e. whether id appears
inI" or A).

For the remaining rules, we observe that for any pair
(Ro, R1) of rules in the group II (excluding the axioms rules
that we already dealt with), both rules have an elaboration
premise with identical inputs but incompatible outputs, in the
sense that one rule, say R;, has an elaboration premise whose
conclusion is local while the other rule R;_; has an elaboration
premise with identical inputs by a global conclusion. By the
induction hypothesis, since both premises have a-equivalent
inputs, they must have a-equivalent outputs. Since a local and
global formulas are not a-equivalent, we deduce that the same
rule must apply to pt, and pt;.

III. Triple rule overlap
Those three rule can overlap each others:

E.I.L._.RIGHT E.I.L._.LEFT E.I.G..

We will show that the property still hold, for all cases:

o Overlap between E.1.L._.LEFT and E.1.G..: The proof
is identical as in group II.

For the others two cases, we use Lemma 3.

e Overlap between E.1.L._.RIGHT and E.1.G.._:
Cannot happens thanks to the lemma. Indeed, if this was
possible for a proof term pt = pt, . pt.
Then since the rule E.I.L...RIGHT apply, we have a
derivation of Az F pty ~» Ay b pt, 7, (04 < &y).
And with the derivation of E.I.G... (since the rule DE.RE
is the only one that apply for directed elaboration), we
get the derivations

A3 }_pt3 WA5 "ﬁs 115 ¢5

As b pty i1, 5 <900 = Ag b ply i1y D6 6)

Moreover, by the induction hypothesis, we have that
(()4 < g4) is a-equivalent to ¢5: thus ¢5 is local and
cannot be re-elaborated to a global formula (Lemma 3),
contradicting the derivation in Eq. (6).

Thus both rules may not overlap. We conclude by a
reasoning similar to case I.

Overlap between E.I.L...RIGHT and E.L.L...LEFT:
Here, the overlap can really happens and lead to two
different proof trees. However, those proof trees yield
the same formula up to a-renaming. Indeed, assuming
that pt, = pth - pt3 is elaborated using the rule
E.I.L...RIGHT, and pt, = pt! . pt! is elaborated using
the rule E.I.L...LEFT. Then we have that:

1) pt8 and pt? are a-equivalent.

2) pty and pt{ are a-equivalent.



3) Aok ptd ~ Ay b pt, i1, (09 < e3) is derivable.
4) we can derive:

> Ay b (pty < (G2 = - <) iy (92 = ds <e4)

5) Ay F optl ~ Az piy i, (03 = o5 < e3) is deriv-
able.

6) A3 F ptE ~ A5 F (ﬁ{i < (O; < ,)) Is (C); <€5) is
derivable.

Which with similar reasoning to unfold the directed

elaboration that in the previpus case, qnd usjng Lemma 3,

we get that (Ay, pty, pty, (02 <e2), (02 = 01 <e4)) is a-

equivalent to (As, pts, pty, (03 < €5), (93 = @5 < €3)).

This give us the a-equivalence of the wanted typing

judgements. O

D. Predictability

Soundness is not the only property we expect of an elabo-
ration procedure. Notably, we expect that elaboration fills the
gaps in a proof term, and does not produces a new proof term
out of the blue. For example, in the context

HQ : (ﬁo, G: %) :>C)1, H2 : OZ

we do not expect the elaboration of (G Hy) to yield b, even
though this would be sound. We expect elaboration to be
predictable. We capture the notion of predictability by over-
approximating the impact that elaboration can have on the
input proof term.

To that end, define in Fig. 11 a rewriting relation & such
that any elaboration pt, of a proof term pt,, verifies pt, % pt;.
Intuitively, this relation ensures that pt; can be obtained from
pt, through a number of successive operations. The description
of these operations provides a precise characterization of the
modifications that elaboration may make to a proof term.
Roughly, these operations consists in adding missing anno-
tations, adding or removing locality constructs, and inserting
applications and generalization.

We now describe <> in more detail. A first group of
operations add locality annotations, e.g., L replaces A(z :
7). pt with A(z : 7). pt. The rules <5.%? and ~5.% respec-
tively add or remove locality modalities. The rule wt[ Y
inserts a proof term application below a [ - | modality by
exploiting the [V. - |/¥.[ -] commutations. Then, we have
rules weakening the bound of, respectively, a local formula
(<5.WEAK) and a global [ - ]. formula (<5.[-].WEAK). We
have rules inserting proof term applications (wt.I.Z.H) or term
applications (wt.I.:.T and ~~.1...T), and rules inserting term
(5@.1.5\) or proof term generalizations (vt.l.fl). The rules
& WEAK.NAME._ and <5.APP.NAME._ replace a proof term
hole by an internal identifier. Finally, we have the identity rule
% .Ip.

Remark 2. If we see the proof terms as their syntax tree
(where the annotation - and ~ are symbols of order 1), then if
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we have pt, e pty, then pt, is a minor of pty in the sense of
graph theory — H is a minor of G if it can be obtained from G
by deleting or contracting edges, and by deleting vertices. This
interpretation matches the intuition that elaboration should fill
the gap in the user-provided proof term.

We prove that our procedure ensures that the elaboration

pt, of a proof term pt, is such that pt, he pt,. We first show
that this holds for re-elaboration (Proposition 7) in isolation,
which we then use to show that elaboration is predictable
(Proposition 8).

Proposition 7 (Predictability of re-elaboration).
If there exists a derivation of

Ao FEO Iy ¢0<1P” Al Fﬁl L ¢1
then pt, vtﬁl.

Proof. The proof is by induction on the size of the deriva-
tion of

Ao Fpty iry o9 P => Ay pty ip, @1
We do a case-disjunction on the last re-elaboration rule

applied. There are two cases.

e Case I: If this rule does not have a re-elaboration
premise, we prove directly that pt, % pt; with one of
the rule in Fig. 11.

o Case 2: If this rule has one re-elaboration premise

Ag Fpty ip, po <« P = As b pts :p, @3,
we prove the wanted result it in multiple steps using the
fact that the < relation is transitive:
- pt, 5 pt, through one of the rule in Fig. 11;
- pty % pt; by the induction hypothesis;
- pty 5 pt; through one of the rule in Fig. 11.

We give below, for each re-elaboration rule of Fig. 10, the rule
(case 1) or rules (case 2) of £ we use to conclude the proof:

« RE.CONV: 5.ID

« RE.CONGR.=: <5.1.2.H and ~5.L1

« RE.CONGR.V: %.1.2.T and ~5.1.\

« RE.BYLoC: 5.%

¢ REV.Y: 5.[-].V and 51X

« RE.WEAK: 5. WEAK

e RE.[].WEAK: %.[-].WEAK

e RE.[].=: ~ .1

¢ RE.[].V: &ILT
¢« REL.YV: H12T O

Proposition 8 (Predictability of elaboration).
If there exists a derivation of

Eo; Los Ao = pty ~ Eq; 5 Ay Fpty i

then pt, % pt;.



Insert locality annotations.

Az 7). ptj»;\(x 7). pt vt)\)\(:c 7) ptj»/.\(:ﬂ 7). pt ::ptupt/j»pt;pt/
L.iptopt St pt! Lipteadpten LElipteadpten

Insert/remove locality modalities.
5.%7 : %7 pt S pt

Insert a proof-term application below a |- | modality

S )Vipt S [%pt - 2]

Bound weakening.
£ WEAK : pt & (pt < e(H))
Insert applications.
LI1ZH: pt 5 pt = id

Insert generalizations.

—
S
P

7). pt
Name proof term holes.

L WEAK.NAME._ : (pt < &(_))
Other.

L1oT: pt e pt =

5 (pt < e(H))

+
>

- ].WEAK : pt 5 [(% pt < (H))]

o N o pt e pt -z

& APP.NAME._ : pt e - % pte H

LIp: pt % pt

Figure 11: Rules for the over-approximation relation used to show that elaboration is predictable.

Proof. The proof is by induction on the size of the derivation,
and is similar to the proof of Proposition 7, with some
additional complexity.

First, many rules have a directed elaboration premise. This
is easily to deal with with since directed elaboration is
elaboration followed by re-elaboration: we use the induction
hypothesis for the former and Proposition 7 for the latter. If
directed elaboration targets a list of patterns instead of a single
pattern, we apply the induction hypothesis on the selected
pattern.

Second, some rules have more that one elaboration
premises. When that happens, distinct premises are on in-
dependent part of the original proof term. Thus, we use the
induction hypothesis for each part separately, and then use the
fact that <5 is a rewriting relation, and is thus compositional.

Third, some rule change the head constructor of the proof
term to add locality information. We deal with those rules
using using the rules inserting locating annotations (e.g., 53.5\),
inserting or removing locality modalities, etc.

Finally, the biggest difficulty comes form the universal
quantification rules (E.L.\, E. A, E.G.)\, and E.)\) where the
proof term is modified to account the generalization that
happens in the context. This require to use the rules ) O T,
and ~5.1.2.T to insert the necessary term applications to fill
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the gap between pt and pt, g
rules of Fig. 8).

For each rule elaboration rules (Fig. 8, Fig. 9), we give the
& rule from Fig. 11 we use (excluding cases that only need
the induction hypothesis):

« EL.AX : 5.ID
E.G.AX : “.ID
E.%? : 5.%?

E.WEAK._ : W .WEAK.NAME._
E.L.\: W)\ L1Tand H10T
E.\: EroTand 10T

E.G.\: .\, . L2T and 12T
E)\: &5 12Tand S.1.0T
E.LL...RIGHT : 5.0
E.LL...LEFT : ..

(c.f. the universal quantification

e ELG..: 5.0

e EILL... : .7 and 55 .APP.NAME._

. E.I.G.g., . 5.2 and 5. APP.NAME.._

« E.I.L L APP.NAME

e E.-._: 5. APP.NAME._

e« ET.L..: 5.0

e ET.G..: 5.2 O



E. Completeness of the Elaboration Procedure
Elaboration should fill the gaps left by the user in a proof

term. If a proof term has no gaps, then it should be left as-is,
where a proof term without gaps is a well-typed proof term.

Proposition 9 (Relative completeness of elaboration for an-
notated proof term).
Let pt be an annotated proof term such that

E:T;AFpt:o
is derivable. Then, there exists I such that we can derive
E;T;AFpt~E;T;AFpt:o.

Proof notes. We exploit the one-to-one correspondence be-
tween the typing and elaboration rules. O

Therefore, we have a form of completeness, similar to the
one found in [37]: if there exists a proof term that prove a
formula (this is purely declarative since our typing system is
not an algorithmic one), then there exists a proof term that
elaborate to that formula — Proposition 9 actually ensures that
this is the same proof term.

Corollary 1 (Completeness for annotated proof terms).
The proof system for the elaboration of annotated proof term
is complete, i.e., if pt is a proof term such that either

E;T;AFpt: o E:T Fpt: ¢

or
is derivable then there exists pt, and I such that we can derive
E;T5 (A) Fpty ~ E; T (A) Fpt iy .

Proof. This is a direct corollary of Proposition 9. O

APPENDIX C
PRELIMINARIES FOR THE ERASABILITY THEOREM
A. Erasure
Property 1 (Basic properties).
o The relation 25 is terminating.
e The relation =5 is confluent.

Proof. Termination is immediate as each erasure reduce the
number of weakening by one. As there are no critical pair, the
system is locally confluent, and thus confluent by Newman’s
lemma. O

B. Syntactic Implication Properties

We define syntactic implication relation in Fig. 12.
1) Technical lemmas: We observe that the typing environ-
ment on both sides of = is identical.

Lemma 4 (Typing environments and =).
If Ag b g = A1 F ¢ then Ag and A1 have the same typing

environment:

Ay :E;ro;/\o Ay =E§F1§A1

Proof. By induction over the derivation of => and case analysis
over the last rule applied (recall that rules are in Fig. 12),
looking at rules that change the typing environments. [
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Proposition 10 (= is locality-preserving). if
Ag F ¢9g = A1 F ¢1 and ¢ is local (resp. global)
then ¢ is local (resp. global).

Moreover,

° l.f¢1 = (C) < 51), then ¢0 = ((j <€0)
o if b0 = (¢ <e0), then 1 = (¢ <&1)
o if o1 = [0]e,, then do = [0]s,

b lf¢0 = [@]50, then ¢1 = [(‘6]51

Proposition 11 (SI.WEAK is left-compatible with =). if we
have that

Ao b (do <o) 2 A1 F (d1 <e1)

?
with E1 F ey £ &1 then
Ao, (ld : [80 < 61]0) - ((')() < 81) = A F (Ql < 61)

2) Simulation:

Proposition 12 (Simulation of re-elaboration w.r.t. equiva-
lence).
If we have that

Eo; T'a; Ao = pty, = Eo; I'o; Ao F pt,
and that
Eo;To; Ao Fpty i1y o< P = Eq; Ty Ay = pty i ¢

are derivable and that P is without ¥/ or ¥/ and well-defined
in Eo then

o Eo;os Ag Fpty iy, 92 <P = E3; '35 As b pty iy, @3 is
also derivable
o E3;I'35 A3 Fpty = Eq; 5 Ay - pty.

Proof. See Appendix D.

3) Pattern generalization:

Definition 5 (Order on pattern). Given two pattern Fy, P,
we say that Py is greater (written down >p) than P
in context E, when there exists o Varsyeta(Fo) —
Terms(Vars(E), Varsyeta(P1)) such that Pyo = P.

Lemma 5 (Directed elaboration and order on pattern).
If P, > P, and we can derive

Eo;To; Ao (pt @ Py) ~ Eq; T3 A Fpty ir ¢
then we can derive
Eo; To; Ao (pt < P) ~» Eo; To; Ao b pty i1 o

Cll’ld EQ;FQ;AQ }_ ¢1 3 El;Fl;Al l_ ¢2.



Syntactic Implication rules.
SI.REFL
Ag = EF’FS(J%A
- A =E; I, I'< ;A SI.TRANS
WEAK I'co,T<1 = ([ei < eflo)i Aobdo= A1k A1k g = Ak o

Al (6 <e)= A, (id: [e <eolo) F (¢ <eo) AoFop=>A1Fo Ao F o= Aa k- o

SI.CONTEXT SL.C
AO - ¢0 = AI - ¢1 .CONTRACT

Ao,A}—QSoSAhA}—QSl A,(id:[&ogaﬂo)k(ﬁ A7(idt[50+51§<€2+83]0)k¢
= A, (ido : [co < €fo), (id1 : [e <erfo) F @ = A, (ido : [e0 < e2]0), (idy = [e1 < e3fo) F ¢

SI.CONTRACT.+

SI.LBYLoc ) SI.LBYGLOB ) SI.DESTR.=._ ] )
Dok (¢ <e0)= A1k (¢ <e1) Ao b [¢leg = AL F [@]e Aok (po = 1 <e0) 2 A1 F (o = ¢1 <e€1)

Ao [Bleg = A1 F [9)e, Aok (§ <e0) = A1k (§ <e1) Ao, (id : o) = (d1 <e0) = A, (id : o) - (1 <e1)

SI.DESTR.=
SI.DESTR.=> . Ao =Eo; 'o; Ao Ay =E;; 'y Ay
SI.DESTR.=._ o Aok (do <e0) = A1k (do <e1) Eo;T'ob-¢2 Ey; It ¢o
Ao =do= A1k o= Aot (do = d1 <e2) = A1 F (o = @1 <e3) Aot ¢2=do= A1k go=

Ao, (id: @) F do = Ay, (id: @) - é Aok (1 <c04e2) = AL F (¢p1 <1 +e3) Aok o= A1 F ¢

SLINTRO.=> o SLINTRO.S o
Ao, (id : ) F (do < e0) = A, (id: &) F (do < 1) Ao, (id: @) - do = A, (id: ¢) - d1
Ao F (b= do<e0) = A1k (¢ = ¢o <e1) Ao d=go= A F o=y

SI.CONGR.WEAK
Ag = Eo; o5 Ao Ay =E;; T Ay SI.CONGR.WEAK]1
Eo;To - [g0 < €lo Ei;Tik[er < €lo A =E1; T A Ei;T1 b [e0 < €lo SI.CONGR.WEAK._

Aol—(é<€0)$A1|—(q5<61) AOF(QB<50)3A1|—(Q5<€0) Ao"(ﬁb[)<€o)3A1|‘(¢)1<€1)
Aok (p<e)= A1k (¢ <o) Aok (<o) = A1 F (b <e) Ao, (id : [g0 < €lo) F (¢ <é)
EAl,(id:[el SE}())F(G:)<E)

Figure 12: Rules for the syntactic implication relations.

C. Footprint We conclude by observing that in a proof term typing

Proposition 13 (Footprint preservation). derivation

Let LID(pt) be the set of free local identifiers in the proof-
term pt. Then, all elaboration sub-procedures preserve LID,

E;T5AbFrpt: o,

the footprint I must contain at-least all free local identifiers

ie, I = L.ID(pt) = LID(pt) if pt and pt are such that one of of L. 0
the following holds:
Eo;To; Ag Fpt ~ Ey; Ty Ay b ptig ¢ Lemm: 6 (Footprint and erasure).
o If pt — pt, and we can derive one of the following:
EoiToifo = (pt < P) > BaiTus Ay Fpter ¢ o EoiTos Ao b pt~ By Ty Ay b pE iy 6

° Eo;FQ;AOF(pt < P)WEl;rl;Al Falj(ﬁ

Eq:To; Ag F pt: P = Eq:T:A{ Fpt, : -2
0 Lo Ao F ptir g0 < 1305 A F P o e Eg;Tos Ao Fptiy o< P = Ei; ;AL Fpti ¢y

Proof. This immediately follows from the rules. O then I = LID(pt) = LID(Pt0)~
Proposition 14 (Footprint minimality). Proof. Erasure does not change the local identifiers in a valid
If we can derive elaboration. O
Eo; To; Ao = pt ~ Eq; 5 Ay Fpt g, ¢ APPENDIX D
Eq;Ty;A B opt: o PROOF OF THE SIMULATION LEMMA
then Iy C 1. In that section, we present the proof of Proposition 12. This

o ) ) o proof is by induction on the derivation of
Proof. By Proposition 13, the free local identifiers in pt must

be at least that of pt, i.e., LID(pt) = LID(pt) = Ij. Aok = Aok ¢g
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In order to do this proof, we do a case analysis on the both
the head rule used to derive that

Aot o= Ag ¢
and the one use the derive
JAY '_EO T ¢o AP = A l_ﬁl i ¢1.

We list all cases in Fig. 13, where cases that cannot happens
are marked by X. For example, for the case RE.[-|. WEAK and
SI.INTRO.=>, the re-elaboration rule require that ¢y has the
form [ - |., while the syntactic implication rule require that ¢q
has the form (- = - < -): therefore this case is impossible.

Case S-1

In that case, we consider the rule RE.CONV when ¢ is a
local formula. Then, ¢- is also a local formula with a different
bound (Proposition 10). Therefore, we have that:

D) ¢o = (b0 <o)

2) A = A.(), pt; = pt, and ¢1 = ¢g

3) ¢2 = (f/)27< £2)

4) Bo b ¢ < P

5) Aok ¢o =a Dok ¢

? .
Since Eq F ¢g < P, we have that P = _or P = (¢pp <ep)

with ep = _or ep =, €¢ (since the bound position of pattern
are either fully specify or a inference pattern).

?
Subcase S-1.1: Eo = ¢pg < P
This cover the case P = _ and the case P = (¢P < ).
Therefore, RE.CONV also apply to pt, and give

AQ Fﬁ2 Iy ¢2<P g A2 I—EZ I, (152.
And we have that

Aok o= A1 F 1.

?
Subcase S-1.2: Eq b ¢ £ P
Therefore, we have that P = (¢p < ep) with ep =, &9
. ?
Since we have that Eq - ¢g = (¢ < g9) < P, We have that
.7
Eo =Es ¢ < P (Ey = Eg by point 3). We also have
? ?
that Eo - eo € ep (otherwise, we will have Eo - ¢9 < P).
Therefore, we can apply RE.WEAK and get that
AQ}_ﬁ2112¢2<]P o )
= Ag, (id : [e2 < eplo) F (pty < ep(id)) 1, (¢ <ep)’

And we have that:

Az, (id : [e2 < eolo) - (OZ <eo) (by Proposition 11)

= Aok ¢o
and
Ay, (id : [e2 < eplo) F (¢2 <ep)
’ - : by SI.REFL
= Ao, (id : [e2 < g0lo) F (d2 < €0) (by )

It also cover the particular case where P (oP < ep) where

EP =a €0 =« €2-
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Therefore, by SI. TRANS, we have:
Ag, (Id : [62 < Ep}o) = (d)g < Ep) = AO F (bo.

Case S-2

In that case, we consider the rule RE.WEAK. (We don’t
need to do multiples cases with the various syntactic implica-
tion rules.) Therefore, by the fact that RE.WEAK apply and
also the Proposition 10 we have that:

1) ¢o = (¢o <€)

2) P=(¢p <ep)

3) Al = Ao, (ld : [50 S €P}0)

4) ¢1 = (¢o <e1)

5) ¢2 = (©2?< £2)

6) Eo - do < o

7) Eol—Eoié‘p

?
Subcase S-2.1: Eo = ¢ < P
Therefore, RE.CONV also apply to pt, and give

AV "ﬁ2 . ¢ < P == Ag Fﬁ2 T 3.
And we have that:
Ag =2 = Ag F ¢ (by hypothesis)

and
Aot o= A1 F ¢

Therefore, by SI.TRANS, we have:

Ag ko= AL F @y,

(by SI.WEAK)

?

Subcase S-2.2: Eq F ¢po L P

Therefore, we have that P = (¢p < ep) with ep =, g9
. ?
Since we have that Eg F ¢ = (¢ < &9) < P, We have that
.7 ?
Es F ¢ < P by Lemma 4 We also have that Eo - g9 £ ep
?

(otherwise, we will have Ey - ¢o < P). Therefore, we can
apply RE.WEAK and get that

AQ"H2112¢2<]P . .‘

= Ag, (id : [e2 < eplo) F (pty < ep(id)) i1, (92 <ep)’

and by SI.CONGR.WEAK._ and the hypothesis Ay F ¢ =
Ag F ¢g, we have that

Ag, (id : [e2 < eplo) F (Oz <ep)=> A1 ¢.

Case S-3

In that case, we consider the rule RE.[-].WEAK. (We
don’t need to do multiples cases with the various syntactic
implication rules.) Therefore, by the fact that RE.[-]. WEAK
apply and also the Proposition 10 we have that:

1) ¢o = [¢ole,
2) P=[¢plep
3) Ay = Ap, (id: [e0 < eplo)
4) ¢1 = [G:)U}El
5) ¢2 = [P2e,



RE.CONV RE.WEAK RE.[-].WEAK RE.[-].= REL.= RE.[-].¥ RE.L.Y RE.V.V RE.BYLoc RE.CONGR.=> RE.CONGR.Y
SI.WEAK S-1 S-2 X X X X X X X X X
SI.REFL S-4 S-2,S-4 | S-3,S4 | sS4 S-4 S-4 S-4 X S-4 S-4 X
SI.TRANS S-5 $-2,8-5 | $-3,8-5 | S-5 S-5 S-5 S-5 X S-5 S-5 X
SI.CONTEXT S-6 $-2,8-6 | S-3,8-6 | S-6 S-6 S-6 S-6 X S-6 S-6 X
SI.CONTRACT S-7 $-2,87 | $3,87 | S-7 S-7 S-7 S-7 X S-7 S-7 X
SI.CONTRACT.+ S-8 $-2,5-8 | S-3,5-8 | S-8 S-8 S-8 S-8 X S-8 S-8 X
SI.BYLoOC S-9 X S-3 X X X X X S-11 X X
SI.BYGLOB S-1 S-2 X X X X X X X X X
SI.DESTR.=>.. S-1 S-2 X X X X X X X X X
SI.DESTR.=>._ S-12 X S-3,8-12 | S-12 S-12 | S-12 s-12 | X S-12 S-12 X
SI.DESTR.=> S-1 S-2 X X X X X X X X X
SI.DESTR.= S-13 X $-3,8-13 | S-13 S-13 S-13 s-13 | X S-13 S-13 X
SLINTRO.=> S-1 S-2 X X X X X X X X X
SLINTRO.= S-14 X X S-15 S-16 X X X X S-17 X
SI.CONGR.WEAK S-1 S-2 X X X X X X X X X
SI.CONGR.WEAK.. | S-1 S-2 X X X X X X X X X

Impossible cases are marked by X. Otherwise, we indicate the proof case where a particular pair of a syntactic implication and reelaboration rules

are dealt with. In the PDF document, cases are hyperlinks.

Figure 13: Table of possible cases for the simulation proof (Appendix D).

L7
6) Eo - ¢o < op
?
7) Egbeg Lep
?
Subcase S-3.1: Eo F ¢o < P
Therefore, RE.CONV also apply to pt, and give

Agl—ﬁz Iy ¢2<1P:"»A2 I—EZ I, (152.

And we have that:
Ag =2 = Ag F ¢ (by hypothesis)

and
Aok ¢o=> A1 F ¢

Therefore, by SI.TRANS, we have:

A F o= AL F 1.

(by SI.WEAK)

?
Subcase S-3.2: Eq F ¢po £ P
Therefore, we have that P = [¢p]., with ep =, ¢ Since we
? ?

have that Eg - ¢¢ = (o <&p) < P, We have that Eo - ¢ < P
?

by Lemma 4 We also have that Es - ¢4 g ep (otherwise, we

?
will have Ey F ¢o < P). Therefore, we can apply RE.WEAK
and get that
Ao Fpty i, g2 P B _
= Ay, (id : [e2 <eplo) F (pty < ep(id)) i1, [d2]ep
and by SI.CONGR.WEAK._ and the hypothesis As F ¢o =
Ag F ¢g, we have that

Ag, (id : [e2 < eplo) F [Oz]sp = A1 F ¢y

Case S-4
In case, we can deal with syntactic implication derived using
the head rule SI.REFL (Therefore, we have that ¢ = ¢¢). By

the opening remark of B-COa (re-elaboration does depends
only on the formula and the pattern), we have the following
judgement is derivable:

AQ FEZ Iy ¢2<]P:"“>A3 l—ﬁ3 I3 ¢3.

We also have that A; = Ag, A, also Az = Ay, A and ¢3 =
¢1. Therefore, we can apply SI.REFL and get that A3 F ¢35 =
Ak ¢

Case S-5

In case, we can deal with syntactic implication derived using
the head rule SI. TRANS. Since SI.TRANS apply, there exists
A, pt, ¢ such that:

e Aok gy A g

e AF ¢ = Agt ¢p.
Therefore, by the induction hypothesis on A - ¢ = Ay F ¢,
we have that there exists Al pt', ¢, I', I such that:

o« AbFpti paP = Albpt' i ¢! is derivable;

e A'F ¢! = Ay F ¢y is derivable.
With this additional derivability of the re-elaboration of pt, we
can apply the induction hypothesis on Ay - ¢ = A F ¢, to
get that:

. Ag I_EQ I ¢2 QP = A3 H a:ﬂ s d)g is derivable;

o Ask ¢35 = Al F ¢! is derivable.
And we get Az F ¢35 = A; - ¢1 by SL.TRANS.

Case S§-6

In case, we can deal with syntactic implication derived using
the head rule SI.CONTEXT. Therefore, we have that AZ +
o = A ¢ with Ay = A2 A and Ag = A, A

By the opening remark of B-COa (re-elaboration does de-
pends only on the formula and the pattern) and that there exists
ﬁo is well-formed in A", we have the following judgement
is derivable:

Aol_ﬁo ‘Io ¢0<]P:'I»A1|—ﬁ1 N ¢1
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with A; = AL A

Therefore by the induction hypothesis, we have that

o A2 "ﬁz I ¢2<]P:"‘¢ A3 }_ﬁs s ¢3

« A3 3= Al ¢y
By the same remark as before we have that Ay F pt, iy,
(bgﬂP = A3 "ﬁ3 I ¢3 with A3 = AS,A

Finally, by SI.CONTEXT, Az F ¢35 = As F ¢1.

Case S-7

In case, we can deal with syntactic implication derived using
the head rule SI.CONTRACT. Since SI.CONTRACT apply,
there exists €%, e',£2, A, such that:

] A() = A, (id() : [EO < 81}0), (id1 : [51 < 52]0)

. AQ = A, (Id : [EO < 62]0)

e o = ¢2
By the opening remark of B-COa (re-elaboration does not
depends on the proof-term nor the context), we have that there
exists A':

As Fﬁz I P AP = Ag Fas I3 ®3
Az = Ay, Al AL = Ag; A
and
¢3 = 1
Finally, by SI.CONTRACT, we get that Ag - ¢3 = A; F ¢1.

Case S-8

In case, we can deal with syntactic implication derived using
the head rule SI.CONTRACT.+. Since SI.CONTRACT.+ apply,
there exists €7, ¢!, £2,¢3, A, such that:

o Ao =A,(idg : [° < e'o), (idy : [€* < %]o)

o« Ao =A,(id: [0 +e% <el +&3)

o 00 = P2
By the opening remark of B-COa (re-elaboration does not
depends on the proof-term nor the context), we have that there
exists A’:

AQ l_ﬁ2 Iy (Z)2<1P:"» A3 l—ag A ¢3
Az = Ng, A'; A = Ag; A
and
¢3 = ¢1

Finally, by SI.CONTRACT.+, we get that Az F ¢35 = A
b1

Case S-9

In case, we can deal with syntactic implication derived using
the head rule SI.BYLOC and the re-elaboration derived using
the head rule RE.CONV.

Since SI.BYLoC and RE.CONV apply, we have that:

o Ag = Ay, pty =pty, 0 =1

L4 d)O - [@()}50

. (Z.S2 - [C)Z}az

o o = o (by 10)
There is two possible cases depending on if ¢o match P.

?
Subcase S-9.1: Eo F ¢o < P
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RE.CONV also apply to pt, and give
Ao b pty ip, g2 <P = Ag b= pty i1, do.
And we have that
Dok go = A1 F ¢y,

?
Subcase S-9.2: Eo F ¢o £ P
Therefore, we have that P = [¢p]

ep With ep =, ¢ Since

. ?
we have that Eg - ¢g = [¢2]c, < P, We have that E
.7 2
Es - ¢ < P by Lemma 4. We also have that Eo - e5 L ep
?

(otherwise, we will have Ey F ¢9 g P). Therefore, we can
apply RE.[]. WEAK and get that
Agl_ﬁ2212¢2<lp - )
= A, (id : [e2 < eplo) F (pty < ep(id)) i1, [P]ep”
And we have that:
Ay, (id : [e2 < e0lo) F (2 < &0) "
= Ao b (60 < £0) (by Proposition 11)

and
Ay, (id : [e3 < eplo) F [652]5P
= AQ, (ld : [52 < 50]0) F [@2]80
Therefore, by SI.BYLOC and SI.TRANS, we have:

A, (id : [e2 < eplo) F [2]cp = Ao F ¢o.

Case §-10

In case, we can deal with syntactic implication derived using
the head rule SI.BYLOC and the re-elaboration derived using
the head rule RE.[-]. WEAK.

Since SI.BYLOC and RE.[:]. WEAK apply, we have that:

o Ay =Ag, (H: g9 <eplo)

(by SI.REFL)

o $1 = [dolep
o o= [({)o}eo
L4 ¢?2 = [02]52

e ¢o = ¢2 (by Proposition 10)
e P =[pplc, with ep without holes
There is two possible cases depending on if ¢o match P.
?
Subcase S-10.1: Eg - ¢g < P
RE.CONV apply to pt, and give

Ag Fﬁ2 Iy ¢2<1P:"“>A2 I_HQ Iy (,252.

And by SI. WEAK, SI.BYLOC and SI.TRANS, we have that
Ag o= A1 ¢1.

?
Subcase S-10.2: Eo - ¢ £ P

. ?
Since we have that Eq F ¢ = [¢p2]c, < P, We have that
.7 ?
Es F ¢o < P by Lemma 4 We also have that Es e £ ep
?

(otherwise, we will have Ey - ¢9 § P). Therefore, we can
apply RE.[|.WEAK and get that

Agl‘ﬁ2212¢2<1P . .

= Ay, (id : [e2 < eplo) I (pty < ep(id)) ip, [¢]e)



And we have that:

Ay, (id : [e2 < glo) F
= Ak (¢o <ep)

Therefore, by SI.BYLOC and SI.TRANS, we have:

A, (id : [e2 < eplo) F [halep = A1 1.

(02 <ep) by Proposition 11

Case S-11

In case, we can deal with syntactic implication derived using
the head rule SI.BYLOC and the re-elaboration derived using
the head rule RE.BYLocC.

Since SI.BYLoC and RE.BYLOC apply, we have that:

o p1 = (()1 << 81)

« b0 = [00]<

4 (?2 [sz]fz

e @9 = ¢2 (by Proposition 10)
o« P= (OP < 5]3)

o« Ag %ﬁo Iy G0 P > .Al '_ﬁl i, 91

o Aok (2 <e2) = AgF (¢ <o)
Therefore by induction hypothesis, we have that:

VA = %’EQ Iy ((,)2 <62) 4P = As Fﬁg I3 ¢3

e Azk 3= A1k ¢y
and we can conclude by a simple application of RE.BYLOC
on pt,.

Case S-12

In case, we can deal with syntactic implication derived using
the head rule SI.DESTR.=-._ Since this rule apply; we have
that:

« Ng=A° (H:¢)

0A2:~A2,(HI(/)) B

« AR o =00 = A%F ¢ = ¢

. AO "ﬁo ‘I ¢Q<1P:"» Al }_ﬁl I ¢1
Therefore, we also have that

A Hpt i 63 doad = P = At iy, 6= 6
AL (H

with A,
RE.CONGR.=-.
By the induction hypothesis, we get that:
cAZEPE i, 0D Ga<d S P = ASEPE iy, 6 S ds
with Aj A3 (H ¢) by either RE.CONV or
RE.CONGR.=- -
. A3F¢$¢33A1|_(]55¢1
Then, by SI.DESTR.=._, we get: Az F ¢3 = A1 F ¢
In order to get the derivation of the re-elaboration for pt,,
we need to do a case analy51s on the rule used to get
the re-elaboration of pt (RE.CONV (subcase S-12.1) or
RE.CONGR.=- (subcase S-12.2)).

Subcase S-12.1
- ? . ?
Since Eg F ¢ = ¢ < ¢ = P, we also have that Eg - ¢ < P.
Therefore, we can apply RE.CONV to derive the re-elaboration
of pt,.
Subcase S-12.2

®) by either RE.CONV or
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The derivation of the re-elaboration of pt, is a premise of
RE.CONGR.=-.

Case S-13
In case, we can deal with syntactic implication derived using
the head rule SI.DESTR.=> Since this rule apply; we have that:
« Dok 9= 0= Aok b S gy
o Ay Fﬁo o ¢0<1P = A }_al L ¢1.
Therefore, we also have that

DoFpt' iy 0 =600 =P = AL FpE i, 056
by either RE.CONV or RE.CONGR.=.
By the induction hypothesis, we get that:
. AQ "ﬁZ s (;5:~>¢2<1(D:~>P:x> Ag}_ﬁ:g
by either RE.CONV or RE.CONGR.=;
e A3F =3 A1k o= 1.
Then, by SI.DESTR.=, we get: Ag - ¢3 = Aj F ¢1 In order
to get the derivation of the re-elaboration for pt,, we need to
do a case analysis on the rule used to get the re-elaboration of
ﬁ2. (RE.CONV (subcase S-13.1) or RE.CONGR.=> (Subcase
S-13.2)).
Subcase S-13.1
- ? ?
Since Eg - ¢ = ¢o < ¢ = P, we also have that Eg - ¢ < P.
Therefore, we can apply RE.CONV to derive the re-elaboration
of pt,.
Subcase S-13.2

The derivation of the re-elaboration of pt, is a premise of
RE.CONGR.=-.

Case S-14

In case, we can deal with syntactic implication derived using
the head rule SI.INTRO.=-, when the re-elaboration of ¢ is
done by RE.CoNV Therefore, we have that:

1) q§0—®:>oo

Ly = bas

2) Ay = Ay, pt; = pty and ¢1 = ¢

3) ¢2:¢:~§§/)2

4 Eobgg<P o
5) Do, (H : ) F d2 = Ao, (H : ) F ¢

?
_ Since Eg F ¢o < P, we have that P =
bpa-

?
Subcase S-14.1: By - ¢y < P
Then, we can apply RE.CONV on ¢5, and get that Ag = A,
pt; = pt, and ¢3 = @2 So, we also have that Az F ¢35 =
A1 F ¢1 by the hypothesis.

_or P =¢po=>

Subcase S-14.2: Eq - ¢o % P
Then, we have that:
o Exk¢ % bp.o
« Exk ¢y £ op.
Given that we also have Eg gi)o < gi) p,1, wWe also have that

Ang iy b pt’ ‘I, G0 4 dpy = An iy b pt' 1, bo.
Therefore, we can apply the induction hypothes1s to §et that

An,may Pt i1, ¢ A ppy = Ay oy TP b3




with Az, (H @ ¢) F ¢3 = AL (H @ ¢) - ¢ And
we can conclude by apply SI.INTRO.= with the previous
syntactic implication judgement to get the wanted syntactic
implication derivation. Similarly, we use RE.CONGR.=- with
the previous re-elaboration judgement to get the wanted re-
elaboration derivation.

Case S-15

In case, we can deal with syntactic implication derived using
the head rule SI.INTRO.=-, when the re-elaboration of ¢q is
done by RE.[-].= Therefore, we have that:

1) ¢o=¢ = ¢o

2) ¢p2=0¢ = o

3)P:[¢P}sp L

4) Aq, (H )'_(/JQEAO,( 1)+ go

5) Ao,( qf))Fpt [OOOQP”Alet ]1¢1

By the induction hypothesis (we can apply it thanks to the last
two point of the previous enumeration), we get that:

e Asb 3= Ay

o Dg, (H: )b pt iy, 02 9P = Agbpb iy, 63
And we can get the wanted elaborations with an application
of the RE.[].= rule, with the premise being the previous re
elaboration judgement.

Case S-16

In case, we can deal with syntactic implication derived using
the head rule SI.INTRO.=-, when the elaborations of ¢ is
done by RE.L.= Therefore, we have that:

1) ¢o =0 = oo

2) p2=0= ¢

3) PZ((5P<EP) ~ ~

4) Aq, (H ¢)|—023A0,( ¢) = ¢o

5) A07( )"pt quﬁoﬂpmAl}_pt ]1¢1

By the induction hypothesis (we can apply it thanks to the last
two point of the previous enumeration), we get that:

. A3F¢33A1F¢1 }

« Do, (H:d)Fpt i, 0o aP = Ayt o, ¢
And we can get the wanted re elaboration with an application
of the RE.L.= rule, with the premise being the previous
elaborations judgement.

Case S-17

In case, we can deal with syntactic implication derived using
the head rule SI.INTRO.=-, when the elaborations of ¢q is
done by RE.CONGR.= Therefore, we have that:

1) ¢o=¢ = ¢o

2) $p=0>o

3) P=¢po=odpr1

?

4) Eo ¢ < épyo o
5) Ag, (H ¢)"O2SA0,( t9) o P
6) Ao, (H :0) Fpt i, GoaP = Ay, (H : §) Fpt 1y, b

By the induction hypothesis (we can apply it thanks to the last
two point of the previous enumeration), we get that:
o Az, (H ¢)F039A1,( 1)

o Ao, (H:0)Fpt: @qumAg,,(H;qB)kﬁ:ISqu

o
we also have that Eq g/; < ng,() (since E5 > [Egy) Therefore,
we can get the wanted re elaboration with an application of
the RE.CONGR.= rule, with the premise being the previous
elaborations judgement. We also have the wanted syntactic
implication with an application of the SI.INTRO.= rule,
with the premise being the previous syntactic implication
judgement.

APPENDIX E
PROOF OF THE ERASABILITY THEOREM

We now recall and prove Theorem 1.
Theorem 1 (Erasability). If pt, is a proof term such that
Eo;To; Ao F pty ~» Eq; 5 Ay Fpty ir ¢y is derivable and
pt, contains no term applications and )s, then for any pt
such that pt, N pt we have

1) Eo;Lo; Ao F pt ~ Eg; I'a; Ao = pty if o is derivable;

2) Eg;Tos Ao b ¢ = Eq; 5 Ay F @1

This can be depicted as follows:

Pt - g Ptl B

[ [
lf) | ﬂT |
pt | ~ PTQ |

where the dotted box indicates the relations to be proved.
First, it is sufficient to prove that this hold for a single

& . .
erasure step —»1, as can be seen on the following diagram:

e , @ e

pt, —1 pt; —n —1  pt
i $ §
pt, & pty & - & ph

where all relations on the top row and the left-most ~~ relation
are by assumptions, and the other relations are proven (we also
color proven relations in red).

It remains to show that Theorem 1 holds for a single erasure

step in. We proceed by induction on the size of the smallest
elaboration derivation of pt_. To that end, we start by defining
the two property we will prove by induction

Property P..(n) :=
for any Eo,Eq1,T'o,I'1, Ao, A1, pty, pty, ¢1 such that the small-
est derivation of

Eo; Los Ao Fpty ~ Eq;I'is Ay Fpty i

is of depth at most n, we have that for any pt, such that
pt, in pt,, there exists Eo, s, Ao, pt,, @2 such that
1) Eo; To; Ag b pty ~ Eg; gy Ag = pt2 :1 ¢9 is derivable;
2) Eo; o Ao g = BTy Ay = 9y
Property P, (n) :=
for any Eo,E;,I'o,T'1, Ao, A1, pty, pty, ¢1, P such that the
smallest derivation of

Eo; To; Ao F (pty < P) ~ Eq;T1; A Fpty i1 61
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is of depth at most n, we have that for any pt, such that
pt, £>1 pt,, there exists Eo, I's, Ao, pt,, @2 such that
1) Eo;To; Ao F (pty, < P) ~» Eo;T9; Ag b pty if 2 i8
derivable; ) .
2) Eo;To; Ao b g2 = Eq; ;A1 F 91

Induction: We prove P..(n) and P..,.(n) by induction
on n.

Base cases : Any proof term that can be elaborated with at
most 1 step are the identifiers proof terms, that can not be
erased, that end the base case.

Induction case for P.,,(n): Take a derivation

Eo; To; Ao = (ptg < P) ~ Ei; I3 A1 Fpty ir ¢

of minimal depth at most n, and pt, such that pt, iﬁ pty.
Since the only rule that can be apply to derive Eq;g; Ag F
(pty @ P) ~> Eq;T'; A1 Fpt; i1 ¢1 is DE.RE, we have that
the following partial proof tree exist (the footprint is the same,
see Proposition 13).2

DE.RE B
Eo; To; Ao F pty ~ Eo.5;T0.55 Aos F pto s i1 ¢os
Eos; 0055 Aos Fpty s i1 dos 9P = Eqi; ;A Fpty ir ¢

Eo; To; Ao = (pty < P) ~ Eq; ;A = pty ir ¢

Therefore by P..(n — 1), since
1) Eo;To; Ao = pty ~ Eos;l055M05 F
derivable with depth at most n — 1;

ptos 1 o5 is

2) and pt, in pty;
we have that there exists Eg 5,125, Ao 5, pty 5 such that
1) Eo;TosAg = pty ~ Eos;To5;A05 - pty g i1 ¢as is
derivable;
2) Ea55025;Ao5 F a5 = Eo55 10,55 Aos - ¢os.
And also by Proposition 12 since
D) Eos:los5M05  F ptos i1
El; Fl;A] F al I ¢1 is derivable;
2) and Ep5; 0255 Ao 5 = @a5 = Eo5: 0055 Aos = @o.s;
we have that there exists Eq, I's, Ao, pty, ¢2 such that
1) Eos;los;M05 = ptys i o5 <« P =
Eo;T'9; Ao F pt, 1 ¢ is derivable;
2) Eo;Ios Ao =g = Eq; Iy Ay F ¢
Item 2) above is one of the two property we must establish.
To conclude, we observe that this derivation is valid:
DE.RE B
Eo; Po; Ao b pty ~ Ea5; 255 Aos - pty 5 i1 25
Eos5;005; Ao s Fpty g if dos 9P = Eg;I'o; Ao = pty 17 02
Eo; To; Ao = (pty < P) ~ Eg; o3 Ao = pty i1 ¢

¢os < P =

Induction case for P.,(n): Take a derivation

Eo; To; Ag F pty ~ Eq;T; Ay Epty ir ¢

2We introduce some new elements in the proof tree, those are also supposed
to exists given the existence of the proof tree, this will be done at every case.

of minimal depth at most n, and pt, such that pt, in pt,.
We will perform a case analysis on the erasure, and if it is at
the head of the term or not.

Most cases are of the same form, we show here a generic
proof in order to give the general ideas for all those cases.

F((ptd)icqiimng) —1 F((PtY)icriinl)»

. ie j .
3! j, pty —>1 pty, Vk # j, ptg = pts
Here the partial derivation proof usually look like this:

E.F
Eo; To; Ao - (pty < Ph)
~+ Eo.1;00.13 Aot - Py o1, ¢ ‘
EO.(jfl)QF().(jfl)QA().(jf_l) F (Pté
~ Eo.35 0.5 Aoy B pH ¢
Eo.(n-1); To.(n—1); Mo.(n—1) I (pty
~ Eo.n;ro.n;/\o.n F ﬁ? I, ¢7ll
Eo; Co; Ao F F(ptg) _
> Eo =1y Don(=1); Aon(=1) F F(pYy) wur, é1

Here we can apply either P...(n) or P..,,(n) to pt}, and pt},
— we use one or the other depending on whether there is a
pattern or not. Indeed

1 Eo.j—1); To.j—1)5 Mo.j—1) F (Pto a P7)

WEO]7F()JaA(]] F Ptl I ¢J

2) and pt}, 2, ptl.

So we have

1 Eo.j—1); To.j—1)5 Mo.j—1) & (Ptz a P7)

~ Bo Doy Ao pt2 ' ¢2

2) and Ey ;T ;A0 F ¢4 = Eo ;0055 M0, F ¢>0
Therefore by Lemma 2 and Lemma 1, we also have for all
ke{j+1,...,n}

1 Eo (r— 1),Fz (k—1); Na. (k1) F(pty < P

~ Bo s Tos Aok Pty i, OF
2) Eog, o, Aok is more general Eg g, o x, Ao k.

a PY)

a P

is derivable;

is derivable;

is derivable;

Given the previous two items, we have Eo ;121 Ao F
5 = Eo.1; o1 Ao - @F by the rule ST.CONTEXT.
Finally, the following proof is valid:

E.F

Eo; To; Ao b (pty (= pty) < P')

WIE2A1(:0A1)7I‘2 1(= 01)7/\21( 0.1) Fﬁl( 71) Iy ¢2( ¢%)
E2.(j-1); Po.g- 13 M. g-1) F (pty < P7)
«»—)EQJ,Fz],AgJ |—pt2 I ¢]

Eo.(n—1); 2. (n—1); A2.(n—1) "(Ptg( pty) < P")

~ Bon Doy Aoy B pty (=
Eo; o; Ao - F(pt}) o
~ B n=2); Do) Ao (o) E F(pty) tur, é2
We are left to prove that

Eo;To; Ao F o = Eq; '3 A1 - ¢y

pty) i, 93 (= ¢3)

which is done by applying the appropriate = rule, given that
we have for any k € {1,...,n}, Eap;Ton; Aoy - 05 =
Eo.1; Do.r; Ao = @5, This end the proof of this case.



pt, = (ptd < (1)) 2, pt, = %7 ptd: Here, pt, is deriv-
able (in the relevant context), and the only rule that be apply
here is E.WEAK._, so the derivation look like this:

E.WEAK.._
Eo; To; Ao - (ptg @ (- <)) ~ Eo.s;To.5; Aos - pty i1 (60 < £0)
Eo; To; Ao F (ptg < £(1)
~ Bo.5; Tos, (H : [€) < €lo); Aos F (pty < e(H)) :1 (60 <¢)

Therefore, the following derivation is valid:
E.%?
Eo; F(];A(] = (ptg < (, < ,))
~ Eo.5; 055 Aos - ﬁ? I (Q‘)UO < 68)
]Eo; Fo; 1\0 F %7 ptg
~ Eo.5;5T0.55 Aos = E&) I (qﬁoo < 68)

And we have to show that
Eo.5; 0055 Aos F (00 <€) )
= Eos5;Tos, (H : [ <elo);Aos F (¢0° <e)
which is exactly SI. WEAK.
pty, = (ptd < e(pt})) 2, pt, = %7 ptd: Here, pt, is

derivable (in the relevant context), and the only rule that be
apply here is E.WEAK, so the derivation look like this:

E.WEAK
Eo; To; Ao F (pty < [- <eo)
~ Eo.5; 1055 A0 F ﬁ} 10 [€3 < €lo
Eo.5; 055 Aos F (pt) < (c<€))
v B3 T Ay pEy g (900 <€)
Eo; To; Ao F (ptg < (ptg))
=BT Ak (bl < e(ph)) i, (00° <¢)

Since we have that Ey,['j,Ay is more general than
Eo.5,00.5, Ag.5, then by Lemma 2, we have that

Eo; To; Ao = (ptg <@ (- <&)))

~ By T Ay B pty e (G;)()O < 58)
iS' derivable with Elf;Fl/;Al/ - (OOO < 68) = El;Fl;Al [
(oY < €9). Then since (_ < _) is more generic than (_ < &),
by Lemma 5, we also have that

Eo;r();A(] = (pt8 < (,<,)) ~ EQ;FQ;AQ "ﬁ2 0 (g/.)g < 82)

is derivable with Eo;To; Ay b (do < £2) = EysTysAy
(0¥ < €9). Therefore, by transitivity of = (SI.TRANS), we
have EQ;Fz;AQ F ((')2 < 62) = ]El;Fl;Al F (O(]O < 58) And
the following derivation is valid (the footprint is dealt with
Proposition 13):
E.%? .
Eo;To; Ag (pt8 < (,< ,)) s o To; Ao pty 1, ((f)g < 62)
Eo;To; Ag F %7 pt8 ~ Eo; To; Ao b= pt, ip, (02 < &9)

This concludes the proof.

32



	Introduction
	Background
	Tactic-Based Proof Assistants
	A Two-Level Logic for Asymptotic Cryptography
	A Two-Level Logic for Concrete Cryptography

	Interactive Proofs of HO Logic with Errors
	Proof Term Language and Elaborator
	Annotated Proof Terms
	Elaborator Design
	Elaboration Procedure
	Theoretical Study

	Case Studies
	YubiKey and Birthday Bound
	Merkle Trees

	Related Work
	Conclusion
	References
	Appendix A: Proof Terms Syntax and Typing Rules
	Appendix B: Proof Term Elaborator
	Rules
	Soundness of Elaboration
	Elaboration Strategy
	Predictability
	Completeness of the Elaboration Procedure

	Appendix C: Preliminaries for the Erasability Theorem
	Erasure
	Syntactic Implication Properties
	Technical lemmas
	Simulation
	Pattern generalization

	Footprint

	Appendix D: Proof of the simulation lemma
	Appendix E: Proof of the Erasability Theorem

