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Abstract

The advent of quantum computers has initiated both research and
standardization efforts toward the development of cryptographic
primitives and communication protocols that remain secure against
attackers equipped with quantum computers. Computer-aided ver-
ification has proven valuable in this context, as it helps identify
flaws early and strengthens confidence in cryptographic systems.
However, existing verification tools are typically designed for a spe-
cific attacker model (most often polynomial-time Turing machines
in line with classical cryptographic assumptions) and therefore
require adaptation to accurately capture the quantum setting.

In this work, we present a novel post-quantum extension of
SQUIRREL, a proof assistant that provides computational guarantees
for cryptographic primitives and protocols. Our extension is fully
embedded in the higher-order logic underlying SQUIRREL, allowing
logical terms to directly represent quantum values. This design
choice makes the extension generic, preserves compatibility with
the latest features of SQUIRREL, and supports its long-term integra-
tion into the tool. We implement our approach within SQUIRREL
and validate it through several case studies. In particular, we obtain
post-quantum security guarantees for multiple KEM combiners, as
well as for two hybrid key-exchange protocols.

CCS Concepts

« Security and privacy — Logic and verification; Cryptog-
raphy; « Theory of computation — Cryptographic protocols;
Denotational semantics; Quantum computation theory.
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1 Introduction

Cryptographic protocols are fundamental to securing modern com-
munication systems, making it imperative to rigorously validate
their security. Computer-aided cryptographic verification addresses
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this need by providing formal, machine-checkable methods to es-
tablish strong security guarantees [13]. Over the past years, this
has led to the development of several verification tools, including
CrYPTOVERIF [18], EASYCRYPT [15], SSPROVE [1], and SQUIRREL [6].
Given a protocol and a security goal, such tools aim to prove that
the success probability of any real-world adversary A is negli-
gible, assuming the underlying primitives are themselves secure.
In the classical setting, adversaries are modeled as probabilistic
polynomial-time classical Turing machines (PPTM), a framework
long regarded as a realistic representation of practical attacker ca-
pabilities. The advent of quantum computing, however, undermines
this assumption, rendering the classical threat model inadequate for
analyzing the security of cryptographic primitives and protocols.

Post-quantum cryptography (PQC) seeks to design cryptographic
systems secure considering probabilistic polynomial-time quantum
Turing machines (PQTM) to model the adversary. The field has
progressed significantly as exemplified by the recent NIST stan-
dardization of schemes such as ML-KEM [31] and ML-DSA [30].
To ensure a secure transition and reduce the risks of adopting
entirely new primitives, hybrid protocols and cryptographic com-
biners are increasingly employed. Notably, applications like Signal
and Apple’s iMessage have already deployed hybrid protocols com-
bining classical and post-quantum cryptographic mechanisms: e.g.
PQXDH [32], SPQR [22], and PQ3 [4, 29].

While a lot of progress has been made towards building and
proving the security of post-quantum cryptographic primitives and
protocols, computer-aided verification is still lagging behind. For
example, a recent large-scale verification effort [2, 3] successfully
established the IND-CCA security of ML-KEM in EAsYCRYPT, yet
the proof remains limited to a classical adversary. This limitation
arises because EAsYPQC [14], the post-quantum extension of Easy-
CrypT, lacks support for key reasoning steps required to handle
quantum attackers. Adapting an existing cryptographic verifica-
tion framework to the post-quantum world usually poses two main
challenges: (i) the framework must be adapted to model quantum
computations; (ii) the way cryptographic arguments are captured
by the framework must be adapted too. For instance, it is impor-
tant that the simulator used to justify a cryptographic reduction



does not copy a quantum state, as this will violate the no-cloning
theorem [26, 35]. PQC also requires to only consider security as-
sumptions that do have post-quantum secure instantiations, and
thus to forbid e.g. the Decisional Diffie-Hellman (DDH) assumption.
While this is a major aspect of PQC, this issue is easy to solve, and
has no bearing on the design of computer-aided PQC.

SQUIRREL [6] is a proof assistant dedicated to the verification of
cryptographic protocols in the classical setting. In this framework,
messages and adversarial computations are represented as terms
(e.g. u), whose semantic interpretation, [u], corresponds to a dis-
tribution over bitstrings. The framework relies on a higher-order
probabilistic logic [10], and manipulates two predicates:

e Computational indistinguishability, # ~ v, meaning that
no PPTM can distinguish between [u] and [v] except with
negligible probability;

e Overwhelming truth, [¢], asserting that ¢ holds with over-
whelming probability.

Compared to game-based computational proofs, the distinguisher
is split into two parts, with a final top-level distinguisher used in
the interpretation of ~, and an attacker interacting with the proto-
col abstracted as a function symbol att(), interpreted as a stateless
PPTM. Both adversaries share access to an arbitrary long source of
random coins and can recompute their shared state if needed.

Finally, cryptographic reasoning is encoded directly through
inference rules. For instance, we have the following rules, presented
here in simplified form.

[len(mp) = len(m1)]

u~w enc(my, ro, pk(sk)) ~ enc(myq, r1, pk(sk))

[u=0] v ~w

The first rule (REWRITE.) allows rewriting u as v when they are
overwhelmingly equal. The second (CPA.) captures the IND-CPA
assumption by asserting that encryptions of equal-length messages
are indistinguishable under some assumptions (omitted here) on
the use of the secret key sk. Thanks to its design, the logic is compu-
tationally sound and provides guarantees against PPTM attackers.

Addressing in SQUIRREL the two challenges of computer-aided
PQC implies two core questions:

e With the arbitrary long source of randomness currently
given to the attacker, can we model quantum computations
and probabilistic measurements in a faithful way?

e How to reason over the quantum state of the attacker to
ensure that its usage is correct?

Contributions. In this work, we address those challenges and
present a rigorous extension of SQUIRREL to support post-quantum
cryptography through the following contributions:

e We introduce a new execution model for SQUIRREL that ex-
plicitly represents adversarial state inside the terms and
enables reasoning over it.

e We model quantum values and quantum computations inside
SoUIRREL’s logic, and demonstrate that this model is faithful
up to a controlled and negligible error.

e We adapt SQUIRREL’s reasoning rules and extend its recent
features, including the crypto tactic [11] and the smt tac-
tic [8], to our new semantics, thereby providing advanced

reasoning capabilities and a flexible foundation for long-term
PQC support.

e Finally, we validate our approach by analyzing four KEM
combiners and two hybrid key exchange protocols based on
KEMs [17, 21].

Related Works. Recently, several verification tools have intro-
duced post-quantum extensions. As mentioned, EAsYCRYPT has
been adapted to the post-quantum setting via EAsyPQC [14]. An-
other extension of the logic behind EAsYCRYpT has been proposed
and implemented in the qrhl-tool, based on Isabelle [33]. The
latter approach consists of a full modeling of quantum computa-
tions and values inside a logic, which yields a complex but very
expressive logic. It has been used for instance to prove the security
of the Fujisaki-Okamoto transformation [34] in the QROM, and is
capable of reasoning about quantum protocols.

More recently, CRYPTOVERIF was extended to the post-quantum
setting in [19]. Its semantics were adapted to ensure that the ad-
versary is accessed only in a black-box fashion, which guarantees
post-quantum soundness of reductions. However, the framework
does not introduce quantum values, making it difficult to further
extend CRYPTOVERIF to settings like the QROM.

A first post-quantum version of SQUIRREL, named PQ-SQUIRREL,
was previously proposed in [24]. While this approach enabled some
early successes, it suffers from several significant drawbacks. In
particular, it does not allow quantum values to be represented di-
rectly. As a result, the notion of a (quantum) state is kept implicit,
following the approach used by SQUIRREL in the classical setting,
where a given attacker state is recomputed when needed. How-
ever, in the quantum case, it is not always possible to do so, since
duplicating, and thus recomputing, a quantum state is inherently
impossible. To address this issue, the authors introduce syntactic
conditions ensuring that terms are well-defined and accordingly
restrict the application of all inference rules so that every inter-
mediate term produced during a proof satisfies these conditions.
In particular, even simple rules such as REWRITE. must be applied
under additional constraints. This introduces practical difficulties,
as such rules are often used implicitly in the implementation of
SQUIRREL tactics. Since SQUIRREL does not construct explicit proof
objects, it is very difficult to ensure that the syntactic conditions
required by the theory are met. More generally, it is unclear how
PQ-SQUIRREL can benefit from the latest improvements of SQUIR-
REL, such as SMT support [8] or automated generic cryptographic
reductions [11]. Finally, the underlying semantics is not expressive
enough to model the QROM, which ultimately limits the applicabil-
ity of the approach. In conclusion, while [24] paved the way toward
post-quantum reasoning in SQUIRREL, it falls short in terms of trust,
maintainability, and expressiveness.

Outline. We introduce our execution model in Section 2. In Sec-
tion 3, we recall the core logic of SQUIRREL and describe how it
can directly model quantum values. Then, Section 4 presents how
we faithfully model adversarial quantum computations within the
logic. In Section 5, we describe our adaptation of SQUIRREL’s proof
system to this quantum setting. Finally, we discuss certain aspects
of the implementation and illustrate our approach with several case
studies in Section 6.



2 An Execution Model for PQC

In this section, we start with a high-level primer on quantum com-
puting in Section 2.1, before introducing our execution model for
post-quantum cryptography in Section 2.2. We illustrate our ap-
proach on a pair of protocols corresponding to the CCA experiment
for a KEM combiner.

We first discuss two aspects of SQUIRREL’s language which are
particularly relevant to the design of our execution model — we
postpone the formal presentation of the language to Section 3.
First, SQUIRREL uses a pure language taking the form of a typed A-
calculus. While pure languages are well-suited for logical reasoning,
cryptographic systems are usually modeled using an imperative
style, which must thus go through an encoding. In particular, a call
to a stateful adversary is usually modeled in SQUIRREL as a call to a
pure function to which we give all past inputs of the attacker, so
that it can internally recompute the current state. In this work, we
will model this by a pure function that explicitly takes its state as
input and returns the updated state. Roughly, for a stateful attacker
A and a program p,

(out « A(in); p)

where p is the functional encoding of p.

Second, probabilistic behaviors are captured using eagerly sam-
pled randomness, which programs can access through arrays of pre-
sampled random values called names. Concretely, anamen : 7, — 7,
is an array, indexed by elements of type 7, of independently and
identically distributed (i.i.d.) values of type 7,. Because SQUIRREL
uses discrete probabilities, we require that 7 is finite and that we
can sample from 7, using a finite number of bits.

becomes let (out,st’) = att(st, in) in p

2.1 Quantum Adversary

We use terminating Turing machines to describe the computational
capabilities of adversaries. The execution of a deterministic ma-
chine M on a bitstring input u € {0, 1}* yields a bitstring output
M(u) € {0,1}*. If the machine M is probabilistic, M(u) is a dis-
crete bitstring distribution, which we represent as a formal sum:

M(u) = Ypeqo1) porv Where F,py=1 and Vo.p, € R

In SQUIRREL, probabilistic computations are modeled by letting M
have access to an array of pre-sampled random bits. For example,
the adversary against a cryptographic protocol is represented by
a function symbol att(-) which obtains randomness from an array
of random bits called the adversarial tape p,. This random tape is
shared across all calls to the adversary, allowing them to re-use
past randomness if needed. Because this tape is fixed, it is implicitly
passed to att(-) by the semantics of the language.

We now present at a high-level how quantum (Turing) machine
operates, and refer the reader to Appendix C for details. In a quan-
tum Turing machine [16, 25], the probability p, € R* to return
bitstring v is replaced by a complex amplitude q, € C. Then, the
execution of a quantum machine M yields a superposition of bit-
strings, which can conveniently be represented by a normalized
element of the Hilbert space Hq 1}+:

M(u) = 2oe{01}* qo-lv)
A classical bitstring outputs can be obtained from the quantum
value M(u) by measuring it, which yields v with probability |q,|%.

where Y, |qp/2 =1 and Vo.q, € C.

Init() Encapyea)() Pub()
sk & SK return (c, k) return pk
pk — pub(sk)

Encapideal() Decap(co)

(k,c) & encap(pk)
k&K

if ¢g # ¢ then
return decap(co, sk)

return (c, k)

Figure 1: The IND-CCA cryptographic game for KEMs.

We can also perform a partial measurement. For instance, we can
measure the first N bits of a quantum superposition M(u) of bit-
strings of length at least N, which yields a classical output and a
quantum value:
M(u) —————— Distr({0, 1}V x Hio1}+)
partial measure
where Distr(S) denotes the set of discrete distributions over S. This
is how a quantum adversary interacts with a classical protocol. The
quantum adversary is provided with its quantum state st and classi-
cal inputs in coming from the protocol execution. After evaluating
M(st, in), a partial measurement is done to extract a classical value
out to be forwarded to the protocol and the next quantum state st’.
M(st,in) ——— (out, st") € Distr({0, 1Y x ‘7‘({0,1}*)
partial measure

To model this, we need to provide eagerly sampled randomness for
the quantum measurement. SQUIRREL already used eagerly sampled
randomness, such as the adversarial tape mentioned above, to model
the mechanisms by which classical computations obtain random
bits. Here, we use eagerly sampled randomness to model the physi-
cal mechanism by which a quantum state can (partially) collapse
according to some probabilistic computational rule. Concretely, we
consider a dedicated name qrnd : 7, — qrand, where values of type
qrand serve as random seed for a quantum measurement, and 7,
allows providing independent randomness to each successive calls
to M. For instance, with msg and Hilb,,s; the SQUIRREL types for,
resp., bitstrings and quantum bitstrings, the ¢-th call to the quantum
adversary will be represented by:

att(qrnd ¢, (¢, st,in)) : msg x Hilbyse

2.2 Interaction with the Protocol

We now present our new execution model for post-quantum
cryptography. To clarify the presentation, we instantiate it on an
example: IND-CCA for KEMs. We recall in Figure 1 the standard
IND-CCA game for KEMs [23]. It comprises an initialization func-
tion which samples the secret key sk, computes the matching public-
key pk « pub(sk), and runs the encapsulation function encap to
obtain the public encapsulation c, and its output key k. Then, the
game provides three oracles. The adversary can obtain the public
key pk from the Pub() oracle. The real version of Encap() returns
the encapsulation (c, k), while the idealized oracle returns (¢, k*)
where k* is sampled at random during initialization. Finally, the
Decap(cg) oracle decapsulates any public encapsulation ¢y that
is not the target encapsulation c. The procedures pub and decap



name qrnd : timestamp — qrand.

let rec frame (t : timestamp) : (timestamp * Hilbpsg * msg) =
match t with Init — (t, €, witness)
| _ — (t, state t, transcript t)
and transcript (t : timestamp) : msg =
match t with Init — €
| _ — (transcript (pred t), input t, output t )
and state (t : timestamp) : Hilbmsg =
match t with Init — witness
| _ — att(qrnd (pred t), frame (pred t))#2

and input (t : timestamp) : msg =
match t with Init — €
| _ — att(qrnd (pred t), frame (pred t))#1

and output (t : timestamp) : msg = ... ( protocol specific, uses input t =)

(-#i) denotes tuple projection, i.e. (t#i) is the i-th element of a tuple t. To
initialize the functions at time Init, we use € for the empty bitstring, and

witness for an arbitrary value of type Hilb,.

Figure 2: Post-quantum execution model.

are deterministic, whereas encap is probabilistic, even though no
randomness is explicitly provided as a parameter to this procedure.

We model interaction of the adversary with the oracles of Figure 1
along a fixed execution trace. Such a trace can be seen as an ordered
sequence of timestamps, each representing a particular call to an
oracle of the protocol. To study the IND-CCA security of a KEM,
we would rely on the timestamps:

(t : timestamp) = Init | Pub | Encap | Decap j

Init, Pub and Encap represent a call to the corresponding oracle,
and the timestamp (Decap j) is indexed by a value j of type index
to distinguish different calls to Decap. Further, we consider:

< : timestamp — timestamp — bool

pred : timestamp — timestamp

where < specifies in which order oracles are called, and pred(t) is
the timestamp preceding ¢ in the execution trace. We assume that
Init is minimal for <, and arbitrarily let pred(Init) = Init.

We present in Figure 2 how we model the interaction of a quan-
tum adversary with a protocol along a fixed execution trace, using
functions defined by (mutual) recursion over the execution trace,
ordered by <. The function transcript t represents the list of all
messages sent over the network up-to time t, and is obtained by
extending the previous transcript with input t and output t, that
respectively model the input and output at time t. The function
state t is the (quantum) state of the adversary at time t, and the
knowledge frame t of the adversary is composed from t, its state,
and the transcript up-to t. As discussed in Section 2.1, the attacker
computations at time t is represented by:

att(qrnd (pred t), frame (pred t))

where frame (pred t) is the knowledge of the adversary before call-
ing oracle t, and qrnd (pred t) is the randomness used to model the
partial measurement performed at the end of the quantum adver-
sary’s computation. Note that we give back the full frame to the
attacker: while redundant for a stateful adversary, this simplifies
proofs and brings the model closer to that of the classical attacker in
SQUIRREL. The input and state at time t are obtained from this value

and output (t : timestamp) = match t with
| Init — €
| Pub — (pk1, pk2)
| Encap — ((c1, ¢2), h({c1, c2), dprf(ky, kz))
| Decap j — if (input t)#(c1,cz) then h({(input t)#1,(input t)#2), dprf(dy,dz))

where pk; = (pub; sk;), ¢c; = (encap; r; pk;)#1,
ki = (encap; r; pk;)#2, and d; = (decap; (input t)#i ski).

Figure 3: Dual PRF KEM combiner: output macro.

using, resp., the first and second projection (see Figure 2). Finally,
output t defines the output at time t using input t (and possibly
past inputs), and is the only function that is protocol specific.

Example 1. We give an example of a definition of output on a
specific protocol. We consider the dual PRF hybrid KEM combiner as
described in [17]. Informally, a dual PRF dprf(k,x) is a PRF when
either the key material k or the input x is random. For i € {1,2},
(ski, pki) denotes the key pair, and encap; and decap; represent,
resp., the encapsulation and decapsulation algorithm of KEM;. The
dual PRF KEM combiner is described in Figure 3.

To construct a hybrid KEM from a dual PRF dprf, a naive approach
consists in applying dprf on top of the two output keys k1 and ko,
i.e. encapsulation would return ((c1, c2), dprf(k1, k2)). This is actu-
ally insufficient to ensure that the KEM combiner satisfies IND-CCA
as soon as this property holds on KEM; or KEM,. Thus, instead of
using dprf(ky, k2) as a shared secret, we use it as a key for another
PRF function h applied to {c1, c2). Note that the randomness of the
encapsulation procedure is explicitly represented here. To model the
idealized version of the IND-CCA game, we replace in Figure 3 the
part of the output of Encap corresponding to the output key with a
random value rand, i.e., we replace ((c1, c2), h({c1,c2), dprf(ki,k2))
by ((c1, c2), rand)

Discussion. Modeling an execution along a fixed interaction im-
plies a non-adaptive adversary. It can be generalized by following
the approach of [9], but a non-adaptive presentation is simpler and
better supported by SQUIRREL. The execution model implemented
in SQUIRREL differs from our presentation in two ways: it supports
oracles with calling restrictions, i.e. oracle that can only be called
under some conditions; and it does not require that all timestamps
are scheduled through the addition of a special undef timestamp.
These simplifications have no bearing on the rest of the paper.

3 Core Logical Setting

We recall the core logical setting of higher-order CCSA logic [10]
used in SQUIRREL. We stress that our approach uses this core logic
without modifications, only imposing a particular semantics on
specific types and predicates. As a result, the core logical rules of
[10], such as the rewriting rule (REWRITE,) seen in introduction,
obviously remain valid in our instance of the logic.

3.1 Syntax of Terms

The logic relies on simply typed lambda terms. In this work, we
assume that base types are organized into classical base types B,
notably containing bool and msg, and quantum superposition base
types Hilb;, for each 7|, € B. Then, types 7 are generated from



these base types using arrow and tuple constructs:

tu=tp |Hilby [ % ... k7|7 —>7 (ry, € B)

Terms are typed lambda terms, over a set of base symbols S
which contains a set of variables X:

tu=s|Ax. t|tt (se€8,xeX)

As in [10], we use a distinguished subset of symbols N to represent
names, i.e. honest random samplings. A term is understood rela-
tively to an environment &, which is a list containing declarations
(s : 7), and definitions (s : 7 = t).

Euw=e€|&Es:1|Es:1=t

where € is the empty environment. Importantly, definitions may be
recursive, subject to well-foundedness conditions [10]. A standard
type system [10] expresses when a term ¢ has type 7 in &, noted
&kt : 7. From now on, we only consider well-typed terms.

Example 2. We usually work with standard function symbols on
booleans, allowing to write logical formulas as boolean terms. When
doing so we are assuming that the environment contains, e.g.,

A : bool — bool — bool V; : (t — bool) — bool

=;: 7 — 7 — bool

for all types r. These symbols are used with usual syntactic sugar: we
write p A Y for ((A) ¢) ¥; we writet = t’ for ((=;) t) t’ whent,t’
are terms of type 7; and (¥x : 7. P) forV,; (A(x : 7). P).

Example 3. Figure 3 shows terms in our logic, in SQUIRREL’s concrete
syntax. The associated environment contains primitives, e.g.,

h : msg — hkey — hash
encap; : rand — kem_pubkey — (msg x output_key)

but also names, e.g. rj : rand. Pattern matching over timestamps is
slightly more involved, but is obtained through a higher-order constant
whose semantics is axiomatized (see [12, §A.2] for details).

3.2 Semantics of Terms

In a model M of the logic, each type 7 is interpreted as a family
of sets [[T]]K/ﬂ one for each value of the security parameter 7. The
parametrization in 7 is required, e.g., to model key spaces that
vary with the security parameter. The interpretation of base types
is given by the model, and lifted to arbitrary types in a standard
manner [10]. In this work, we restrict to models where classical
base types are countable (hence bitstring encodable) and where
elements of Hilb; are quantum superpositions of elements of 7},:

. f
[[Hllbﬂ,]]g,ﬂ de 7‘([[“]]& for any 7}, € B

where Hs denotes the Hilbert space with computational basis S,
as introduced in Appendix B.3. We also keep the usual assumption
that [[bool}]glﬂ ={0,1} and [[msg}]glﬂ = {0, 1}* for all 5.

A model also defines, for each value 5 of the security parameter,
a set of random tapes Tyy;. These tapes serve as the source of
randomness for our terms, which are seen as probabilistic values.
More precisely, a term of type 7 is interpreted as an 7-indexed family
of random variables, i.e. for each 7 a function f; : Ty, — [[r]]g/ﬂ.
We let RV (7) be the set of such families of random variables. In
our models, tapes consists of pairs p = (pa, pp) of finite bitstrings:

pa is used for the adversary’s randomness, while p}, is used for
honest random values.

M is a model w.r.t. some environment & when it provides, for
each symbol s declared or defined in & with type 7, an interpretation
M(s) € RVyy(7). Given these interpretations, the semantics of any
term t of type 7 is obtained following natural (recursive) equations
(see Appendix B.1 and [10] for details). When M is a model w.r.t. &,
and a € RVyy(r), we define the model M[s/a] w.rt. (&,s : 7),
which extends M by mapping s to a, i.e. (M[s/a])(s) = a.

We work with the usual assumptions on names [10], assuming
that they correspond to ii.d. values. More precisely, each name
draws its randomness from a dedicated portion of the honest tape
and computes from it, in polynomial time, a value in the desired in-
terpretation domain. Finally, when working with environments con-
taining symbols representing logical connectives, we only consider
models where these connectives have their standard interpretation.
For instance, [¢ A ] K/’up = 1iff. [[¢]}’N7A’]p = [[1//]],'\7/]]’) =1

3.3 Global Formulas

Higher-order CCSA [10] is actually a first-order logic over the
higher-order terms defined above, with specific cryptographic pred-
icates. The syntax is standard, except that we decorate logical con-
nectives to avoid confusion with the ones used in Example 2:

Fiu= FAR|FVE|FSF|V(x:1).F|3(x:1).F
| [¢]1[¢le | const(t) | @ ~c 3 |adv(t)]...

We call these formulas global, and call local formulas the terms of
type bool used as formulas as in Example 2.

We listed above the standard CCSA predicates [10] for doing
classical cryptography, except that ~c is usually noted ~. We recall
their semantics, which is fixed in our class of models. We will extend
our logic with quantum predicates in the next section. For ¢ a term
of type bool, the predicate [¢] represents overwhelming truth:

M E [¢] iff. n — Pr([4] @p = 1) is overwhelming,

where p is sampled uniformly in Tyy,. For instance, [u = ] states
that the random variables u and v coincide with overwhelming
probability. Then, [¢]e is the exact variant of this predicate, where
the probability must not just be overwhelming but equal to one.
The predicate const(¢) is satisfied when [[¢] K/ﬁp depends neither on
nor on p. Finally, when u and v are terms of type msg, u ~c v means
that the random variables are computationally indistinguishable,
i.e. the following advantage is negligible for any PPTM M:

IPrCM(n, [ul B, pa) = 1) = Pr(M(n, [o] (7. pa) = 1)

More generally, we write uy, ..., up ~c 01, ...,0, When, for each i,
the terms u; and v; have the same type of order at most 1. Order-
0 types are classical base types, or tuples thereof, while order-1
types are those that can be written 7, — ... — 7,
(1 £ j < k)and 7’ are of order 0. In that case, order-0 terms are
given to the distinguisher M as multiple inputs, while order-1 terms
give rise to oracles which may be queried by M on any term that
it might compute. Finally, when t is of order 0 or 1, adv(#) means
that ¢ can be computed by a PPTM, i.e. a classical adversary.

— 7/ where T



4 Quantum Predicates

We now introduce the quantum predicates of our logic, and their
semantics. This is the key ingredient to enable reasoning about
quantum adversaries interacting with cryptographic protocols.

We formally define in Section 4.1 the qadv(-; -) predicate to cap-
ture polynomial-time quantum computations. This quantum variant
of adv(-) is technically much more involved, as we need to carefully
track how randomness is used to model quantum measurements.
This, in turn, allows us to define quantum indistinguishability in
Section 4.2. Those two previous steps are carried out with finite
tapes, as required by higher-order CCSA, which yields an imper-
fect, approximate model of quantum measurements. We show in
Section 4.3 that, despite these approximations, our logic is sound
with respect to true quantum computations.

4.1 Quantum Computations

We introduce quantum Turing machines and build on them to define
a general model of polynomial-time hybrid adversaries, involving
arbitrary interleavings of quantum and classical computations.

4.1.1  Quantum Turing machines. We briefly introduce our formal
model for Quantum Turing Machines (QTM). Detailed definitions
are given in Appendix C.2.

We follow traditional definitions from the literature, where a
configuration of a quantum machine M is a superposition of classi-
cal configurations — recall that a classical configuration consists of
a tape, a head position and a control state. The execution of a QTM
then amounts to applying quantum operations to this quantum
configuration. For ease of integration with our logic, we consider
that QTMs are typed using the types of the logic: their inputs and
outputs are in the domains of the types, and translated to and from
bitstrings when needed.

The final output of M is obtained by performing a partial mea-
sure of its final state, and then only keeping the content of the
output tapes. This is defined through the Measure«w

If M is a QTM with outputs of type 7, * --- * 7,,,, and Sy
represents the space of its quantum configurations, then we have:

function.

Measurerclf” Sy — Distr([[rl]]'r{/[I X -ee X [[Tm]]g/u).

In words, it maps the final quantum configuration of M to a prob-
ability distribution over possible outputs. Here, the output types 7,
may be classical or quantum base types: classical outputs are those
which are observed in the partial measure, while quantum outputs
are part of the remaining quantum state, still in superposition.

As usual in cryptography, machines have access to oracles. In
a nutshell, this means that our machines have a special tape for
writing oracle inputs. At any point in a computation, the machine
may query an oracle of its choice on that input, and obtain (in a
single computation step) the oracle’s output to another dedicated
tape. Oracles of a QTM have quantum inputs and outputs, and we
call them quantum-access oracles. They may for instance be used
in the quantum random oracle model (QROM) [20] to provide a
quantum computation with access to a hash function, which it
can use as part of quantum computations, i.e. to directly compute
superpositions of hash functions.

Example 4. Looking forward, we will represent quantum computa-
tions as terms in our logic. If f : msg — msg is meant to represent
a quantum computation from bitstrings to bitstrings, then it must
use the (implicit) random tapes to model the final measurement step
— we are representing the distribution resulting from Measure as a
random variable. However, the quantum computability of (f 0) and
(f 1) may not imply that of the pair (f 0, f 1), if both calls to f rely
on the same source of randomness to model the measurement step.

In order to clearly deal with such issues, we will represent random-
ness explicitly — as is actually common in the CCSA approach. In
this example, we would have f : rand — msg — msg, and f itself
would be deterministic, i.e. independent of the implicit tapes from
the semantics. In this style, assuming that ro and r1 are two distinct
names (i.e. two independent sources of randomness) we can safely
claim that (f ro 0, f r1 1) is still quantum computable. Note that
fro (f r11) is also quantum computable under the same assumption
— this is the kind of nesting that happens in our execution model,
where f is replaced by att and r; by qrnd t.

We note that this modeling raises an issue: because our random
tapes are finite, they cannot be used to perfectly model the probabilities
of quantum measurements. We postpone this issue to Section 4.3.

4.1.2  Hybrid classical-quantum adversaries. A single QTM execu-
tion is not enough to correctly model an adversarial computation,
which may be an interleaving of classical and quantum Turing
Machines. Our final model for a quantum adversary allows such in-
terleavings. In addition to the previously described quantum-access
oracle, it notably introduces classical-access oracles, which may be
queried during the classical computation phases. These oracles can
typically be used to model a protocol party with which the quantum
adversary interacts over the classical network, or the ROM.

To formally define such interleavings, we use sequences of ran-
dom values S, where each element in the sequence provides the
randomness used to model one quantum measurement. In Appen-
dix C.2, we formally define fold, (M, Mq, a,S, 1, pa) which, start-
ing with the input a, interleaves computations between a classical
machine M, and quantum machine Mg that both have access
to the adversarial random tapes p,, and performs the successive
measurements using the randomness source in S. Here, S both indi-
cates the number of iterations to be performed, and provides the
measurements’ randomness.

For R € N[X], we say that (Mc, Mg, R) forms a PTIME hybrid
computation if there exists a polynomial P such that, for all S of
length R(|a| + 1), the computation fold, (M, Mq, a, 5,1, pa) takes
time at-most P(|a| + n) for all a, 5 and p,.

4.1.3  Adversarial computability predicate. We can finally define
a predicate expressing when a term (of order at most 1) is com-
putable by an adversary, i.e. a polynomial-time hybrid computation.
For convenience, we will index measurement randomness over
timestamps. To this end, we introduce a base type timestamp set
to represent finite sets of elements of timestamp.

When t is an order-0 term, and tg is of type timestamp set, we
can form the predicate qadv(t;ts). It is satisfied in a model M
when [[t]]gj]p = fold; (Mc, Mg, €, 5,1, pa) for some PTIME hybrid
computation (M, /\/Iq, R), where S is the sequence of [qrnd 7] K;up
for the successive values of 7 € [[ts}]gj]p. When ¢ is an order-1



term, we naturally generalize the definition, asking that for any
input [[x]]gj]p, [t x]]g/’ﬂp = fold; (Mc, My, [[x]]'N]/’up,S, 1, pa) (details in
Appendix C.4).

4.1.4 Restricting the adversary. Equipped with our notion of hybrid
classical-quantum adversarial computation, we can restrict our
attention to models in which the adversarial function symbol att is
a PQTM. Concretely, we only consider models M such that:

M Vi e timestamp. qadv (Ax.att(qrnd t,x); t)

4.2 Quantum Indistinguishability

Let i, 0 be two sequences of terms of types 7,..., 7, of order at
most one, and where every order-1 term is either of quantum type
to quantum type, or of classical type to classical type, respectively
modeling a quantum-access or a classical-access oracle. For any
model M, we let M [ i ~ 3 iff. for any hybrid classical-quantum
computation (M, Mg, R):

Pr(fold, (Me, Mg, [l S. 1. pa) = 1)
(g
— Pr(fold, (Mc, Mg, [6]1.S.n. pa) = 1)

where p and S are sampled independently at random in, resp., Ty
and ([q rand]]K/ﬂ)R(”).

is negligible,

Example 5. Going back to Example 1, we denote by frameRed the
recursive frame function obtained by considering Figures 2 and 3, and
frame'de@! its idealized version described in Example 1, both modeling
either the real or the ideal side of the IND-CCA KEM experiment.
Then, the semantics of the formula frameRea ~ frame'dea! matches
the expectation: no adversary that has access to both quantum and
classical computers can distinguish whether it interacts with the real

or ideal part of the IND-CCA experiment.

4.3 Adequacy of our Approximate Semantics

We now explain how we model quantum measurements using
discrete random variables, and prove that our modeling is faithful.

4.3.1 Early-sampling discrete semantics. Recall that SQUIRREL uses
an early-sampling semantics [10] where all randomness is sampled
in advance and stored in a random tape p. In order for global formu-
las to have a well-defined semantics, the semantics [[tﬂf’(,ﬂ of a term
must be a random variable for any value 7 of the security parameter.
To see why this is useful, consider ¢ of type bool, and recall that:

M E [t] iff. PrpETM,,([[t]] &p = 1) is overwhelming

The fact that [[t]];(/u is a random variable ensures that the probability
is well-defined. This requirement is not limited to boolean terms
and to, e.g., be able to define the semantics of a computational
indistinguishability atom ug ~ u1, we (roughly) need that for any
adversary A:
Pryety,, (A([wll) = 1)

is well-defined, for any order-0 or order-1 terms ug, u; (of type
e.g. msg). To ensure that a term’s semantics is always a random
variable, [10] requires that the set of tapes Ty, is always finite.
Thus, SQUIRREL semantics is based on discrete random variables.
This finite tape restriction solves the issue shown above, but poses
difficulty to faithfully model quantum measurements.

4.3.2  Modeling quantum measurements. Recall that a partial quan-
tum measurement maps a quantum value to a distribution of a
classical bitstring output and a quantum output corresponding to
the remaining unmeasured quantum state. As explained in Section 2,
the randomness used to model a quantum measurement is retrieved
from p using the dedicated name qrnd : timestamp set — qrand,
where qrand is the type used for quantum measurement random-
ness. This creates two difficulties:

e Because of the finite tape restriction, qrand can only provide
a finite number of random bits.

o Furthermore, while this number of bits can be arbitrarily
large (as long as it is finite), it must be independent of the
term being interpreted, as the type interpretation [[rand]]g/[I
is the same for all terms. Thus, it is not possible to provide
different amount of randomness to different terms.

This raises the following question: how can we faithfully model
quantum measurements in an early-samplings discrete semantics?

4.3.3 Approximation and exact models. We now explain how we
solve this modeling issue. Our approach relies on two kinds of mod-
els for our logic, which gives rise to two different term semantics:

e The approximation models, which are the ones defined in
Section 3, provide a finite number of bits for quantum mea-
surements through qrand. More precisely, we let rg/ﬂ e N

be such that [q rand]]'r{/[I = {0, 1}2'«&. This yields an approxi-
mated term semantics in which quantum measurements are
approximated using 2 - r’r{/ﬂ unbiased random bits, following
a procedure described below in Section 4.3.4.

Exact models evaluate quantum measurements without er-
rors using an infinite (but countable) number of random bits.
More precisely, we let rKA] = w where w denotes the first

infinite ordinal, and:

[[qrand]]’r{/ﬂ = {0, l}rgﬁl = {0, 1}

(if rf; = o)
We equip this set with the Lebesgue measure, by identifying

{0, 1}N with the real interval [0, 1]. This yields an exact term
semantics which faithfully models quantum measurements.

Approximation models are written M, while exact model are writ-
ten Me. A model is an approximation model unless specified other-
wise.

The semantics of a global formula is always well-defined in an
approximation model, but may not be well-defined in an exact
model (as explained in Section 4.3.1). Thus, the proof system we
will present in Section 5, and the post-quantum version of SQUIRREL
we implemented based on this proof system, rely on approximation
models. More precisely, a global formula is valid if it is satisfied in
all approximation models, and a rule

dq (o
P

is sound if @ is valid whenever the premises @1, ..., ®, are valid.
This creates a modeling gap, as we show validity w.r.t. approxi-
mation models but expect it w.r.t. exact models. To close this gap,
we will give some sufficient condition guaranteeing that a global
formula has a well-defined exact semantics, and we will show that
the global formulas expressing the usual security properties satisfy
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We consider e; # egefault, and pose s = Zj<,- pj- The area in hashed blue IE,
indicates the probability p; that approx, (A) samples e;. For r = w, this is exactly
pi. For r < +co, the quantity p; is always bound by p;, and the approximation
error is represented in hashed red | |. In this example, p; = % and the error is
pi— i forr=2,and p; = % and the error is p; — % for r = 3. The approximation
error for all elements is redirected to eqefayit- If r is large enough, a small non-
zero probability that can be sampled using r bits is added to every element

(not depicted here), to ensure that the blue area f; is always strictly positive.

Figure 4: Graphical representation of an example of the ap-
proximation approx,(A) of a discrete distribution A = }; p; e;.

this criterion. Furthermore, we will prove that, under these condi-
tions, the statistical distance between the approximated and exact
semantics is negligible for models in which r,z/u is large enough.

4.3.4 Approximated quantum measurements. As announced in Sec-
tion 4.1.2, in a hybrid classical-quantum computation

fold; (Mc, Mg, a, 5,7, pa),

we approximate each measurement Measurerclf ; following an ex-
ecution of the quantum machine My using a discrete distribution
approximation operator approxrg/H (). If A = 3; pi e; is a discrete dis-
tribution associating to each element e; in its support a probability
weight p; > 0, then its approximation approx,(A) = }}; pie; is a
distribution that can be computed using 2 - r unbiased coin toss.
Roughly, p; is an approximation to the r most-significant bits of p;,
which is then modified to ensure that p; is always strictly positive
using the remaining r bits when r is large enough (if r is too small,
it may not be possible to ensure that p; > 0 for all i). We redirect
the approximation error p; — p; of all elements to an arbitrary point
edefault in A’s support. We provide a graphical example in Figure 4,
and postpone details to Appendix B.4.

The exact model M, associated to an approximation model M is
obtained from M by setting rg/ﬂ to w, and by modifying the approxi-
mation of the measurements in the interpretation of att accordingly.

Remark 1. Let supp(X) = {a | Pr(X = a) > 0} denote the support
of X. Lett be a term, and consider its semantics [[t]]g/ﬂ When switching
from an exact model M, to an associated approximation model M,
we are only changing the probabilities assigned to elements during a
quantum measurement without introducing new elements, thus:

supp([t]yy) < supp([e])-

Further, we have equality of the supports if [[tﬂg/ﬂ can only take a
finite number of values and rg/ﬂ is large enough (see Appendix B.4.2).

4.3.5 Adequacy theorem. We identify a fragment of our logics for
which adequacy holds. This fragment restricts the terms u, v, . ..
that may occur in the predicates of a global formula that rely on the
probabilistic semantics of the terms, i.e. the overwhelming truth [-]
and indistinguishability ~ predicates. We restrict these predicates to
well-formed terms, which are essentially order-1 terms that contain
no measurements, or order-0 terms that can be simulated by a
PQTM (details are in Definition 4 in Appendix D.3). Some other
predicates rely on the functional interpretation of the terms in a way
that does not depend on how the measurement are performed. For
instance, this is the case for all predicates that only care about the
set of values that a term ¢ may take, and not the actual probabilities
assigned to each value. This notably includes const(-) when applied
to a term of finite type, or the exact truth [-]e, for which adequacy
holds trivially by Remark 1: as soon as r’zM] is large enough, we have
equality of the supports of the predicates in both models and thus
equality of their truth value. Finally, global quantification must
be restricted to be over values whose semantics do not depend
on the amount of quantum randomness available. Concretely, we
limit quantification over const(-) variable — although alternative
restrictions could be used, we use constancy, as it both simple and
sufficient for our case-studies.

Essentially, a global formula is well-formed if all the terms ap-
pearing in the overwhelming truth [-] and equivalence predicates ~
are well-formed, if quantifications are restricted to be over const(-)
values, and if the terms appearing in the [-]. and const(-) atoms
are of finite type. We are now ready to state our adequacy results
(missing details can be found in Appendix D.4).

Theorem 1. Let M be a model, M, the corresponding exact model,
and Fe a well-formed global formula. Ifrg/[I is large enough then:

MEF iff Me[Fe.
Corollary 1. Let Fe be a well-formed global formula. If:

=F. then M. |=F. forany exact model Me.

5 Adapting SQUIRREL’s Proof System

SQUIRREL is an interactive theorem prover reasoning over judg-
ments of the form &; O + F, where such a judgment is valid iff. the
formula A® = F is satisfied by all (approximation) models of &.
SQUIRREL relies on a proof system operating over such judgments,
whose inference rules can be broadly split into five categories:

e Core logical rules, which do not rely on reductionist ar-
guments and are purely logical. This actually includes the
advanced smt tactic recently integrated within SQUIRREL [8].

o Basic reductionist rules capturing properties of ~ like reflex-
ivity, transitivity, or the fact that one can push some attacker
computations from the terms into the top-level distinguisher.

o Rules allowing to automatically remove parts of an equiva-
lence that are redundant and can be computed from its other
elements (relying on the so-called bi-deduction [7]).

o Rules for the automated reduction of an equivalence to a user-
given cryptographic game, using a generic simulator synthe-
sis technique implemented in the crypto tactic [11, 12].

o Rules dedicated to specific cryptographic axioms. SQUIRREL
provides such rules for a particular set of cryptographic
assumptions, e.g. including PRF and IND-CCA.



We present, for each category mentioned above, how we adapt
the corresponding rules to the quantum setting.

5.1 Core Logical Rules

Thanks to our general approach which fully embeds the quantum
values inside the logic, many rules are directly inherited from [10].
For instance, consider the following rewriting rule:

E;Or iUt~ T E;0F [s=1t]

E;OFUs~ 0T

REWRITE,

This rule relies on the fact that, since indistinguishability is up
to a negligible probability of failure, it can absorb the difference
between two overwhelmingly equal terms s and ¢. Its quantum
counterpart REWRITE, obtained by replacing ~¢ by its quantum
version ~, is also sound, since ~ is defined up-to a negligible prob-
ability of failure as well. Proving this rule’s soundness does not
involve reductionist or computational arguments. This allows us to
consider, in intermediate proof steps, terms that cannot be produced
by QTMs (e.g. because they duplicate a quantum state), but have
nonetheless a well-defined semantics in our logic. For instance, the
following rewriting is valid (though likely of little use):

att(qrnd £,0) into  (att(qrnd t,0), att(qrnd t,0))#1.

This constitutes one of the main advantages of our approach
compared to [24]. Indeed, as we do not modify the semantics of
the underlying higher-order logic, in contrast to [24], we directly
inherit from [10] all rules that are not justified via reductionist
arguments. This includes all standard logical rules such as quantifier
introduction and case analysis, as well as more advanced rules
like rewriting. Furthermore, we also obtain for free the smt tactic
of SQUIRREL [8], which can automatically discharge certain proof
obligations using purely logical, non-reductionist reasoning by
delegating them to an SMT solver.

5.2 Basic Reductionist Rules

One of the most commonly used rules in SQUIRREL is the function
application rule, which in a simplified form can be expressed as:

&E;0 F adv(f) EOru~cv
&0k (fu) ~ (fo)

This rule states that classical indistinguishability is preserved by
classical adversarial computation. The soundness of this rule follows
from a straightforward reduction: any attacker distinguishing the
conclusion can be transformed into an attacker distinguishing the
premise by composing it with the attacker that computes f on
its inputs. To lift this rule to the quantum setting, a natural idea
would be to replace the classical predicate adv(-) with its quantum
version qadv(+; -). For example, this could allow us to exploit the
fact that qadv(Ax.att(qrnd t, x); ¢) holds. However, this rule would
be unsound, as illustrated below.

C

Example 6. Given a distinguisher A for
att(qrnd t, att(qrnd t,u)) ~ att(qrnd t,0) (1)

it is not possible to construct a distinguisher B for att(qrnd t,u) ~ v
by moving the top-level computation att(qrnd t,-) into B. Indeed,
when we move this computation inside B, we also move the quantum

measurement it includes. This creates an issue, as the quantum mea-
surements in the top-level distinguisher of an indistinguishability ~
— and thus in B — can only use fresh randomness (c.f. Section 4.2)
while the randomness qrnd t is not fresh in Eq. (1).

To detect quantum measurement randomness reuse like in Exam-
ple 6, we need to precisely track which measurement randomness is
being accessed in a term. To this end, we introduce a dedicated pred-
icate, qrand(u; ts), where u is an arbitrary term and tg is of type
timestamp set. This predicate states that u uses the name qrnd only
with indices from tg. For instance, if u is a term without binders and
conditional, qrand(u; ts) holds if ¢ € tg for any sub-term (qrnd t)
of u. We leave the full definition to Appendix E.2.

Building on this predicate, we can define a sound function ap-
plication rule for quantum indistinguishability ~. This rule applies
when f is an order-1 function, returning either a quantum or a
classical value, and is stated as follows:

S0k [ts Nty =0]e &E;0 + qadv(f;ts)
8;@!—17,\41() ~5,W1
&;0 + grand (i, wo; t;) A grand(d, wy; t;)
E;0+r Zj,fW() ~ 5,fw1

It formally states that if f can be simulated by a quantum machine
that uses only tg as source of measurement randomness, and if tg is
disjoint from the measurement randomness used by i, 7, wg and w1,
then the computations performed by f can be pushed inside the top-
level distinguisher. We provide the full set of such rules, together
with their soundness proofs, in Appendix E.2.

FA:SINGLE

5.3 Bi-Deduction

SQUIRREL relies on a bi-deduction engine [7] to automate many
reasoning steps on the indistinguishability predicate. At its core,
bi-deduction captures reasoning steps that can be justified by basic
cryptographic reductions, that is, reductions which do not rely on
cryptographic hardness assumptions.

Example 7. Consider the following reasoning step:
ug, 09, A(x : msg). Hy(x) ~¢ u1,01, A(x : msg). Hy (x)
uo, Ho(uo) ~c 1, Hy(u1)

This result follows directly from a simple reduction argument. Con-
sider an adversary A that distinguishes the lower indistinguishability
statement. We construct an adversary B against the upper indistin-

guishability by defining B(u, v, f) def A(u, f u). We have:
B(ui,vi, A(x : msg). Hi(x)) = A(ui, Hi(ui)),

and thus, the advantage of B against the premise is exactly the ad-
vantage of A against the conclusion. By assumption, 8 has negligible
advantage, which immediately implies that A does as well.

Classical bi-deduction. We recall the classical bi-deduction frame-
work, already used in SQUIRREL to automate basic reductionist
arguments. In a classical bi-deduction judgment:

#(to; t1) B¢ #(d03 1)
the sequences of terms iy, i1 (resp. 0o, 1) have the same length,

and are sometimes denoted in bold as i (resp. 9) to emphasize that
they form a pair. Moreover, all terms in #, 43, 09, 01 are classical



and of order at most 1. The judgment #(uo; 1) > #(o; 1) holds iff.
there exists a polynomial-time function f, i.e. a function satisfying
adv(f), such that for both i € {0, 1}, the outputs #; can be computed
from the inputs 4; using f, i.e. f(4;) = 0;.

The following rule establishes the connection between classical
bi-deduction and classical indistinguishability:

iy ~c U1 #(ilo; 1) >¢ #(Uo; 01)

BIDEDUCE->¢ — —
U ~¢ U1
The soundness of this rule relies on reduction similar to the one
used in Example 7. For an overview of the bi-deduction proof system
employed by SQUIRREL, we refer the reader to [5, 7].

Quantum bi-deduction. We want our quantum extension of SQUIR-
REL to support bi-deduction. To achieve this, we need to generalize
the set of functions f that can witness a bi-deduction, in order to
include functions with quantum inputs and outputs. For simplic-
ity, we restrict ourselves to error-free quantum functions [16]. An
error-free QTM M is a machine such that, for all input w, its output
distribution Measure (M (w)) is a Dirac 1,,/. In such a case, we can
omit the measurement Measure(-), and directly write M(w) = w’.
We introduce a new predicate qadvg (f) stating that f is an error-
free polynomial-time function (details are in Appendix C.4.3). This
predicate is simpler than the more general qadv(-; -) predicate, as
it does not need to track the randomness used in measurements. In
turn, this allows us to avoid tracking randomness usage in the quan-
tum bi-deduction predicate >, which yields a simpler proof-system
that is amenable to automation.

In a quantum bi-deduction #(iy; 1) > #(3g; U1 ), we allow quantum
inputs and outputs of order at-most zero. Our execution model for
our quantum machines (c.f. Appendix C.2) supports machines with
a single quantum output. Therefore, we require that each g; contains
at most one term of quantum type. The semantics of > is then a
straightforward generalization of that of > to quantum error-free
computations f:

M [ #(id; tr) > #(do; 1)

M E 3f. qadve (f) A [f (o) = dole A [ (ii1) = T1]e
It is related to equivalence with respect to a quantum adversary
via the rule BIDEDUCE->, which is the counterpart of the classical
BIDEDUCE->. obtained by replacing ~¢ and >¢ by ~ and .

Furthermore, we can adapt the proof rules for the classical bi-
deduction predicate to their quantum counterparts, ensuring that
quantum inputs are used linearly, i.e. at most once. A typical exam-

ple of this is the transitivity rules for classical (left) and quantum

(right) bi-deduction:

if and only if,

BD.TRANS-> BD.TrRANS->
- - - o - > -1 - - =2 - -
us.w uwbco uc,uql>w uc,uq,wl>u
uco e, ul, 13> 5
Cs q *q

In the classical rule, the original input # can be fully reused in the
second part of the computation: &, w &> . In the quantum rule, only
the classical components . of the inputs can be duplicated, while
the quantum components 17}1, ﬁfl must be split between the first
and second premises.

The full proof-system for quantum bi-deduction is presented
in Appendix E.3. It functions essentially like the classical bi-deduction

proof system [5, 7], except that quantum inputs must be used lin-
early. There are no restrictions on classical inputs.

5.4 Cryptographic Bi-Deduction

We now turn to adapting SQUIRREL’s tactics for capturing crypto-
graphic reductions. The most flexible such tactic in SQUIRREL is the
crypto tactic [11]. This tactic relies on the notion of cryptographic
bi-deduction, which extends the bi-deduction judgment presented
in Section 5.3 with additional annotations that track various prop-
erties of the simulator being constructed. We provide a high-level
account of how this tactic can be used in our post-quantum setting,
and defer the full formalization to Appendix E.4.

Classical cryptographic bi-deduction. Consider a secure crypto-
graphic game G, defined by a set of oracles with which an attacker
may interact. Informally, a cryptographic bi-deduction judgment

Ci(p.p)F u >g ]
states that for any model M, there exists a simulator S with access
to the oracles of G such that:

e S is a polynomial-time program;

o for each i € {0, 1}, the execution of S, starting from a mem-
ory satisfying ¢; and given the inputs [#;],, produces the
outputs [3;]; and results in a memory satisfying y;;

o the randomness footprint of S is characterized by C (intu-
itively, any random sampling performed by S is recorded
in C, which is crucial, in particular, to ensure that S does
not access the game’s randomness).

The precise syntax and semantics of cryptographic bi-deduction
are quite technical, we refer the interested reader to [11] for details.

Cryptographic bi-deduction enables the synthesis of crypto-
graphic simulators for a given game G, and thus supports crypto-
graphic reductions. This connection is formalized by the following
rule from [11], which links cryptographic bi-deduction to compu-
tational indistinguishability. For clarity, we present a simplified
version of the rule, omitting the constraints C, the pre- and post-
conditions ¢ and @, as well as all associated side conditions:

0 G #(170; 1,71)
RepucTION, —F—F—

Up ~c U1
We assume here that G is secure against any polynomial-time
classical adversary.

Quantum cryptographic bi-deduction. Our goal is to extend the
crypto tactic of [11] to enable the synthesis of simulators for post-
quantum cryptography. As for standard bi-deduction in Section 5.3,
one possible approach would be to design a quantum variant of cryp-
tographic bi-deduction, capable of synthesizing quantum simulators
rather than classical ones. However, this would be a challenging un-
dertaking. Cryptographic bi-deduction is already significantly more
complex than standard bi-deduction, and adapting it to a quantum
setting would further increase the complexity of the judgment and
require revisiting the entire proof system of [11]. Instead, we adopt
a simpler approach in which we synthesize a classical simulator S
against a game G that is extended with a quantum API Q. This API
allows S to perform quantum computations in a manner that is safe
by construction. Concretely, Q encapsulates a quantum state that



game Q ={
(+ quantum state =)
var state : Hiessage = Witness;
(+ classical state, storing the latest protocol input computed by the attacker =)
var input : message = empty;
(+ update state using att =)
oracle step (t, tr) = {
$

r < grand;

(input,state) = att(r, (t,state,tr)); }
(+ retrieve the last input given by the attacker «)
oracle get_input () = { return input; }

}

Figure 5: A safe quantum APL

can only be manipulated through a restricted interface, ensuring
that quantum operations remain well-formed. In particular, the API
provides no mechanism for cloning the quantum state.

We present such a safe quantum API in Figure 5. Its internal state
consists of a single quantum variable state and a classical variable
input. The simulator S can invoke the oracle step to update the
value of state. This oracle samples fresh quantum randomness r
and updates state using att(-) together with additional classical
inputs provided by the simulator (t denotes a timestamp and tr the
transcript). Moreover, step stores the next input produced by att(-)
in the variable input. At any time, the simulator may retrieve the
value of the classical variable input by calling the get_input oracle,
since classical values can be safely extracted from the APL

The quantum API Q ensures that the quantum state is handled
safely, i.e. according to a feasible quantum computation. In partic-
ular, the variable state cannot be cloned and can only be updated
through the quantum polynomial-time procedure att(-) using fresh
quantum randomness. As a result, for any classical polynomial-
time program S, the interaction S Q hetween S and Q constitutes
a quantum polynomial-time program. Consequently, Q can be used
to construct quantum simulators against the game G, thereby es-
tablishing quantum indistinguishability via quantum reductions
to G. Informally, we have a rule of the form:

0 DQ,Q #(ﬁo;l_il)
o ~ i
To justify the soundness of this rule, we observe that the crypto-

graphic bi-deduction premise guarantees the existence of a simula-
tor S such that S is a classical polynomial-time program and:

Vi € {0,1}, 89" 9Q() = [ii;].

Since Q is a safe quantum API and S is a classical polynomial-time

. ; def .
program, it follows that the composed program Sog 1= 86
is a quantum polynomial-time program. The equation above can
therefore be rewritten as:

Vie {015,890 = [i]

Hence, Sy constitutes a valid quantum simulator with respect to
the game G, and the indistinguishability iy ~ #; holds provided
that G is secure against quantum polynomial-time adversaries.

In Appendix E.4, we exploit the safe quantum API of Figure 5
to design an induction rule specialized for our quantum execu-
tion model. This induction rule handles the quantum state in the
background, and only asks the user to prove that the output of
the protocol can be simulated when they are provided with the
past inputs, which can be done in practice using a classical sim-
ulator. Using this induction rule and the existing machinery for
classical cryptographic bi-deduction, we obtain a sound automated
procedure for quantum simulator synthesis.

5.5 Dedicated Cryptographic Tactics

SQUIRREL provides builtin tactics for a small set of common crypto-
graphic assumptions. While the bi-deduction-based crypto tactic
is quite powerful, builtin tactics are tailor-made for typical use
cases and can thus be easier to use. Each builtin cryptographic
tactic checks a specific syntactic side condition, in order to en-
sure that the terms under consideration can be simulated using
the relevant cryptographic game. For instance, for IND-CPA, we
must notably verify that the encryption key only occurs in key
position in the terms. Further, these tactics verify that terms can
be simulated in polynomial-time: this is checked through the pptm
judgment from [10], which is verified in the tool using a simple,
syntax-directed automatic procedure.

To obtain quantum variant of these tactics, we must modify
the syntactic side condition to allow for quantum simulators that
manipulate the quantum state in a valid way. Naturally, we must
also ensure that these quantum simulators run in polynomial-time.

These modifications are in fact similar to what we did for crypto:
on the theoretical side, we adapt the pptm judgment into a new
pqtm judgment, by adapting its inductive rule using a similar ap-
proach based on the quantum-safe API from Figure 5; on the practi-
cal side, this gives rise to the same syntactic side conditions ensuring
that the quantum state manipulations required for simulating the
terms fall into our safe fragment.

6 Implementation and Case Studies

In this section, we provide details about the implementation and
the case studies carried out to validate our new approach. The
case studies fall into two categories. First, we conducted proofs for
several KEM combiners to establish their robustness under standard
assumptions such as CPA and CCA. Second, we proved strong
secrecy for two key-exchange protocols from the literature. In
particular, we reproved the BCGNP protocol [21] which had already
been analyzed in PQ-SQUIRREL [24], as an argument showing that
our approach does not lose in expressivity w.r.t. that prior one. The
results obtained are summarized in Table 1.

The proofs presented in this section were initially developed in
the classical setting and subsequently adapted to the post-quantum
setting. While writing the initial set of proofs required a substantial
effort (approximately one to two person-months), their adaptation
to PQC proved comparatively straightforward and mainly involved
minor adjustments aimed at limiting explicit manipulation of quan-
tum states. Overall, this adaptation was completed in less than two
days. Note that none of these case studies can be carried out us-
ing PQ-SQUIRREL as they rely on, e.g., the crypto or smt tactics,
which are not available in that framework. Note that [24] had to go



around the lack of support for generic cryptographic games (which
is provided by the crypto tactic) by modeling the KEM used in
BCGNP as an asymmetric encryption. In our proof for this protocol,
we directly rely on the IND-CCA game for KEMs.

6.1 Implementation

The new execution model presented in Section 2, together with the
associated proof system described in Section 5, have been integrated
into SQUIRREL. The additional checks required by the tactic fa,
which is based on the function application rule of Section 5.2, are
automatically done by the tool. Concretely, fa checks the freshness
of the randomness of a quantum measurement using SQUIRREL
existing machinery used by the information-theoretic fresh tactic.
We adapted the deduce tactic, which exploits the bi-deduction
rules of Section 5.3, by implementing a linearity check for quantum
inputs. For crypto, we implemented our new specialized induction
rule and reused the existing cryptographic bi-deduction machinery.
Finally, no adaptation was necessary for smt, since, as mentioned
earlier, the quantum version of this tactic is obtained “for free”.

6.2 KEM Combiners

We analyze several KEM combiners from the literature to estab-
lish their CPA or CCA robustness. For instance, for the Dual-PRF
KEM combiner introduced in Section 2, we show that it satisfies
CCA security assuming a dual PRF and that KEM1 is CCA. The
development is roughly 740 LoC long, with 170 LoC dedicated to
the specification; the remaining lines are proof-scripts. SQUIRREL
verifies this proof in approximately 10 seconds on a standard laptop.
For the Dual-PRF combiner, we prove that no quantum adversary
can distinguish between the real and ideal games of Example 1
using a sequence of explicit game-hops written in the file.

Among the combiners we studied, most are symmetric construc-
tions, and therefore the proofs are essentially identical whether the
security assumption is placed on KEM1 or KEM2. These symmetric
constructions include XOR, XOR-then-MAC, and Dual-PRF. For the
Nested Dual-PRF combiner, which is not symmetric, we developed
two distinct but similar proofs. For all these combiners, we inves-
tigated CPA and CCA security under the appropriate assumption
on the underlying KEM. The CPA proofs are not subsumed by the
CCA ones as the former ones are established only using CPA as an
assumption. Further, the proofs regarding CCA security are more
involved. Indeed, designing a hybrid CPA from two CPA is rela-
tively easy, whereas building a hybrid CCA from two CCA implies
some ciphertext integrity property, which is not trivial to get when
one of the two KEM may be insecure. Note that we did not consider
the CCA analysis of the XOR construction, since it is well known
that the XOR combiner does not achieve CCA security.

6.3 Key Exchange Protocols

We carried out the analysis of the BCGNP key exchange proto-
col [21], a two-message protocol that establishes a session key
of the form expd(transcript, ki) @ expd(transcript, kg), computed
from the output keys kr and kg of the exchanged encapsulations.
Strong secrecy of this session key, from both the initiator’s and
the responder’s perspective, is established in two separate files.
The corresponding entry in Table 1 reports the sum (in terms of

LoC and execution time) of these two files. Each proof relies on an
intermediate protocol representing the idealized variant in which
the key kj (resp. kR) is replaced with fresh randomness.

Finally, we analyzed a more complex key-exchange protocol
taken from [17], whose specification is given in Figure 6 of the ap-
pendix. The protocol, denoted Csjgma, combines a KEM with Sigma
style authentication [28], and additionally relies on signatures, a
MAC primitive, and a KDF to derive the session key. Our focus
is on establishing strong secrecy of the session key K from the
responder’s point of view. As before, the proof proceeds via an
idealization step. We first carry out the analysis in a setting with
only honest agents and a single session, and then extend the result
to the more complex case of an arbitrary number of sessions. These
proofs rely on several intermediate authentication lemmas ensuring
that whenever an agent terminates, the protocol has proceeded as
expected and both agents agree on the entire exchanged transcript.

All the proofs we conducted were obtained first without using
the smt tactic. As a result, our developments do not depend on the
installation of any external solver. Nevertheless, the smt tactic can
be used to carry out proofs in the presence of a quantum attacker.
To illustrate this point, we performed an additional proof on the
Csigma protocol in the simpler scenario, this time relying on smt.
As shown in Table 1, using smt reduces the length of the proof
scripts by 25%, although it doubles its execution time.

7 Conclusion

We designed and implemented a novel version of SQUIRREL that
supports the mechanization of post-quantum cryptographic proofs.
From a theoretical point-of-view, this was made possible by embed-
ding quantum values inside SQUIRREL’s logic, and by distancing the
semantics of the logic from quantum computability requirements.
This novel approach is more maintainable and expressive than the
earlier PQ-SQUIRREL. In particular, we have been able to adapt to our
setting all recent improvements to SQUIRREL, including its crypto
tactic. We are confident that our framework will enable the inte-
gration of future developments with post-quantum reasoning. Our
post-quantum version of SQUIRREL enabled us to carry-out novel
case studies, taking advantage of SQUIRREL’s latest additions.

Our approach paves the way for new directions of research in the
CCSA line of work. Because our logic explicitly represents quantum
values, we can notably look toward supporting the QROM, or even
extend SQUIRREL to prove the security of quantum protocols, i.e.
protocols exploiting quantum mechanics for security purposes.
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Figure 6: Description of the Csjgua protocol

Outline. We begin with the mandatory Open Science section. Next,
Appendix B provides some background before we formalize our
tailored execution model for quantum computation and introduce
our novel quantum simulation predicate in Appendix C. In Appen-
dix D, we establish the adequacy of our approximate semantics with
respect to its exact counterpart. Finally, Appendix E presents the
proof system underlying the quantum extension of the SQUIRREL
prover and proves its soundness.

A Open Science

This paper provides an extension of SQUIRREL, along with some
case studies. The updated SQUIRREL code and our case studies are
provided as supplementary material in an anonymous git repository:
https://anonymous.4open.science/r/squirrel-prover-pq-0F42/.

B Some Background

In this section, we recall key aspects of the higher-order proba-
bilistic logic introduced in [10], along with some useful notions
from probability theory and quantum computing. We also present a
result (Proposition 3) that will be instrumental in relating the exact
semantics to its approximate version.

B.1 Details on Higher-Order CCSA Logic

Our approach relies on an instance of the general higher-order
probabilistic logic of [10]. We keep the special symbols for names,
boolean connectives, and classical cryptography, and the corre-
sponding semantic assumptions. In addition, we consider special
symbols for representing quantum computations and reasoning
about them, whose semantics is defined in the body of the paper.
We recall below some definitions from [10] for convenience.

DEFINITION 1. Let t be a well-typed term, i.e. & + t : 7. Let M
be a model wrt. E. We define the interpretation [[t]]g/’ﬂp € RVy(r) as
follows:

I = M) (.p)
[ 1 = [ (A1)
M)l = (ae[f]]~ [[tmlfx/m)

where the Dirac 1) € RV (') is such that 12(y, p) = a for all p
and takes irrelevant values elsewhere.

The full syntax for (global) formulas is given below, using anno-
tated versions of logical connectives to distinguish them from their
counterparts used in local formulas:

Fu= AR |FRVE|F3F|3F|V(x:7).F|3(x:7).F
| 4] 1 [¢le | const(t) | adv(t) | i ~7

The satisfaction relation is defined as usual in first-order logic,
and the standard notion of validity (wrt. a class of models) follows.
For instance, we have:

M [ V(x: 7). Fiff. M[x/V] E F forall V € RV (7)

B.2 Probability Theory

We recall some useful notions on measure theory, finite distribu-
tions and statistical distance.

Measure theory. For any set S, we let P (S) be the power-set of S.
A measurable space (S, F) is a set S equipped with a o-algebra
F C P(S), ie. F must be: non-empty, closed under complement,
and closed under countable intersection and union. The o-algebra
generated by a set B C P(S), which we write o(8), is the smallest
o-algebra over S containing 8. A measure space (S, ¥, j1) is a mea-
surable space (S, ) together with a measure i : ¥ — R, which is
a function such that: i) (@) = 0; ii) g(E) > 0 for any E € F; and
iii), y is o-additive, i.e. for any countable disjoint family (E;); of
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events in 7, pu(U;E;) = 3; p(E;). A probabilistic space (S, F, p) is
a measure space of total mass one, i.e. such that ;(S) = 1. For any
measurable set (S, F), we let Distr(S) be the set of all distributions
over S, i.e. the set of measure p such that (S, ¥, ) is a probabilistic
space.

A random variable is a function X : Q — S from a measure space
(Q, Fa, q) to a measurable space (S, Fs) such that X~1(E) € Fq
for any E € Fs. This random variable induces the pushforward

measure lis : Fs — R over S defined by ps (E) def po (X1(E)) for
any E € Fs. Remark that the induced measure yg is a distribution
over S whenever (Q, Fq, jiq) is a probabilistic space.

Discrete distributions. A discrete distribution p over (S, F) is a
distribution for which there exists an at-most countable set [ €
such that p(l) = 1. A discrete distribution y is uniquely charac-
terized by the discrete probability mass function A : S — [0, 1]
defined by A(a) = p({a}) for any a € S. By notation abuse, we
sometimes confuse a discrete distribution y and its corresponding
probability mass function A. The support of a discrete distribution

is supp(u) " {x € S | p({x}) > 0}.

Statistical distance. For any measurable space (A, Fa) and dis-
tributions p, p’ over A, we let dgtat be the total variation distance
(also called statistical distance) between y and p/':

dtat (1 ') = sup |pu(E) — 1/ (E)|-
EcFa

Moreover, if y, i’ are discrete distributions of support included
in a discrete set S C A and characterized by the discrete probability
mass function A, A’, then it is well-known that:

dotac (o) = = 3 |A(@) - ' (@)
2
aesS

We lift the notion of statistical distance to random variables
through their induced distributions: if X7 : Q1 —» A and X : Q3 —
A are two random variables from the probability spaces, resp.,
(Q1, F1, 1) and (Q2, F2, pi2), then dstar (X1, X2) &ef dstat (111, 42)
where pq and py are the distributions induced over A by, resp.,
X1 and X;. We define similarly the statistical distance dgat (1, X)

between a distribution y and a random variable X.

B.3 Primer on Quantum Computing

For any set of classical values S, for instance the set of bitstrings, we
can define its corresponding quantum domain g built over the or-
thonormal base {|x) | x € S} (sometimes called the computational
basis). That is, any element u in Hg can be written as:

u= ZxES ax|x> with ay € C.

We write ||u|| = VX yes |x|? the norm of a vector u, and say
that u is normalized if ||u|| = 1.

Physically, the quantum state represented by u is the superposi-
tion of all the possible x. If measured, u collapses to some x with

2
probability % .

Remark 2. Two vectorsu andv represent the same physical quantum
state iff, u = Ae'® v where 1,0 € R*.

Tensor product. Let S1, Sz be two Hilbert spaces where S; has
computational basis {|x) | x € A;} for any i € {1,2}. We let
S1®S; denote the tensor product of S; and Sy, which is the Hilbert
space with orthonormal basis {|x,y) | x € A1,y € Ay}. Leta =
ZixeA, Ax|x) and b = 3 ca, byly) be two elements of, resp., S
and S;. Then we let a ® b be the element of S; ® Sy defined by:
ZxEAI,yeAz ax * by : |x’y>-

Partial measurement. Let S1, Sy be two Hilbert spaces where
S; has computational basis {|x) | x € A;} for any i € {1,2}. The
partial measurement y1 : (S1®S3) — Distr(A1XS3) over sub-space
S1 of a quantum state represented by the normalized vector:

u= (Z(x,y)eAlez Ax,y |x’ y>) €SS0S,

is a distribution over A; X Sy whose law is given by:

def
#(“)(G,Zye/&z Aa,y ly)) = ZyEAz |0‘a,y|2 for any a € A;.

Our attackers will always perform partial measurement over
their current quantum state, in order to obtain both a new quantum
state, as well as a classical output value to send over the network.

B.4 Approximating Distributions

The semantics of our probabilistic logic requires that all distribu-
tions are computed using a finite number of random coins. Mea-
suring a quantum state a € Hyg 1)+ yields a discrete distribution
A over bit-strings in {0, 1}*. This distribution may not be exactly
computable using a finite number of unbiased random coins. E.g. we
can have a € H{ 1}« such that A = p(a) yields 0 with probability
\/Li and 1 otherwise.

Therefore, instead of using the discrete distribution A : A —
[0, 1] corresponding to a quantum measurement of a when defin-
ing the semantics of the logic, we approximate A using a random
variable approx,(A) : {0,1}?'r — A which is defined using only
a finite number of random bits 2 - r. This definition is split in two
steps, where a first approximation approx?(A) using the first r ran-
dom bits is modified by a second approximation step using the
remaining r random bits to obtain approx,(A). This second step
tries to ensure that A and approx, (A) have the same support, which
is a useful property of our approximation operator (see Remark 1).
Then, we bound the statistical distance between the distribution A
and (the distribution induced by) the random variable approx,(A)
as a function of the precision r.

B.4.1 First approximation approx?(-). Let (A, Fa ) be a measurable
set, A : A — [0, 1] a discrete distribution over A, and letr € N*U{w}
(where w is the first limit ordinal). For any s € A, let ps, ks € [0,1]
be real numbers s.t. ps is the real corresponding to the first r + 1
bits of the binary writing of A(s), i.e.if 2,15 a; - 271 is the binary
decomposition of A(s) then:
k r k +00
A(s)=ps+2—fwithps=2a,~~2_iand2—f = Z a;- 271
i=0 i=r+1

with the convention that ps = A(s) and ks = 0 when r = w.

We assume a total ordering < of the elements of A. We equip
the set {0,1}?" of sequences of r random bits with the uniform
measure when r € N, and the Lebesgue measure when r = w (by
identifying {0,1}* = {0,1}N with the real interval [0, 1]). Then



approx’(A) : {0,1}" — A is the random variable approximating the
distribution A using 2 - r random bits defined as follows:
r 0 def
Vw € {0,1}". approx, (A)(w) =
{S if10.wlr €] Xy <s Pss Ls'<s Ps']

Sdefault  Otherwise

def —i . .
where [0.w|r = Yi<i<|w] Wi - 27" is the binary reading of 0.w,
and Sgefaylt is some arbitrary element of A in the support of A.
By the construction of this random variable, we have that:

ifs #s
Pr,, (approx?(A)(w) _ s) _ {ps default o,
Ddetautt T 2ispeA 3
Proposition 1. If A is a discrete distribution, then:

supp(A
dstat (A, approx?(A)) <2- |P2P#

Proor. For any s € A, we have that:
|Pr(A =5s)— Pr(approx?(A) = s)| =
ks .
{T if s # Sdefault
ks, .
ZSOGA\{sdefauh} z_ro if s = Sqefault
Hence, we have that:
2 - dstat (A, approx?(A))

Z |Pr(A =s)— Pr(approx?(A) = s)l
seA

2t X

r
SEA\{Sdefault }

SEA\{sdefault }

ks
2. Z =
seA
< o lsupp(A)]
2l"

IA

O

B.4.2  Approximation approx, (). We try to modify approxoA () by
adding a small non-zero probability to all elements in the support
of A. This is only possible if r is large enough: otherwise, there
may be more element in supp(A) than elements in the partition of
[0, 1] that we can compute using the fixed number of random bits
at our disposal. Concretely, if |supp(A)| > 2", we let approx,(A) =
approx’(A). Otherwise, we know that [supp(A)| < 2°. Thus, there
exists a distribution I that can be computed using r unbiased ran-
dom bits such that I assigns a strictly positive probability to every

element in supp(A), and a zero probability to any other element:
Pr(I =s) > 0if s € supp(A) Pr(I =s) = 0 otherwise

(I can be easily constructed from a subjection from {1;...;2"} to
supp(A).) Then, we let:

1 1
approx,(A) = (1 - ;) approx?(A) + ?I

This distribution can be computed using r random bits, by using
the first r bits to select the left or right distributions:

1 1
(I—E)approx?(A) or EI

and the following r bits to compute approx?(A) or I.

Proposition 2. IfA is a discrete distribution, then:

|supp(A)]

dstat (approx?(A), approxr(A)) < or

Proor. If [supp(A)| > 2", this is obvious since this distance is 0.
Otherwise, let s € supp(A) and

p="Pr (approx?(A) = s) and ¢q=Pr(I=s).
Then:
|Pr(appr0x?(A) =s) — Pr(approx,(A) = s)i

1 q
< p-{0-3p+3)
< o lp—dl
S% (Sincep < land g < 1)

If s ¢ supp(A), then:
‘Pr(approx?(A) =s) — Pr(approx,(A) = s)| =0
Consequently:
2 - dgtat(approx; (A), approx,(A))
Z |Pr(appr0x?(A) =s) — Pr(approx,(A) = s)i
s

< o
sesupp(A)
< Isupp(A)] o
or

Proposition 3. If A is a discrete distribution, then the statistical
distance between A and the distribution induced by approx?(A) can
be upper-bounded as follows:
|supp(A)] _ supp(A)

or - or—2

dstat (A, approx?(A)) <3.

Proor. We immediately obtain the wanted result using the tri-
angular inequality, Proposition 1, and Proposition 2. O

B.4.3 Notation. If D is a function from a set Sy to distributions
over Sy,i.e. D : S; — Distr(S;) then we will abuse notation and
let, for any r e N* U {w},a € S;and w € {0,1}" :
def
approx, (D) (a, w) 2 approx,.(D(a))(w).
If r = w then there is no approximation error between A and the
distribution induced by approx,(A), and we write:

exact(D)(a, w) def approx,, (D)(a, w).

C Quantum Computation Execution Model

In this section, we formalize our realistic execution model for quan-
tum computation, which we use to model quantum attacker. As
usual in cryptography, we let the attacker have access to oracles,
which we model as order one terms. A quantum computation may
access an oracle in two different ways, depending on how it can
query the oracle. A classical-access oracle can only be queried on
classical, non-quantum, values. For example, such oracles can be



used to model the interactions of a quantum adversary with a pro-
tocol party on the network. By contrast, a quantum-access oracle h
may be queried on a super-position of inputs ), ax|x), and answers
with the super-positions of outputs ;. ax|h(x)) (see Appendix B.3
below for a quick primer on quantum computing). Such oracles rep-
resents sub-procedures of a quantum machines, and allow to model
the QROM. To allow both classical-access and quantum-access
oracles, we will use hybrid classical-quantum machines, whose
executions are composed of interleavings of classical and quan-
tum computations with potentially many quantum measurements
within this interleaving. The former can query the classical-access
oracles, while the latter can query the quantum-access oracles. Such
hybrid classical/quantum computations should faithfully model the
real-world capabilities of a post-quantum attackers, which would
rely on a combination of a classical and a quantum computer.

Outline. We start with a description of how we interface the
abstract types of the logic and the bitstring values manipulated by
quantum Turing machine through encoding/decoding in Appen-
dix C.1. Then, Appendix C.2 present our novel quantum execution
model. Finally, we recall some well-known quantum simulation
of classical computations results in Appendix C.3, and we define
quantum simulation predicate in Appendix C.4.

C.1 Type Encodings

The interpretation domain of a base type is required to be bit-string
Tb

M
[[Tb}]g/ﬂ — {0, 1}* be an injective encoding of [[Th]]g/n as bit-strings,

encodable. consequently, for every 7, € B, we let encode

and decode;’M {0, 1} - [rp, ?M] a corresponding decoding func-
tion (i.e. we must have that decode,;“(encode,r]"(a)) = g for any
aec [[Th]]'r\]/u)'

We usually omit the model M when it is clear from context, e.g.
. Th . Th
we may write encode,,” instead of encode’7 - Moreover, for any

types 7, 7" for which encode,; and encode; are defined, we lift the

encoding to 7 — 7’ by having
encode,;_)r r — T,HIN]A] —{0,1}* — {0,1}*

be such that for any a € [r — 7’ K/ﬂ encode;_ﬂ (a) = encode,T7 o

ao decode; where o denotes function composition.
def . .
We extend encode,, to any quantum type 7 = Hilb;, by having

. def
the encoding encode,r7 of a quantum value u = ZXE[[”MA] ax|x) be

the superposition }; 1 ax|encode,r7'> (x)).

xe[ry
Finally, we let Hilbp be the set of all quantum base types of the

logic:
Hilbg <f {Hilb, | 7}, € BY}.

For any type 7 € B U Hilbg, we let glift(r) be the lifting of 7 as a
quantum type, if necessary, i.e.:
if 7 € Hilb
qlift(r) ' {T e

Hilb, ifreB

C.2 QTM Execution

We now describe our execution model for Quantum Turing Machine
(QTM). We split the quantum execution of an machine on some
input w in two: first, the computation phase, which runs, with-
out measurement, the quantum machine M on w to obtain a pure
quantum state M(w); then, the measurement phase computes
the partial measurement y(M (w)) of the output, which split the
output of M into a classical output and a quantum output. Having
both kinds of output is useful: e.g., to model an interactive quantum
protocol, the classical output will be forwarded to some honest
protocol agent, while the quantum output will serve as a persistent
state, which will be passed back to the quantum adversary M each
times it runs.

Our execution model supports quantum oracle machine. Essen-
tially, a machine Q can call any oracle it receives as input by writing
the input query on a dedicated tape and then going into the query
state of the oracle. It then goes, in one step, to a new state with the
output of the oracle written on the dedicated oracle output tape.
This output can itself be a superposed state, when the oracle is a
quantum-access one. We detail this mechanism below (§Appen-
dix C.2.2).

Outline. We explain how we model QTM and their configura-
tions in Appendix C.2.1. Then, we present the evaluation phase of
our execution model in Appendix C.2.2 and the measurement phase
in Appendix C.2.3. Finally, we discuss aspects related to complexity
in Appendix C.2.4.

C.2.1 Tapes and configurations. We rely on a standard presentation
of quantum oracle machines, where each machine M is equipped
with a finite set of inputs and output tapes as well as a pair of query
and result tapes for each oracle the machine has access to. We do not
describe in details the shape of a configuration C of our machine
M. During its execution, the state of the quantum machine M
cannot be (usually) represented by a single configuration, but rather
by a superpositions of configurations };, ax|Cx). Each step of M
execution modifies this state by applying an unitary transformation
U (called the time evolution operator of the machine M) to it. As
U is a linear operator:

UM(ZX ax - |Cx)) = Xy 0x - UM(|Cx>)

and thus U, can be fully characterized by describing its behavior
on each vector of the computational basis {|C) | C a configuration}.

Quantum machine operates on bit-strings while the logic op-
erates on typed values. To ease the link with logic, we are going
to type the tapes of our quantum machines using base types B,
and we implicitly consider that logical values are encoded or de-
coded to or from bitstring when passed or received to quantum
machines. We can type a quantum machine M with k order 0 in-

puts of types 7}, ..., 7;, a number [ of order 1 inputs (i.e. oracles)
of types Ti‘l — fi"', . ..,r;'l - r;"'; and m output types 77,..., 77,
where:

e every input type Tij and oracle result type Ti/f" is an order

0 type in B U Hilbp, and every oracle query type Tj/f[ is an
order 0 type B (i.e. oracle inputs must be classical).



e every output type r‘/? is an order 0 type in B U Hilbp, and
there is at most one quantum output type, i.e. |{T‘; | j <
m} N Hilbg| < 1 (we discuss this restriction later).

A configuration for a classical machine can be described as a
value inside the product of the domains of the tapes, the head posi-
tions and the states. The domain S 5 of configurations of the QTM
M is simply the quantum lifting of this, that is, the tensor product
of the Hilbert space associated to the corresponding domains.

C.2.2  Evaluation Phase. A QTM M of type:

i

*Z'k

(Tﬁ ko * (Tlf[ - Tj"’) Kook (7';’] - T;I)) —

is a machine with k input tapes, one for each order 0 input; one
query and one result tape for each of the [ order 1 inputs (which
yields 2 - [ oracle tapes); and m output tapes. Moreover, for each
1 < j < I, we require that M has a special oracle query state qi.
and a corresponding result state ¢".. The execution of M w.r.t. the
type structure M (which defines the interpretation of the logic’s
types) on order 0 inputs

(a1,..,ap) € [r ] < -- x [ ]
and order 1 (i.e. oracles) inputs
il irqh il irnn
(u1,...,up) € [[2'1 — 1] ]]MX"'X[[T[ -7, ]]M
goes as follows:

e each order 0 input g is encoded as a bit-string by encode,;
and the inputs ay, . . ., a3 mixing classical and non-entangled
quantum states are lifted to a single quantum value a in
[qlife(z )], @ - - @ [qlift(r))], as follows:

Q.
S

e

aj  ifr’ eHilbg
a= /

’ ’ . ’
a;®---®a; whereVj.a’ = /
! k I-4j {|aj) ifT’/.EB
o then, M is executed starting from the initial quantum state a

on the input tapes and the empty bit-string € on each oracle
or output tape. More precisely, the initial value of all of M’s
tapes (seen as a quantum tuple value) is:

18 Q1<j<i(€®)®Q)icjcme

o M starts its execution, modifying its state according to its
time evolution operator. In addition to the usual transitions
of the QTM, its execution is extended with special transi-
tions for each oracle. More precisely, for any 1 < j <[, the
machine M can call the j-th oracle u; whenever it is in a
configuration in the state ¢’ as described next. Let x and y be
the values on the j-th oracle query and result tapes, respec-
tively. When u; returns a quantum value (i.e. the return type
ri/fr ofujisin Hilbp), if u;j(x) = X, @|ys), then the machine

has a set of transitions, each going with amplitude «; inside

the same configuration but in state q; and with y + y, on
the oracle result tape (the value x on the oracle query tape
is left unchanged). When u; returns a classical value (i.e. if

T",.‘I' € B), then there is a single transition going inside the

same configuration but in state q; and with y +u;(x) on the

oracle result tape.

e at the end of its execution, M’s tapes yield a quantum value,
denoted M(ay, ..., ak, u1,...,u;), which after each input,
output, query or result tape has been decoded from bits and
qbits using the corresponding decode,, is a value in the state
space S of M:

SpE @ lalife(- I @
1<j<k
@ alift(+ )1, @ Lalife(= ] ©
1<j<l

&) [alift(=)17,

1<j<m

In summary, M execution w.r.t. security parameter  and type
structure M is a function in:

([0 DIl <[ = o IExe o x [ = 2 0) — S

Note that M takes as input k classical and non-entangled quantum
values, [ oracle, and outputs a single entangled quantum state over
the tensor products of the k + (2 x I) + m input, oracle query, oracle
result, and output types. The measurement phase, described next, is
tasked with measuring M’s output to split it into several classical
components and at most a single quantum state.

C.2.3 Measurement phase. Finally, the final output of M is ob-
tained by:

e performing the quantum partial measurement u(M/(a, u))
which measure the sub-spaces of M(a, u) corresponding
to: the input tapes; the query and result tapes; the classi-
cal output tapes. Said otherwise, all of M(a, u)’s output is
measured, except possibly for the single quantum output.

e throwing away the content of the input tapes using the
projection sz, which leaves only the outputs.

Taken together, we have that royu — which we denote by Measu remr]

— is a function of signature:

Measuremq Sy — Distr([rﬂ’ﬂg/ﬂ X -ee X [[r(,’”]]g/ﬂ)
Remark 3. We described the execution and measurement phases of
an QTM M where all order 0 inputs precede the order 1 inputs. We
naturally lift it to any QTM M of type

(r’i*u-*rfz)a(r‘l’*u-*rf’n

where ril. either of order 0 or 1 at any position. For any value a €

[t} * - Tfl]]g/ﬂ, we let M(a) be the result of executing M on a,
without differentiating the order of the different parts of the input.

C.2.4  Complexity of a QTM. A QTM M is a polynomial-time QTM
(PQTM) if M execution time is at-most polynomial in the length of
its order 0 inputs — ignoring the time taken by the measurement
and projection phase. Further, we make the following cost model
assumptions:

e CM:ADVRO: The tape containing the adversarial random-
ness p, is read-only.

e CM:OracLECOST: A call to an oracle f on input x costs
the length of the oracle output f(x). That is, the transition

Ix,y) — |x,y + f(x)) takes |f(x)| steps.



We stress the fact that order 1 inputs do not participate in the
computation of the length of M’s inputs.

Proposition 4. Let M be a QTM running in time at-most P. Then,
for any order 0 inputs @ and order 1 inputs f, we have that at the end
of M’s execution on (d, ]7), the length of M(a, ]7) s tapes is at-most
P(lal).

Proor. This is straightforward thanks to our cost model assump-
tion CM:ADVRO. o

C.3 Quantum Simulation of Reversible
Classical Computations

All transitions are not valid transformation of the state of a quantum
Turing machines: notably, valid transformations must be unitary
transformation of the Hilbert-space. Fortunately, our approach is
mostly agnostic in the precise way this restriction can be enforced:
for our purposes, it will suffice to know that any reversible com-
putable function can be implemented by a QTM.

C.3.1 Quantum simulation. It is well-known that any reversible
polynomial-time classical function can be exactly simulated by a
polynomial-time quantum machine.

Theorem 2 (Bernstein-Vazirani [16]). We have the following two
quantum simulation results:
i) Let f : A — B be a polynomial-time computable function.

Then:
7 { Haxs - Hax
' Z(x,y) Ox,y lx,y) Z(x,y) Ax,y |X,y +f(x)>
is computable by a polynomial-time quantum machine.
ii) Let f : A — A be an invertible function such that both f and
f~1 are polynomial-time computable. Then:
f . { WA — 7—{&
| Zxaxc ) o Eeax|f(x)

is computable by a polynomial-time quantum machine.

C.3.2 Error-free quantum computations. An error-free quantum
machine is a QTM M whose output distribution is a Dirac. More
precisely, M is an error-free QTM if, for any input w of M, the
distribution:

M . -
MeasureM’”(M(w)) : Distr( [[T(,}]K/ﬂ)
is a Dirac 1,,. In such a case, we will abuse notation and omit

the final measurement and projection Measurerolf(n (), and directly

write M(w) = w’. We let QTMg stand for the set of error-free
quantum machines, and PQTMg for the set of polynomial-time
error-free quantum machines.

Example 8. For example, the function swap such that

swap(|x,y)) = |y, x)

satisfies the conditions of Theorem 2.ii). Further, this function is error-
free. Thus, there exists M € PQTMg such that M(|x,y)) = |y, x).

C.4 Quantum Simulation Predicate

We now define our quantum simulation predicate for which we
will provide a proof system in Appendix E.

C.4.1 Generalized quantum simulation predicate. First, we gen-
eralize the quantum simulation predicate qadv(+;-) presented in
the body with an additional argument X to control the random
tapes made available to the quantum simulator. More precisely, our
generalized predicate is of the form:

qadvy (t; ts)

where X C {a, h}, t is a term of order at-most one and tg is a term
of type timestamp set. Essentially, qadvy(¢; ts) states that t can
be simulated in quantum polynomial-time using the randomness
{qrnd x | x € t5} for quantum measurements, and with access to
the quantum random tapes {py | x € X}.

We use {a} by default when no set of tapes X is specified, i.e.
qadv (¢; ts) stands for qadv,, (t;ts).

C.4.2 Semantics of qadvy (;+). If p = (pa, pp) is a pair of tapes,

we let py def {(x, px) | x € X} be the subset of p’s tapes labeled
by X.
Let v def T, % rﬂ * rf} be a type where 7, are the order 0 inputs,

7/ the classical-access oracles of classical output type, and T()]‘ the
quantum-access oracles of quantum output type. We consider here
for clarity a specific 7 with all those components in this order, but
the below definition should be understood as allowing any of the
components 7., 7/ and ‘[(A} of the type 7 to be missing, as well as
appearing in any possible ordering and interleaved in 7.

Let ¢ be a term with a type of the form 7 — 7. Let tg be a term
of type timestamp set, then M |= qadvy (t; t5) iff. there exists:

e an ordering < over [ts]7”,
e and two machines M, : PPTM and Mg : PQTM

such that for all:

e security parameter 7 € N and tape p € Ty,
e and inputs:

a=((ac,a5,,23,),2q) € [t * Hilbpso ]

if we let S be the sequence of random values ([qrnd x]],'{/i]p | x €
[[ts]]&p ) orderered by < and:

(We, wg) = fold, (Mc, Mg, S, 1, px)

then:
We if 7% e B
[t]0F (@) = { wq if 7° € Hilbg
(we, wg)  if 79 € B % Hilbg

where fold; (-) is defined inductively as:
e if S = () then fold, (M., Mq, a, S, n, px) is equal to

(MC(IU’ Ac,A) PX)5 aq)-
e otherwise, if S = (s, 5’) then:

fold, (Mo, Mg, , S, 17, px)
if we let w = fold, (Mc, Mg, a, s’ n, px)
M
and(we, wg) = approxrgm(MeasureM’;’)(Mq(l”, w, aAq,px),s)

then (Mc(ln, We, a/lc,px), wq) .



where n is 1y plus the length of the order 0 inputs in a — the lengths
of the random tapes and of the order 1 arguments are ignored.
Further if a is an order 0 input of a quantum type Hilb, (where
7 € B), then its length is the maximal length of any eigenvalue of
a,ie.

. def
ifa= Y aclc) then |a| = max(¢|q, 20y lc|-

Finally, we omit the type © when it is clear from context, and
write fold(...) instead of fold, (...).

Remark 4. The order 0 inputs, which are resp. a for the classical
part and ag for the quantum part, are only used once to initialize the
computation in the case where S = (). On the other hand, the order 1
inputs are re-used at each iteration of the computation: the classical
oracles a, , are given to the classical machine M, and the quantum
oracles a),, are given to the quantum machine M.

C.4.3  Error-free quantum simulation predicate. In the case where
a term ¢ can be simulated by an error-free quantum machine Mg,
the definition above can be significantly simplified by getting rid of
all the aspect related to randomness. We also restrict this definition
to machines that only have access to the adversarial random tape
Pas as this will be sufficient for our purposes.

More precisely, M |= qadvg(¢) iff.

IM. : PTM, My : PQTM. P € N[X].Vn € N.Vp € Tyy,.
Va = ((a, alc,aAq), ag) € [r » Hilbmsg]]?w
if we let (we, wq) = foldg (P(1))

We ifr% e
then [[t}]g/;]p(a) = qwg if 7% € Hilby
(WC,Wq) if 79 € B Hi”)w

where foldg (+) is defined inductively as:

e if N = 0 then foldg (N) is (Mc(17,ac,a;_, pa), ag).
e otherwise:

foldg (N) " if we let w = foldg (N = 1)

and let (we, wg) :Mq(l”,w,alq,px)

then (Mc (17, we, a/lcst)qu) .

D Adequacy of our Approximate Semantics

This section provides details from Section 4.3. We show that, under
certain conditions on a term u, the distance between the approx-
imate and the exact semantics of u is negligible. Consequently,
proving the indistinguishability of two such terms in SQUIRREL,
which relies on the approximate semantics, also implies their indis-
tinguishability with respect to the exact semantics.

D.1 Preliminaries

We first present some preliminaries regarding statistical distance.
The following proposition upper-bounds the statistical distance be-
tween the pushforward measures f (1) and f(u2) by the statistical
distance between the original measures p; and po.
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Proposition 5. Let (A, Fa) and (B, ) be two measurable spaces,
w1 and pip two distributions over (A, Fa), and f : A — B a measur-
able function, then:

dstat (f (1), f(p2)) < dstat(p1, p2)

where, foranyi € {1, 2}, f () is the pushforward of ; by f, i.e. f (u;)
is the measure over (B, ) defined by Pr(f(u;) € E) = Pr(y; €
fYU(E)) for any event E of F.

ProoF. Let E be an event of B, then:
|Pr(f(m1) € E) = Pr(f(p2) € E)|
= |Pr(py € f1(E)) - Pr(pz € f~1(E))|

< sup |Pr(p € E') —Pr(pp € E))
E'€Fa

= dstat (111, 12)

Taking the supremum over all event E, we get that:

dstat (f (1), f(p2)) =
sup |Pr(f(m) € E) = Pr(f(p2) € E)| < dstat(p1.p2) O

Ee¥p
DEFINITION 2. Let (B, ) be a measurable space. The cylinder
o-algebra on the set of functions A — B is the o-algebra generated

by the sets {f | f(a1) € E1,...,f(an) € En} for any integer n,
ai,...,an € A andEq,...,E, € Fg.

Proposition 6. Let A be a countable set and (B, Fg) a measurable
space. Then the evaluation function:
{(A - B)xXA - B
e:
(f.a) = f(a)

is measurable, where A is endowed with the discrete c-algebra and
(A — B) with the cylinder c-algebra.

ProoF. Let E € Fg an event of B. Then:

e"'(E) ={(f.a) | f(a) € E} = Uqenlf | f(a) € E} x {a}
Thus, the pre-image by e of any measurable set can be seen as a

countable union of products of elements in the cylinder o-algebra
and the discrete o-algebra, and is thus measurable. O

Remark 5. As an immediate corollary of Proposition 6, we get that e
is measurable for any finer o-algebra on A — B — a o-algebra
(S, Fy) is finer that another o-algebra (S, [F2) when F1 2 Fs.

Thus, e is also measurable if A — B is equipped with the discrete
o-algebra, which is the finest o-algebra.

Proposition 7. Let (A, Fa), (B, i) be measurable spaces such that
foralla € A, {a} € Fa and for allb € B,{b} € Fg. Let (D, Fp) a
measurable space and (Q, Fo,, jt) a probabilistic space. Let:

AL A - Q — (A - B) K:Q—-D U:Q— A
be random wvariables, where A — B is endowed with the discrete
o-algebra.! If

e (K,U) is independent from A1 and from Ay;
o supp(U) is countable;
o and supp(A;(a)) is countable for anya € A andi € {1,2};

'We could weaken this to only require that A — B is endowed with the cylinder
o-algebra, but we do not need it.



then:

dstat (K, A1(U)), (K, A2(U))) < sup

acsupp(U)

dstat (A1(a), A2(a)).

Proor. Let E be an event of D x B, then:
|Pr ((K,A1(U)) € E) = Pr (K, A2(U)) € E)|
Pr((K,b) e EAU=aAA1(a) =b)
- Pr((K,b) e EAU=aAAzy(a)=b)

IN

aesupp(U),
besupp(A;(a))
Pr((K,b) € EAU = a)-
aesupp(U), |Pr (A1(a) = b) — Pr (4z(a) = b)|
besupp(A;(a))

2

aesupp(U),
besupp(Ai(a))

dstat (Al (a), A2 (a)) .

(by independence)
Pr((K,b) € EAU = a) - dstat (A1(a), A2(a))

IN

IN

sup
aesupp(U)

2

aesupp(U),
besupp(Ai(a))

dstat (Al (a), Az (a))

Pr((K,b) €eEAU =a)

= sup
acsupp(U)

We conclude by taking the supremum over all events E. O

Remark 6. The independence of A; and (K,U) (and of Az and
(K,U)) is necessary in the above lemma.

Indeed, take U an arbitrary random variable (e.g. U = 0), and let
A1 and Ay be random variables ignoring their argument (sampled
according to U) such that Ay is a balanced coin toss T, and Ay = =T
is the opposite of A1. Finally, take K = A1. We have that:

dstat((K’Al(U))’ (K’ AZ(U))) = dStat((Ts T)’ (T’ _'T)) =1

since the images of (T, T) and (T, —T) are disjoint.

D.2 Linking both Semantics for PQTMs

Roughly, the following lemma establishes that for any input a, the
statistical distance between the approximated quantum semantics
[[att(a)]]gj]p and its exact counter-part is negligible whenever ry, is
taken large enough.

Lemma 1. LetM be an approximate model andn € N, such thatM |=
qadv(A(x, xg). att(qrnd {i}, x, x4); {i}). Let A be the input domain
of att(-) and B its output domain, i.e.:

A d:ef

[z * Hilbmsg] 7, x Ly B %" [msg Hilbmsg [y
Let M be the PPTM and Mg be the PQTM provided by the quantum
simulatability assumption on att(qrnd {i},-,-). We let M be the
hybrid quantum/classical computation defined by:

def

M(n,a) = Mg(1", Mc(17, ac, aé, Pa)s af}, aq. Pa)
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for anyn and a = (((ac, aﬂ, aé}), ag),pa) € A. Let Agpprox : A
Distr(B) and Aexact : A — Distr(B) be the functions defined by:

Aapprox (@) dgfp € {0, 1}f§u — approxrgm(Measureg;)(M(n, a),p)

Aexact () difp €{0,1}° exact(Measureg";)(M(q, a),p)
Mg, o

(also, recall that Measurey, " (x) is a distribution over B for any x

produced by Mg).

For anyn € N, we let

def
A, E

{(((ac @, ab),aq). pa) € A | lacl +lagl < n}

be the subset of A of elements of total length at most n,” where the

length of a pure quantum state Y; c;|w;) is max;{|w;| | ¢; # 0}.
Let P € Z[Xy, X¢, X4 be a polynomial upper-bounding M’s run-

ning time, i.e. M(1, a) terminates in at-most P(1, |ac|, |aq|) steps for

any a = (((ac, aé, af}), aq), pa). Then there exists k pq € N that only

depends on Mg such that:

1
zfg/u—f(ﬂ,") ’
(where f(n,n) = kpq - P(n,n,n) —2)

sup (dstat(Aapprox (a), Aexact (a))) <
achA,

PrROOF. M runs in time at-most P. Hence, on input

(((ac at, ag), aq), pa) € A,

we know that the length of M’s tapes (ignoring the tape for the
adversarial randomness) at the end of its execution is at-most
P(1, |acl, |agl) (as M cannot write more symbols on its tapes that
its running time, see Proposition 4). Further, the tape containing
the adversarial randomness still contains p,, as it is read-only (as-
sumption CM:ADVRO in Appendix C.2.4). This shows that

Measureh/}u'(n (M(n, a, pa))
is a discrete distribution whose support is of size at-most
szXP(’%Iat.“,‘aq‘) < zf('lyn)

by taking k o to be the number of input and output tapes of Mg.
Applying Proposition 3 twice, we get that:

1
dstat(Aapprox(a)) Measuren//\u/,(n (M(n.a, pa))) T oS
M
1
dita Dexace (a), Measurel}l, (M(1,2.p4))) < —— =0

We conclude immediately using the fact that the statistical distance
is transitive. m]

We will later use this bound to show that the statistically distance
between the approximated and exact semantics of a particular set
of terms ¢ is negligible.

Note that the length does not account for order 1 oracles and p,.



D.3 Linking both Semantics for Terms

Before establishing a lemma to upper-bound the statistical distance
between the approximate and exact semantics of admissible terms,
we first introduce an extended notion of models where a different
amount of randomness can be used by each quantum slice.

DEFINITION 3. Anextended model M is a model where the amount
of random bits r'N]A] (i) usedin slice i of'[l'sﬂ’n, i.e. the length of [qrnd i] 'N]j],p,
may depend on i, i.e.:

r'NI/ﬂ’ : [[‘[imestamp]]g/U — NU{w}.

As already mentioned, the semantics of a global formula may
not be well-defined in an exact model. The same issue arises for an
extended model M, when there exists some i such that r’le(i) = o.
Indeed, if ¢ is a term with 7, then:

[[t]]g/ﬂ Ty — [[T]]KA]
is a well-defined function, but may not be a random variable. Still, we
can observe that the following fragment of the global logic remains
well-defined, as it only exploits the functional interpretation of
terms, and not their probabilistic interpretation.

Fu=FVF|5F | 1|VYxF|
[t]e | det(¢) | const(t) | qrand(¢;¢) | qadv(t;t)

Indeed, the semantics of this fragment of the global logic is well-
defined in any exact or extended model since:

e det(t) only requires that ¢’s semantics is independent of p,
and is thus well-defined even if [¢]; is not a random variable.

e similarly, M = [¢]e iff. [[t]]g/’ﬂp =1 for any p and 7, and does
not exploit a probabilistic property of [¢],

e the quantum randomness usage predicate qrand(-;-) only
relies on the generalized sub-terms S7g(-) and the exact
predicate (c.f. Appendix E.2);

o similarly, the quantum simulation predicate qadv(t;t) is a
functional predicate.

We write M |=eyt F if F holds in an extended model M, and write
Eext F if F holds in any extended model.

Remark 7. Any property of terms that only relies on standard com-
putational aspects of the semantics (e.g. f-reduction) is valid in any
extended model. E.g.:

Fext [(Ax.t) t' = (Hx - t,})]e~

The following lemma upper-bounds the statistical distance be-
tween the approximate and exact semantics of admissible terms,
where a term ¢ is admissible if, essentially:

1) t never uses a quantum random slice more than once (es-
sentially, if att(qrnd i1, ¢1, q1) and att(qrnd iz, ¢z, g2) are sub-
terms of ¢, then it must be the case that [i; = iz] whenever
[(c1.q1) = (c2.q2)] 1)

2) and if the length of its sub-terms is uniformly bounded.
This lemma is shown by applying Lemma 1 once for each random
slice i. Condition 1) guarantees that there is indeed at most a single
usage of slice i, while condition 2) is used to bound the support of
the set of inputs A, of Lemma 1.

Proposition 8. Lett be a well-typed term in & of type 7,, where t,
is a type of order 0. If there exists k and v,v4 such that:
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1) t is equal to (s i) def (k i) (att(qrnd i,0 i,04 1)) for any
(i : timestamp)

Fext [Vi.t=si]e )
and the quantum randomness is properly partitioned between
the continuation (k i), the arguments (v i) and (vq i), and the
adversarial quantum computation att(i, -, -). More precisely,
we assume a relation <q: (timestamp)? — bool such that <q
is a total deterministic order such that: a) (k i) only uses the
quantum randomness strictly greater than i; b) (v i,v4 i) only
uses the quantum randomness strictly smaller than i. Formally:

Eext Vi. det(i) =  qrand(k i {i'i < i'}) 3)
A qrand((v i,0q i);{i'li >4 i'})
2) (v i,vq i) can be simulated by a polynomial-time quantum
Turing machine, i.e.:

Fext Vi. det(i) = qadv, (0,04 1) {i" [ i>4i'})  (4)

If we let M be the exact model corresponding to M (i.e. M, is exactly
M, except that rg/ﬂ = w for anyn), then:

|[[timestamp]]g/ﬂ|
2fu=f ()

where f is a polynomial that only depends on M.

dstat(ﬂt]]’7 > [[tﬂf'\]/ﬂe) <

Proor. We start with a first observation before introducing the
overall proof structure.

First observation. First, we observe that for any extended model
M, the length of v i and vg i are uniformly bounded, i.e. there exists
a family of length L € NN such that:

®)

This immediately follows from Eq. (4). Indeed, take a model M. We
know that (v i,v4 i)]]g/[I can be simulated in polynomial-time by a
quantum Turing machine. Let M; be this machine and P; a polyno-
mial bounding its execution time. Then, thanks to Proposition 4, we
know that L£7 = Pi(n) is an upper-bound on [[(v i, v4 i)]]g/ﬂ’s length.

M[xL = 1,1 F [Vi. len(v i) + len(ovg i) < x]e.

We conclude by taking Ly, = MaXje [timestamp], Ly
(Note that we only exploited the fact that timestamp is a finite type,
and that we have a bound Ly, for every i. This argument could be

generalized to other finite types in the same way.)

Bounding dstat ([t],, [[t]]g\/[l ). Let n € N be a value of the se-

curity parameter. For every k < |[[timestamp]]:\7/ﬂl, we let My be
the extended model where w bits are used for the first k slices of
[timestam p]]’l\]/ﬂ (when ordered by [[<q]]g/’np), and rg/ﬂ bits are used for
the remaining slices. More precisely, let iy ..., i, be the enumer-

ation of [[timestampﬂ'r{/ﬂ in increasing order w.rt. [<q K/ﬁp

that:

, 1.e. such

i <q - <qip,.
Then:

otherwise

. o ifie{ip... i}
rfl\/ﬂk ={r’7 ’ (6)

Observe that we have M = My and M, = M1,7~



First, using first the triangular inequality and then Eq. (2) for
everyi € [[timestamp]]g/u, we know that:

dstat([[t]]'] s [[t}]f’\]/ﬂe)
dstat([[t]],zmo» [[tﬂg,ﬂl”)

< Z dstat([[tﬂr’{,ﬂi’ [[t]]rf\]/ﬂm)
0<i<ly,

= Z dstat([s i]]’zl\/ﬂi[ir—»ﬂ?]’ [s iﬂgmi+1[iHﬂ?])
0<i<ly,

To conclude, it only remains to bound, for any 0 < i < 1,7, the
quantity:

stat (05 Ty sy B8 T ey @

Take 0 < i < I, and let M; def M;[i — ﬂ?] and M, def
Mi1[i — 1];7]. To upper-bound the statistical distance introduced
when switching the i-th adversarial call from an approximated to
an exact measurement (i.e. the distance in Eq. (7)), we are going to
decompose [s iﬂr’\]/ﬂl and [s i]]g/ur as an application of the i-th adver-
sarial computation to a common quantity, which will pave the way
for the application of Lemma 1.

We first introduce some preliminary definitions before doing the
actual decomposition.

Preliminary definitions. Recall that 7, is the type of ¢ (and is
of order 0). Let 7 be the type decorating att and let 7, def msg,

and 7, def msg (we introduce such generic notations to ease the
generalization to an attacker symbol of a more generic type).

Let x € {I,r} be a label denoting whether we are before or after
switching the i-th call to att(-) from an approximated to an exact
quantum measurement. Then, consider the following functions:

o A, is the function applying the evaluation of the i-th adver-
sary computation:

Rx — [l’[-]]g/ﬂ X '[F,SH,U — [[Z'U]]KA]
Ax 1. (P.pa)
P ) o Tl ()

where tagt def A(x, xg). att(qrnd i, x, xg), the set Ry = {0, l}r&
if x = [ and {0, 1}? if x = r — Ry is the randomness used for
the i-th random slice — and p(p, pa) is a random tape filled
with zero except for the i-th slice (which is filled with p),
and for the adversarial randomness which is filled with p,.
e Ky and V be the functions computing, respectively, [k i] M,

and [(v, vg) i]]MX:

K. : { TrM,f] - (IIT()]]” - [[Tz‘]]”)
1 p = [k iy
—[rM’,7 — [[Tiﬂ’] X Tfsﬂ .

Vi :
o

e ¢ is the evaluation function:

e: { ([[TOHU - [T[ﬂq) X [[To]]'] -

= ([(viog i)]]'y\]/hi’l)a)

[[T[HU

(f.a) = f(a)
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e is a deterministic function which does not take as input any
random bits. By Proposition 6, we know that e is a measurable
function (where the function space is endowed with the discrete o-
algebra, see Remark 5). Ay, Ky and Vy will be shown to be random
variables from the set of tapes Ry for Ay and Ty, for Ky and V.

Decomposition and dstar upper-bound. First, remark that [s i]]g/ﬂx
follows the same distribution as e(Ky, (AxVy)).

Moreover, using Eq. (2), we have that for any tapes p; € Ty, 5
and p, € Ty, 5 that coincide on all components except slice i

[k ilg:, = Dkl Tl =loilfy, Tog 15} = Iog 1, ®
Hence we can swap K; for K, (resp. V; for V,):
dstat ([s iy, Is il )
dstat(e(Kl,Al(Vl)), e(Ky, Ar(Vr)))
= dstat(e(Kp, A/(V))), e(Kp, Ar (V).

Using the fact that e is a measurable function and Proposition 5,
we know that:

datar (e(K1, ALVD). e(Kp Ar(VD) ) <

dstat (K ALVD)), (K1 A (VD))

Our goal is now to apply Proposition 7. As a first step, we want
to see A;, A, V; and K; as random variables sharing a common
probability space. To that we, we consider the space 'I]'&’/u”7 which is
the set Ty, X Ry

e R, provides randomness to A;

° 'I]'Ml’q, minus the i-th slice of randomness, provides random-
ness to V; and K;;

o the i-th slice of randomness of Ty, ; provides randomness
to A;.

The functions A, Ay, V; and K; all ignore the randomness if Th,/[ll .

which they do not use.
Then:

e K; is a discrete random variable, since it only depends on the
quantum random slices that have not yet been changed to w
(see Eq. (3) and Eq. (6)), and can thus be seen as a random
variable whose probability space is a finite set of tapes.

e V; is a discrete random variable, since V; corresponds to the
evaluation of a polynomial-time quantum Turing machine
(see Eq. (4)). Thus, for any n € N, V; can thus only take a
finite number of values.

e A is a discrete random variable since R; is finite. We con-
clude by observing that a discrete random variable is also a
random variable for the cylinder o-algebra (as it is a coarser
o-algebra).

e For A,, we must exploit the fact that att can be simulated
by a polynomial-time quantum Turing machine. We need to
show that A, is a random variable for the cylinder o-algebra.
To that end, it is sufficient to show that:

ATY({f | f(a1) € Ex,..., f(an) € En})

is a measurable event of R, for any arbitrary ay, .
events Eq, ..., E,.

..,an and



Let I € N be the maximum length of the a;’s, and P(x) a
polynomial bounding the number of random bits that A,
may read on an input of length at-most x (which exists, since
A, can be simulated by a polynomial-time quantum Turing
machine). Let:

<]

0P > [IPxTg, - [l
p L (W, pa) = Ar(p')(w, pa)

where p’ is p extended into an infinite bit-strings using zeros.

Clearly, we have that for any p € R;:
Ar(p)(ai) = Ar(pip(r)) (ai).-

for any i and p,.
Furthermore, A, is a discrete random variable. Thus,

{p € {0, 13 | A\i Ar(p)(ai) € Ei}
= {pp' € (0.1} | p e (0. 1PD N A (p) (@) € Ei}
Since A_r is a discrete random variable, we know that
{p e (0 1P | Aj A (p) (@) € Ei}

is a finite subset of p € {0, l}P(l). Thus, the segment:

{pp’ €013 | p € {0, }PD, A\ AL (p) (i) € Ei}

is a Lebesgue subset of {0, 1}. This concludes the proof that
A, is a random variable when the target function space is
equipped with the cylinder o-algebra.

e for any w € [r; K/ﬂ, supp(A;(w)) is discrete since R; is a
finite set of tapes.

e for any w € [[T’-]]’N?A], supp(Ar(w)) is discrete since A, (w)
corresponds to the evaluation of a polynomial-time quantum
Turing machine on input w, and can thus only take a finite
number of values.

Finally, A; and (Kj, V;) are clearly independent random variables
since they share no randomness. Similarly, A, and (K, V;) are
independent random variables. Hence, using Proposition 7, we
know that:

dstat ((Kz, A7 (VD). (K, Ar(vl))) < dstat (A7 (a), Ar(a)).

sup
a€supp (Vi)

Recall that V;(p) = ([(v i, 24 z)}]K/ﬂf pa). Thanks to Eq. (5), we know
that:

for any x € supp(V)). |x| < 2bnthy

(where the length of the of the adversarial random tape pj is ignored,
as in Lemma 1). Hence, using Lemma 1, there exists a polynomial f”
(that only depends on the polynomial runtime of the interpretation
of att in M) such that:

1
sup  dstat(Ar(@), Ar(a)) < ———.
aesupp(Vy) o= (mLy)
We conclude by taking f(n) = f'(#,Ly). -

Proposition 9. Let u be a term of order 0 that can be simulated in
quantum polynomial-time in any extended model:

Fext qadvy,py (us{i|i:T}) )
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Let M be a extended model, M. a PPTM, Mq a PQTM, and R a
polynomial in N[X] such that (M, My, R) form a PTIME hybrid
computation. Then:

foIdT(Mc, Mg, [[u]]g/i]p,s, n, pa), R(n)
fold (Mo, Mg, [, 5.m.pa) | = 270

d stat

where p is sampled in Ty, S is sampled in ([q rand]]g/u)R(”), and $
is sampled in ({0, 1}@)R(n)

Further, the function f(n) is a polynomial whose degree and coef-
ficient only depends on M., Mg, and U (the machine justifying the
quantum simulatability hypothesis of Eq. (9)).

ProoF (skeTcH). The proof'is very similar to the proof of Propo-
sition 8: we replace the approximated partial quantum measure-
ments following each call to Mg by exact partial quantum mea-
surements, one-by-one, starting from the innermost call.

There are R(n7) swaps to perform, and each swap incurs an error:

1
ofu=f"(n.Ly)
where f’(n,L) is a polynomial function whose coefficient only
depends on Mg, and where L, is an upper-bound on the length of
the inputs to Mg in the computation of

fold, (Me, Mg, [u] . S.1. pa)

To bound L, we observe that:

(10)

e Thanks to Eq. (9), we know that there exists U a polynomial-
time quantum machine justifying the quantum simulatability
of [[u]]g/ﬂ Thus, we know that there exists a polynomial upper-
bound on the length of [uﬂ;{/ﬂ

e Thanks to the fact that (M., Mq, R) is a PTIME hybrid com-
putation and to the fact that [[u]]g/ﬂ is of polynomial length, we
know that there exists a polynomial bound L on the length
of the intermediate inputs to Mg during the computation in
Eq. (10). This polynomial only depends on Mg, M, and U.

Thus, f(n) = f' (1, Ly) is a polynomial which only depends on M.,
Mg, and U (the runtime of the machine justifying Eq. (9)). O

DEFINITION 4. We say that a term u is well-formed if u is of order
at-most one, and:
1) ifu is of order 1 then is does not requires quantum measurements,
ie.:
Fext qrand(u; 0) (11)
2) ifu is of order 0, then it must satisfies the assumptions of Propo-
sition 8 and Proposition 9, i.e. there exists k and v, vg such that:

o u is equal to (s i) def (k i) (att(qrnd i,v i,04 i)) for any
(i : timestamp):
Eext [Vi.u=si]e

e there exists a total deterministic order <g: (timestamp)? —
bool such that
Eext Vi. det(i) =  qrand(k i {i'li<qi'})
A qrand((v i,0q i);{i'li >¢ i'})
e (v1i,0q i) can be simulated by a PQTM:

Fext Vi. det(i) = qadv, (0 i,0g 1); {i’ | i >4 i'})



e u can be simulated by a PQTM:
Fext qadvy, py (us{i | i:T})

Note that the definition of ~ states that for the top-level distin-
guisher, the measurement randomness source S is sampled inde-
pendently at random in ([[qrand]]K/ﬂ)R(”) (see Section 4.2). So, when
considering ~ in an exact model, the top-level distinguisher is also

performing exact measurements. We can thus express the adequacy
of ~ as follows.

Proposition 10. Letuy, ..., uz be a sequence of well-formed terms.
Let M be a model and M be the corresponding exact model. If M is
such that rg/[I > n for anyn, then

M Eug,....un ~ Ups1,. .. U2 (12)
if and only if
Me = u, ..
Proor. Let Mg be a PQTM, M. a PPTM, and R a polynomial.
We must prove that
(foldf(/\/(c, Mg, [u1, . un]]’szf 1, Pa)s
stat N
fold, (MCs Mq, [[un+1, e U2 n]],r\]/i]f, S, n, Pa)
if and only if

(foldr (M., Mg, [ug, ..., un]]&p, S, 1, pa),
stat

- Upn ~ Un+l, ..., U2n.

) € negl(n)

€ negl(n)
fold, (Me, Mg, [tn+1, .., u2n] "7, S, pa))

when p is sampled in Ty, S is sampled in ([[qrandﬂg/ﬂ)R(”), and §
is sampled in ({0, 1}@)R()

Using the triangular inequality twice, it is sufficient to prove that
the following quantities are negligible:

(foldr (M., Mg, [ur,..., un]]&’:, S, 1, Pa)s

stat

fold, (M, Mg, [ur,..., un]]KA’]p, S, 1, pa)
fold, (MC, Mq’ Hun+1, L U2 nﬂ&p, S, n, ,Da),

stat npe a (14)
foldr(Mc,Mq, [un+is - - - uzn] e,5, 1, Pa)

Eq. (13) and Eq. (14) have identical proof, we thus focus on the
former.

) (13)

Proof of Eq. (13). First, let v1,...,0; be the order 0 terms in
ui,...,un, and wy, ..., wy be the order 1 terms. Without loss of
generality, we can assume that & contains two special symbols
tape, and tapey, such that, in any extended model My : &,

[tape,] i = pa [tapen] | = pnlgrnd = 0]

where pp[qrnd +— 0] is the tape py, in which the randomness
related to qrnd has been masked. Clearly, tape, and tapey, are terms
satisfying the conditions of Proposition 8 (e.g. for the former, we
only need the continuation k i, which we can take to be k i = tape,,
and we can set (v i,0g i) = (0, witness)).

It is easy to check that the tuple (v1, ..., v}, tape,, tapey,) satisfies
the hypotheses of Proposition 8 since each subterm satisfies these
hypotheses. Thus, we know that:

., 0y, tape,, tapeh]]M,
v1, ..., 0, tapeg, tapey [y

[[01,..

dstat [ € negl(n)
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(Using the fact that r’zM] is larger than n.)
By definitions of tape, and tapey, this yields that:

([o1,- - o115y, pas prlarnd + 0]),
stat o1 € negl(n) (15)
([o1,. - o]y pas pnlarnd — 0])

Then, we observe that thanks to Eq. (11), we have:

[[(Wls cees Wk)]]‘[\’/a’] = [[(WL cees

where p[qrnd — 0] = (pa, pn[qrnd — 0]). Thus:

[grnd—0],
wily §

(ot ilge pas o) = ([ w0 T pa)

is well-defined. Further, this is a measurable function (equipping its
domain and co-domain with the discrete o-algebra). Consequently,
by applying Proposition 5 to Eq. (15), we get that:
([or .o wi, - wiely,» pa),
tat
N\ (o, - - Wil Pa)

Since v1,...,0;, W1, ..., Wi is a permutation of uy, ...,u,, and by
adjoining a value S sampled independently in [q rand]]g/u)R(” ):

) € negl(n).

HOLWL, .

([w1 - ... un]yy,. pas S),
tat
- ([u1, - ~~,unﬂM s ParS)
Applying again Proposition 5 to the above:
(foldr(Mc, Mg, [ur, ... unl(i’. S n. pa),
stat
fold, (M, Mg, [u1, . ..,un]]g/hp,s, 1, Pa)
Further, thanks to Proposition 9, we have that:
fold (Me, Mg, [ur, ... un]fi’. S 1. pa).
stat A
foIdT(MC, Mg, [u,. ,.,un]]&f,S, 1, Pa)

) € negl(n).
) € negl(n). (16)

) € negl(n). (17)

where $ is sampled in ({0, 1}@)R()
Finally, using the triangular inequality, Eq. (13) follows from
Eq. (16) and Eq. (17), which concludes this proof. O

D.4 Main Adequacy Theorem

We are now ready to state and prove our main adequacy theorem,
which states that the approximated and exact semantics coincide
on a subset of global formulas, which we call well-formed.

DEFINITION 5. A global formula is said to be well-formed if its
lies in the fragment:

Fo 2= FoVF. |FeAF|1|5F
| Vx.const(x)=> Fe | 3x. const(x)A Fe
| [t]e | det(t) | const(t) | qrand(t;t) | qadv(t;t) | [t] | ~T

where all the terms appearing in the overwhelming truth [-] and
equivalence predicates ~ must be well-formed (c.f. Definition 4), and
where all terms appearing in the predicates: [-]e, det(-) and const(-)
must have a finite type.

Remark that we do not require anything of the terms appearing
in the other predicates. E.g. a well-formed global formula Fe may
contain qrand(t;¢") as sub-formula, for any term t. Further, the re-
strictions requiring that quantification are over variables satisfying
const(-) could be modified to use any other predicate that ensures



that the interpretation of the quantified variable x is independent
of the rK/ﬂ component of the random tapes.

DEFINITION 6. In Theorem 1, we say that a model M is such that
rg/n is large enough for a well-formed global formula Fe if 2 asymp-
totically dominates the cardinal of the interpretation of the type © of
any term appearing at the top-level in the predicates [ -], det(-) and
const(-). Furthermore, we require that r’,{lﬂ is at-least 1.

More formally, for all t such that [t]e, det(t), or const(t) appears
in Fe, if we let v be the type of t then we require that for all n:

[ G A

and
2

n
2

—
n—+00
We now recall and prove our main adequacy result Theorem 1.

Theorem 1. Let M be a model, M the corresponding exact model,
and Fe a well-formed global formula. Ifr'ZM] is large enough then:

MEF iff M.k Fe.

Proor. We prove this by structural induction on the formula Fe.
e This is trivial for the false atom L.
e For the boolean connective V, A, 5, this immediately follows
from the induction hypothesis. For example,
M | = Fe iff. M £ Fe
iff. Me | Fe
iff. Me =5 Fe

(by induction hypothesis)

Other cases are similar.
e For universal quantification, we observe that:

M = V(x : 7). const(x) = Fe (18)
if and only if,
foranya € ﬂ,][[r]]gm, M[x +— 1,] E Fe
By induction hypothesis, this holds if and only if:
foranyae M, [), (Mlxm 1) LR (19)

where (M[x — 1,])¢ is the exact model associated to the
approximation model M[x +— 1], and where 1, is such that
1,(n)(p) = aforany n € Nand p € Ty,

Recall that an approximation model and its corresponding
exact model only differ in: 1) their set of random tapes; 2)
the interpretation of the att declared symbols; 3) the inter-
pretation of defined symbols.

Let M€ be the exact model associated to M. We want that:

(M[x - 1,1 =M[x > T,], (20)

First, we observe that both models have the same underlying

type structures, since type structures are identical in an

approximation model and its corresponding exact model.

Then, we observe that:

— The factor r’zM], and the interpretation of att, are identical in
the exact models (M[x - 1,])¢ and M®[x — 1], since
switching to an exact model from M or M[x +— 1,] has

the same impact on both r’zM] and att.
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— All declared symbols different from x and att have identi-
cal interpretation in both models, as they are left invariant
by an exact/approximation model switch, and by the ex-
tension of a model with a new binding [x — -].

— x has the same interpretation 1, in both models. Actually,
this would hold for any binding x + A where A is such
that its interpretation does not depend on the quantum
component of the tapes (i.e. the part of the tape corre-
sponding to rg/ﬂ).

— All defined symbols have identical interpretation too, since
their semantics only depend on the existing declared sym-
bols and the set of tapes, which we show identical in the
points above.

Consequently, we proved Eq. (20), and we know that (M[x

1,D)¢ is equal to the model M®[x +— 1,]. Thus, continuing

from Eq. (19), we know that Eq. (18) holds if and only if

foranya € ﬂn[[r]]gm, Me[x - 1,] E Fe.
By definition, this holds if and only if:
M€ |£ V(x : 7). const(x) = Fe,

which concludes this case.
o For existential quantification, we use the fact that Jis equiv-
alent to = V.
For [t]e, det(t) and const(t), we observe that since rg/ﬂ
large enough for Fe (c.f. Definition 6), we know thanks to
Remark 1 that:

is

supp([t]yy) = supp([[t]yy,)-

Thus, the family of random variables [t], is, resp., always
true, deterministic or constant iff. the familey of random vari-
ables [[t]]M is, resp., always true, deterministic or constant.

e For qrand(t;t), we observe that [t],, and [[1‘]]Me access ex-
actly the same part of the random tapes.

e For qadv(t; ts), this follows from the fact that the finalization
function Measure is changed in the same way in the seman-
tics of a term and the semantics of the predicate qadv (-;-).
Thus, we can reuse the machine provided by qadv(-;-) in M
to show that the predicate also holds in M, and conversely.

e For i ~ 7, we use Proposition 10.

e For [¢], we directly use Proposition 8. O

Corollary 1. Let Fe be a well-formed global formula. If:
- Fe

then M |=Fe for any exact model M.

Proor. Let Fe be a well-formed global formula. By hypothesis,
we have |= F, i.e. Fe is satisfied by any approximation model.
Take an exact model Me, and let M be an approximation model
corresponding to Me such that rK/ﬂ is large enough for Theorem 1

to apply. Thus, Me [ Fe. O

E Leveraging SQUIRREL’s Proof System

We start by providing in Figure 7 a proof system for our quantum
simulation predicate gadv(-;-) which plays a crucial role in our
proof system.



qadvy(;ts) X €X'

qadvy (t;ts)

qadvy (t;ts) [tsNitg=0]e
qadvy (t; ts U £5)

qadvy (£;ts) qadvy (t';£5)
[ts Nt5 = 0]

qadvy (t t';t¢ Uts).

qadv,, (Ax. att(qrnd t,x); t)

adv(t)
qadvy,, (t;0)

Figure 7: Our quantum simulation rules.

We denote C,N,U, and 0 the function symbols on the type
timestamp set representing, resp., set inclusion, intersection, union,
and the empty set.

Theorem 3. The rules given in Figure 7 are sound.

Proor. We prove each rule one by one:
e Rule
validity of gadv(t; ts) with some ordering < over [ts z&p , we
need to build M, M;I and <’ for qadv (t;ts U tg). We set <’

as <, but which extends to [[t;]]g/up by putting all its elements

: Let Mc, Mg be the machines coming from the

after the ones [[ts]]g/’up (in any arbitrary order). M. simulates
My, but during the fold, operation, but once all elements
of [[ts]]g;ﬂp have been consumed, it instantly returns.

e Rule
to be computable by a polynomial-time quantum machine.

e Rule : If we can simulate with some randomness, we
can simulate with more randomness.

e Rule : This is by the axiom of Section 4.1.4.

e Rule : Let M, Mq be the machines coming
from qadv (¢; ts) with order <. Let M, Mé be the machines
coming from qadv (¢’; tg) with order <’. We simply first sim-
ulate the second one, and then the first one, by constructing
<"’ as the union of < and <’, with in addition the fact that
all elements in ﬂts]]g,hp comes before the ones in [[t;]]g/’up. ]

: This is by hypothesis, as we always require att

E.1

As already said, thanks to our general approach which fully embeds
the quantum values inside the logic, we directly inherited these
rules from [10].

Core Logical Rules

E.2 Quantum Indistinguishability Rules

We first define the qrand(-; ) and polylen(-) predicates and present
our proof system for ~.

Quantum randomness usage predicate. Re-using the notion of
generalized subterms STg (u) from [9, Figure 8], and if M is a model
of &, we let M = qrand(u; ts) iff. for all (@, ¢, att(r,v)) € STg(u),
r is of the form (qrnd t) and M | [Va. ¢ — t C ts]e
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Poly-length predicate. For any term t, we define the global predi-
cate polylen(t) such that for any model M:
e if t is order 0, M [ polylen(t) iff. 3P polynomial. Vy €
N.Vp € Tuy. [[t15 1 < P(n)
o if t is order 1, M [ polylen(t) iff. 3P polynomial. Vy €
N.Vp € Ty Ya, |[t]{ (a)| < P(n +a])

Rules for quantum indistinguishability. We now present our proof
system for ~.

Theorem 4. The rules of Figure 8 are sound.

Proor. We prove all rules of Figure 8:

o Rule FA:App: In the classical setting, we simply follow the
proof of [10]. That is, given a distinguisher D over the conclu-
sion, we build a distinguisher over the premise that receives
w, f, t, calls the oracle for f over ¢, then simulates D over
w, u where u is the results. We know that u is of polynomial
length and can safely be copied from the oracle output tape
to the working tape thanks to the polylen premises.

o Rule FA:Aprp-0: Consider the previous proof. It directly maps
to a similar construction when the result of f is quantum.

e Rule FA:ADV-0: Given a distinguisher O against the conclu-
sion, we build a distinguisher over the premise that only
receives w. We rely on the two machines M. Mg that allow
to simulate ¢ with the computation

Cig = fold; (M, Mg, 0, ([qrnd T]]'N]j]p |Te [[ts}]gj]p),ry,pa).

Based on the definition of fold;, note that for any ¢4 such
that it has the same length as tg, the distribution produced by
Cts and Cy,, are equal. Further, as we know that w does not
have any probabilistic dependencies with the lists ([qrnd 7] K/ﬁp |
TE [[ts]]g/’np ) thanks to the additional premises, we even have
that the joint distributions corresponding to [w] K/ﬁp ,Crs and
[[W]]g/hp ,Ct,, are equal. As we can trivially construct a tg
that has the same length as tg and only uses the randomness
accessible to D, we can simulate C;,, and then pass w and its
result to O, the whole simulation yielding a valid simulator
against 4 ~ 0.

e Rule FA:ADpv-1: Given a distinguisher on the conclusion, we
use the simulator for ¢ to answer all its oracle queries for
t. As the simulator does not need any measurements, it is
trivially added to the computations.

o Rule FA:SINGLE: Similar to FA:Apv-0.

e Rule FA:Dur: The new distinguisher duplicates the last input.
Note that this is not possible for a quantum value.

o Rule FA:WiTNESss: The top distinguisher simulates the bot-
tom distinguisher, by extending its inputs with e (whose
quantum lifting |€) is exactly the value of witness). O

E.3 Bi-Deduction

We now formally define our novel notion of quantum bi-deduction.
The inputs iy and #; are two sequences of terms of the same length
with compatible types, i.e. such that for all i, the i-th terms in
and i; have the same type. We require that i, i; only contain
terms of type © where 7 is either of classical order at-most one,
or of quantum order zero. We make the same assumptions for the



FA:Arp
&;0 + polylen(f) A polylen(f”)

&Oruf,t~7f,t

&0+ (ft)~0(ft)

FA:Aprpr-Q
&;0 r polylen(f) A polylen(f”)

for f of classical order 1

E;0+i,q(f),t ~3,q(f),t" for f of order 1 with a quantum output type

&:0ri (ft)~5,.(ft)

FA:Apv-0
t of order 0 E;0+ [tsNtg =0]e &;0 + qadvp([;{)a}]tts
EOFU~T &;0 F grand(i; ts’) A qrand(d; ts)

EOFuUt~7Dt

FA:SINGLE
E;0F [tsNts =0]e
E;0+ ﬂ,to ~5,t1

and classical input type

FA:Apv-1
t of order 1 &E;0 + qadvp([; {)a}]t0
EOrU~T

E;0ri,t~7,t

&0+ qadvp([; {)a}lfts
&E;0 + grand(i, ty; ts) A qrand (3, ty;tsr)

EOrUfty~0,fh

FA:Dup
E;0F l_i,t() ~5,t1

E;OF ity tg ~ T, 1y, 1

for to, t1 of classical types and of any order

for f a quantum or classical oracle

FA:WITNESS
EOrU~T

&;0 + U, witness ~ ¥, witness

witness is a symbol of type Hilb,,, that is always equal to |€), where € is the empty bit-string.

Figure 8: Reasoning rules over ~

outputs g, J1. Further, we require that 3; contains at-most one term
of quantum type. The semantics of &> is:

M = X : #(ido; ti1) > #(Do; 1) iff.
M  3f. qadvg(f) A VZ. [f(Z i) = dole A [f(X. 1) = T1]e.

In a predicate X : 4 > g, the inputs X are uniform argument of the
simulator, i.e. there must exists a single simulator that can compute
o from the inputs i, X for any value of X.

Remark 8. The classical bi-deduction predicate of [7] is of the form
i > U, with several restrictions. First, the terms 1 and v must be of
order-0, as this work predates the higher-order extension [10] that
added supports for A. Second, quantification is restricted to be over the
types timestamp and index, which are finite and fixed types. Third,
they require that il, 0 are classical terms, since they do not target post-
quantum cryptography. For the first two reasons mentioned above
(excluding the restriction to classical terms), the predicate in [7] does
not need to support uniform argument as we do. Remark that the
need for uniform argument is unrelated to the extension to quantum
values: it is needed because we allow order-1 classical term.

As it is the case for classical bi-deduction, we have a rule:
BIDEDUCE->

170 ~ 131 0: #(ﬁo;ﬁl) > #(170;271)

Uy ~ U1
linking quantum bi-deduction and quantum indistinguishability.

Theorem 5. The rule BIDEDUCE-> is sound.

Proor. Consider a winning distinguisher 8 against gy ~ 01
(we denote as a single computation 8 a folding of classical and
quantum Turing Machines). Given a model M, 8 can distinguish
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whether it receives [[50]];\7/’[") or [51]]&/) . Further, we know that we
have a function f such that:

M E qadvg (f) A [f (o) = dole A [f(d1) = G1]e.

Then, on input [[ﬁo]]g/’ﬂp or [[ﬁlﬂg/;]p , by first calling f, we get
[[50]]”\7/1’]/) or [d; 'Nl/hp , that B can distinguish. Thus, the composition of
f and B is a distinguisher against iy ~ #1. Thanks to our definition
of distinguishers using folding classical and quantum computations,
the resulting machine is clearly quantum polynomial-time as it is
the composition of 8B, which satisfies an instance of qadv (¢; t5),
with f, which is such that qadvg (f). O

We present a proof-system for quantum bi-deduction in Figure 9,
which is an adaptation of the existing proof-systems for classical
bi-deduction [5, 7].

Remark 9. The rules implemented in SQUIRREL bi-deduction engine
are slightly more complicated than the rules in Figure 9, as they
support conditional inputs and outputs. A conditional term (¢t | f)
is a term that is guarded by a boolean condition f: formally, (t | f)
is syntactic sugar for (f,if f then t else L) where L is an arbitrary
symbol of the same type ast.

Theorem 6. The rules of Figure 9 are sound.

Proor. For each rule, we build the simulator justifying the con-
clusion from the simulator justifying the premise.

e BD.SpLIT - Given functions ﬁ(ﬁc,ﬁ;), we directly define
f(ﬁm ft}l, ) ftq) =hf (ac, a}])s B (aCs ﬁg)

e BD.FA - Direct, as the set of functions such that qadvg (f) is
closed under composition (thanks to the exact notion).



BD.SpLiT BD.FA BD.TrANS BD.WEAK

5> o o1 - 5> = onp - S - - - | - -, > =22 - - RN -

X, Ug > 01 X :le,Ug > 0p X:u>o qadvE(f) X:le g >w X :lUe, Uy, WD O X:u>w

R TR T, EISTE) % il i @ 5§ Riioow

BD.DED

BD.REWRITE BD.QuANT BD.LAMBDA Xk [w{y = a} =vle
X:tpg>0 X+ [tg =1uq]e Xy:tuc>o Q € {3V} enum(7) Xy:tuc>o X:uAjwra
X:u oo X:te>Q(y:7).v Xittle> AMy:7).0 X, ljw>o

Bold terms #, 9, . . . denotes pairs of sequences of terms #(#g; i1 ), #(D9; 1), - - - - In all the rules, @, must be a sequence of purely classical terms. We factorize common behavior,

e.g. we write f (#(io; 1)) instead of #(f (#p); f (#i1)). In BD.QuaNT and BD.LAMBDA, we require that y has been properly renamed, i.e. that y ¢ X. Recall that all terms are of

order at-most one, and that order one terms are classical.

Figure 9: Proof-system for quantum bi-deduction.

e BD.TraNs - Given functions fi (iic, ) and fa(ic, 15, W), we
define f(z_ic,ﬁ,ll,ﬁ,ll) = fz(ﬁc,i't,zl,ﬁ(ﬁc,ﬁq)).

e BD.WEAK - This simply drops parts of its input.

e BD.REWRITE - By rewriting inside the definitions.

e BD.QUANT - The simulator directly enumerates the possi-
ble values, and in essence replaces existential or universal
quantification by a disjunction or a conjunction.

e BD.LamBDA - The equality in the conclusion holds by func-
tional extentionality. The quantum polynomial-time condi-
tion follows from the definition of qadvg(-).

e BD.DED - This rule follows from the purely classical seman-
tics. m}

We can easily generalize this system to allow tuples in the se-
quence of terms, and keeping the restriction that at most one el-
ement on the right-hand-side is quantum, to be understood as at
most one element either in the sequence of terms or the tuple
components is quantum.

E.4 Cryptographic Bi-Deduction

We are now ready to define how we do quantum cryptographic
bi-deductions. We rely on the programming language of [11] to de-
scribe adversary, simulator and cryptographic games, that we only
adapt in minor ways to make it capable of capturing the quantum
simulators we are interested in. Our changes are only superficial
(e.g. we allow variables to have quantum base types, when [11]
only allow variables with base types). Crucially, we do not modify
the semantics of this programming language. Thus, this language
suffers from the issues of the logic: it allows to write programs
representing unreasonable computations. E.g. the function

F(q: Hilbug) = {
ro & grand;
r & grand;
Yo « att(ro, q);
y1 < att(r1,q);
return (yo,y1)

}

uses the quantum value g twice. Thus, it is clearly not quantum
polynomial-time, even if att(-, -) is quantum polynomial-time. Yet,
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this function is a valid syntactic program with a well-defined se-
mantics, even though this semantics cannot be computed by an
efficient quantum machine. We address this issue as we did for the
logic, by restricting ourselves to quantum polynomial-time program
whenever needed.

Quantum imperative programming language. We do not describe the
language syntax or semantics in detail here, and only present its
main features (we refer the reader to [11] for details). We assume
given a library £ of function symbols, where each symbol I €
L comes with an associated type type(s). The library represent
functions that are shared between the logic and our imperative
programming language: we will only consider (logical) environment
& and base axioms © that are compatible with the library £, i.e. that
are such that for any symbol | € £ with type 7, wehave E +1: 7
and &, © [ adv(l), or [ is the att symbol. In [11], all library symbols
I € L are required to be classical polynomial-time: thus, we loosen
this condition and also allow for the quantum polynomial-time
function symbol att.

We assume a set of program variables Xj, where each variable
x comes with a type type(x) € B U Hilbg, which restrict program
variables to base types or quantum base types, ensuring that they
can be encoded as bit-strings — here again, [11] only allowed for
classical base types. We consider well-typed expressions built on
top of Xj, £, and two special symbols: b of type bool used to
indicate if we are considering the left or right variant of a game; n
of type int which always contain the security parameter. We use
a standard imperative first-order programming language, whose
syntax is given below:

p Loy (assignment)
| p1;p2 (sequence)
| if e then p; else p2 (conditional branching)
| while(e){p} (while loop)
| abort (abort)
| skip (no operation)
| & Tle] (random sampling)
[0 Op(€)eg el (oracle call)



Most of the constructs are standard, but for the last two cases
which deal with random samplings and oracle calls. Before describ-
ing them, it will be useful to explain how probabilities are handled in
this language. This language relies on an eager probabilistic seman-
tics, in the sens that all randomness is sampled before the program
starts its execution and stored into a program random tape p —
concretely, p = (p|7)1e7 is a finite collection indexed by T € 7~ of
sub-tapes p|7, where each sub-tape is a finite array of random bits
(all sampled independently uniformly at random). Then, whenever
a program wants to do a random sampling, it simply reads some
random bits from p.

More precisely, if v is an expression with base type 7, then v &
T[e] sampled a value of type 7 (using the same distribution than for
names of type 7), where the necessary randomness is extracted from
the sub-tape with tag T at offset e. The statement v < O (€) [¢y; €]
calls the oracle f of the game G on inputs €, using éy as offsets for
the global randomness, and ¢} as offset for the local randomness. We
refer the reader to [11] for a detailed description and the semantics
of random samplings and oracle calls. As mention earlier, we make
no modifications to the semantics of [11].

Cryptographic games. A game G is of the form:

game G = {

$ $
Varrg € 7,;... Varrp < 7,;
Var X ¢ €15 ... VAT X < €pp;

oracle fj (...) = body;

oracle fj (...) = body;
}

where var r; < 7, declares a new randomly sampled variable of type
T;, varx; < e; declares a new variable initialized to e;, and each oracle
body body; is of the form:

8 .8
varr'y ¢ 7,;... varr'y < 7,; p; return e

and consists in a sequence of local random variable declarations, a
body p, and a returned value e.
For any game G, we let G.glob, G.globg and G.oracles be, resp.,
the set of global variables, global randomness and oracles of G.
An adversary against a game G is a well-behaved programs that

i) does not access G’s internal variables or randomness,

ii) does not directly read the special bit b indicating which side
of the game is being executed,

iii) properly feed randomness offsets to oracle calls (i.e. local
offsets are fresh, and global offsets are consistent across
oracle calls),

iv) linearly use quantum variables.

Only condition iv) is novel, and needed to deal with our extension
to quantum adversaries. We refer the reader to [11, Appendix B.6]
for more details on conditions i) to iii).

Safe quantum API. We are now ready to introduce our novel notion
of safe quantum APL

DEFINITION 7. A safe quantum API Q is a cryptographic game
such that SQ isa quantum polynomial-time program for any classical
polynomial-time program S.
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Formally designing an effective syntactic characterization of this
property is out-of-scope of this paper, but the informal characteri-
zation below will be sufficient for our needs. To check that a game
is a safe quantum AP, it is sufficient to verify that: i) all its oracle
have only classical inputs and outputs; ii) it stores a finite number
of quantum states, which are subject to a linear usage condition
ensuring that a state is never used more than once; iii) all its oracle
uses only quantum polynomial-time library functions.

Proposition 11. The API in Figure 5 is a safe quantum APL

Quantum cryptographic bi-deduction. We recall that Hiinitr’\]/;]p is the
initial memory of the game G (see [11]) on side i € {0, 1} using the
model M to interpret library function symbols and the tape p to
provide randomness to the adversarial function symbols.

DEFINITION 8. A bi-assertion ¢ is a valid initial memory for a
game G w.r.t. an environment & and a set of global formulas © if for
any M : & satisfying ©, for any i € {0,1}, 1 and p, we have:

i np
M. 7. p, iy B @
(wherep is the tape p filled with zero but for the sub-tape (tag 4, bool)
which is set to pa).

We use bi-deduction judgements of the following shape:
&06:C(py)ruvgo

We make no changes to the syntax or semantics of bi-deduction
judgement w.r.t. [11], except that the game G uses our slightly
modified programming language that can describe (some) quantum
computations. Crucially, we do not allow the simulator S witness-
ing the bi-deduction judgement to be a quantum polynomial-time
adversary: as in [11], the simulator must be a classical adversary.
Instead, we synthesize quantum simulators by wrapping all quan-
tum computations in a safe quantum API Q, allowing the classical
simulator S to manipulate quantum values safely (e.g. S cannot
clone a quantum value). To do so, we will need to extend an existing
game with additional variables and oracles.

DEFINITION 9. The composition Gy - G1 of two games Gy and G1
is the game obtained by concatenating all declarations of Gy and G .
It is well-defined whenever the two games share no oracle names, no
global variable nor global random variables:

Go.oracles N Gy.oracles = 0
(Go-glob U Gy.globg) N (G1.glob U G.globg) = 0
Example 9. For example, consider the games below:

game Go ={
varx & T;

oracle f(..)={pr}
! }

game G = {
vary = 0;
oracle g (..)={pg }

game Go1 ={
game G2 ={ var x & T;
vary <i; vary =0;
oracle f(..)={ } oracle f(.)={pr}
} oracle g (..) = {pg }

}
The game Go1 is the composition of Gy and G1, but Gy cannot be
composed with Go (because of f), and G cannot be composed with
Go (because of y).



Obviously, it is always possible to rename the oracles or variables
of a game to obtain an equivalent game for which composition is
possible.

We can now state our rule for quantum cryptographic reductions.

Lemma 2. Let G be a secure game against any quantum polynomial-
time adversary. Let Q be a safe quantum API such that the composition
G - Q is well-defined. Then, the following rule is sound:

RepucTION

&E;0 + Valid(C) &;0;C; (¢, 9) F 0> g.q #(to; 1)
E;0F iy ~ 1
assuming that ¢ is a valid initial memory for G w.r.t. & and ©.

Furthermore, if Q is the safe quantum API of Figure 5, and if

is such that &;0 [ Q.state = state ¢, then the rule above can be
strengthened by replacing its conclusion by:

&E; 0 F i, state to ~ Uy, state t1.

PRroOF (SKETCH). The bi-deduction premise ensures the exis-
tence of a classical polynomial-time adversary S against the game

G - Q such that:
vi e {0,1}, S9°9() = [u].
Since Q is a safe quantum API and since S is classical, we know that

; def . . . . .
Sog i de 89 Qisa quantum polynomial-time adversary against
the game G. Since

Vie {01}, 8§ = [ail,

Sy is a valid quantum simulator against the game G, and the in-
distinguishability 4y ~ i is valid assuming G is secure against
quantum polynomial-time adversaries.

Further, if Q is the safe quantum API of Figure 5, then the simu-
lator:
Slgi() def {17 — Sogi(); return (ﬁ,Q.state)}
is a valid quantum polynomial-time adversary against the game G,
Indeed, the quantum variable Q.state is known to to be live at that
program point, and since S is an adversary against the game G, it
is allowed to access the variable Q.state. We conclude by observing
that since g is such that §;0 = Q.state = state t, we have:

Vie {01}, ST() = [(@; state ;)] O

Inductive quantum simulator synthesis. The proof-system of [11]
for cryptographic bi-deduction features an induction rule allowing
for the synthesis of recursive simulators. This inductive rule is
used to synthesize simulators for terms with (mutual) recursion,
and [11] provides a non-trivial fully-automated inductive proof-
search procedure allowing to automatically apply the inductive rule.
Example 10 below shows that inferring quantum simulators for
terms with mutual recursion in full generality introduces additional
difficulties. Instead, we will present how to adapt the procedure
of [11] the post-quantum execution model we presented in Figure 2.

Example 10. We show in Figure 10 two examples of (mutually)
recursive functions that cannot be simulated in quantum polynomial-
time: on the left, because the quantum value produced by (f n) is
consumed twice, once in (g1 n) and once in (g2 n); on the right,
because (u n) is consumed by both (v (2 n)) and (v (2 n+1)).

31

inductive nat = Z : nat | S : nat — nat.

let f (n: nat) =

match n with let u (n:nat) =

| Z — (witness, €) match n with
|'Sp — atto(g1 p, 82 p) | Z — (witness, €)
|Sp — atto(u p,vp)
and g; (n:nat) =

let st, _ = atty(fn) in and v (n:nat) =

st let _,inp = atto(u | 5 ]) in

inp
and gy (n: nat) =
let _, inp = atty(f n) in
inp
We assume given three symbols att, att; and atty, representing quantum
polynomial-time functions. We assume that att is of type
(Hilbpsg * msg) — (Hilby,sy * msg), and att; and att; are of type
Hilbpsg — (Hilbysg * msg). For the sake of simplicity, we omit the quantum
randomness argument for all quantum functions. Here, | x | rounds x to the
greatest integer smaller or equal to x, € denotes the empty bit-string and

witness is an arbitrary constant of type Hi]bmg.

Figure 10: Example of a set of mutually recursive functions
that cannot be simulated in quantum polynomial-time.

The example above shows that, when building a simulator for
terms computed by recurrence, we need to make sure that quantum
values produced by a recursive function are not consumed multiple
times, either by distinct functions or by distinct calls to the same
function.

We present in Figure 11 an induction rule specialized for the
quantum execution model of Figure 2 and the safe quantum API
of Figure 5. This induction rule handles the quantum state in the
background, and only asks the user the prove that the output of the
protocol can be simulated when they are provided with the input
(more precisely, the rule provides them with all the past inputs).
Notably, the bi-deduction premise asks that the pre-condition ¢,
on the state of the quantum API Q is left unchanged: in practice,
this pre-condition is supposed to be discharged without calling Q.

Lemma 3. The rule in Figure 11 is sound.

Proor. We want to prove that:
8§®§chq 115 C; (¢0 A (¢q init)§¢0 A (¢q t)) F (21)
u Dg.Q (U t | f)

knowing that:
80;@, [.X' * lnlt]e; C> (¢0 A (¢q x);¢0 A (¢q X)) F

N (22)
in>g.q (output x | fAx <t).

First, we apply a time-sensitive induction rule (our rule can be
found in Figure 12, and is a simplification of the rule of [12]), to
(21), using:

e The well-founded total ordering x < y def —happens(y) Vv
x < y where < is the usual order over for timestamps. Note
that the minimal element for < is init. Further, we let < be
the reflexive closure of <, and pred_ the predecessor for the
ordering < (we choose that pred_ init = init).



tr

INDUCTIONCI

feu teu &;0 [ [happens(t)]e
£0:0, [x # initle; C: (¢g A (9 )iy A (9, %)) Fineg.q (output x | fAx <t)
8:0;T1xCq - T C; (g A (g init); oo A (¢ ) riivgqot]f)

where

in=wly.(vy|y<xAx<tAf) (inputx|x<tAf)x

def . .
¢q X < (Q.state = state x A Q.lnput = Input x)

f
Cq de ((Z);qrnd;x;Tlgc;x <t)

vy def (input y, output y, transcript y)

&Eo def (&, x : timestamp)

and where vars(¢,) N Q.glob = 0, and Q is the quantum safe API of Figure 5.

Figure 11: Specialized induction rule for the quantum execution model.

INDUCTION
tein

fein

&E;0 E adv(<)

(8,x:7);0;C; (L<(x); T< (X)) F ingec > (ux|f/\x < t)

&0 Fa ¢ C I<(x0)

(E,x:7);0,[x0 <x <tle Fa I<(pred x) C T<(x)

E;0; 1k C; (¢pg; L<(t)) Finvg (ut | f)

. . . s . def
We require that u = A(x : 7). uo where 7 is a fixed and finite base-type. We assume a total order < over 7. We let in,. = (in,x,Ay.(uy|y<xAx<t)).Letx

be the minimal element for <, and pred x the predecessor of x w.r.t. < for any x (we leave the predecessor of x; unspecified).

Figure 12: Time-sensitive induction rule inspired from the rule of [12].

e The memory invariants:

def

T x def 9o A (9q (pred x)). T<x = ¢ A (Pg x)

We must prove that:

£0:0;Cq - C: (g A (9g (pred_ x));¢g A (¢g x)) F

Ly wyly<xAax3tAaflxpgqox|fAx=t) (23)
and that:

8:0 A ¢ A (9, init) C T (init) (24)

&E0;0, [init < x 2 t]le A T<(pred, x) E T<(x) (25)

&E;0 E adv(<) (26)

First, we show the side-conditions above:

o Eq.(24) is straightforward, since Z < (init) is the formula ¢, A
pred, (pred_ init), which is equivalent to ¢, A pred, (init)
(as we chose to have pred_ init = init).

e Condition Eq. (25) is immediate as both formulas are identi-
cal, and Eq. (26) follows from the fact that the builtin ordering
< over timestamp is adversarial, i.e. &; 0 [ adv(<).

Second, using that ;0 |= [happens(t)]e, we replace the order-
ings < and < by, resp., < and < in Eq. (23) when possible. Thus, we
are left to prove that:

€0:0; Cq - C; (g A (g (pred_ x))i g A (pg X)) F

27
wly. (vyly<x<tAaflxvgq@x|fArx<t) @7)

We apply the case disjunction rule of [12] on the condition ¢t =
init. First, we can check that this condition is bi-deducible, since x
appears in the inputs and we have the builtin assumption &;0 |=
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adv(init). Then, we are left to prove that (after simplifications):

8E0; 0, [x = init]e; Co; ((])0 A (¢q (pred; x)); ¢ A ((])q x)) -
uvgq (ox|fAax<t)

E0;0, [x # initle; C1; (P A (9g (pred x)); gy A (¢q %)) F
Ay (vy|ly<x<tAaf),xpgq@x|fAx<t)

(28)
(29)

where Co and C; must be such that Cp - C1 = Cq - C (as we will
see, we take Cp = 0 and C; = Cy - C).

The first bi-deduction (28) goal is easy to prove, since v init
is (&€, €), which is clearly bi-deducible by taking Cy = 0. This
leaves the game’s state unchanged, which satisfies the memory
side-conditions since ¢ A (gbq (pred. init)) and ¢ A (¢q init) are
equivalent (as pred init = init).

For the second bi-deduction Eq. (29) goal, we start by replacing
pred_ by pred since it occurs in a position where the timestamps

is known to happen and to be different from init. Thus, we need to
show that:

E0;02; C1; (o A (9 (pred x)); ¢ A (¢g %)) F
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Ay (vyly<x<tAflxvgqx|fAx<t) (30)

def o
where 02 = 0, [x # init]e.
We conclude by computing v x = (input x, output x, transcript x)
component by component using the transitivity rule.

80;(9#; Cq; (¢0 A (¢q (Pred x));¢0 A (¢q X)) F
i;:o >g.q (inputx|fAx<t)

80:0; C; (g A (9g x): g A (9 X)) +
in >g.q (outputx | fAx<t)



E03 005 (9o A (9g x); g A (g X)) +
iny >g.q (transcriptx | fAx <t)

where:

def

ing = wly. (vyly<x<tAf)x

in défﬁ,/ly.(vy|y<xst/\f),x,(inputx|f/\x§t)

iny dgfﬁ,/ly.(vy ly<x <tAf)x (inputx|fAx<t),
(output x | fAx < t)

The second and third bi-deduction goals, which must respectively
compute output x and transcript x, are easy to establish: the former
is exactly the hypothesis Eq. (22), while the latter is a straightfor-
ward computation. For the first bi-deduction goal, which must
computes input x, we use the API Q. Indeed, using the fact that
¢4 (pred x), we know that Q. state = state (pred x). Thus, calling
the oracle Q.step(x, transcript (pred x)) yields a memory satisfy-
ing Q.state = state (x) — notice that transcript (pred x) can be
computed using v x. We conclude by calling Q.get_input which
yields input x. O

E.4.1 Implementation. A few observations allow to implement
the rule of Figure 11 with minimal changes to the cryptographic
bi-deduction engine. When solving the bi-deduction premise:

E0;04; C; (¢ A (g %) 90 A (9g x)) +

- (31)
in>g.q (outputx | fAX <t)

the oracles of the game Q must not be called by the simulator being
synthesized (all necessary calls to the Q’s oracles have already
been made). Thus, there is no need to implement Q explicitly, and
the bi-deduction goal can be simply solved using the oracles of G.
Formally, we can then add back Q through the framing result below.

Lemma 4 (Framing). For any games Gy and G1 such that the com-
position Go - G is well-defined, for any assertion formulas ¢, ¢1, P,
such that ¢ does not refer to the global variables of G1, and ¢, ¢,
do not refer to the global variables of Gy, i.e.:

vars(¢g) N (G1.glob U G1.globg) = 0

vars(¢;) N (Go.glob U Go.globg) = 0

vars(g;) N (Go.glob U Go.globg) = 0

If ¢, and (¢, y,) do not share program variables, i.e.:

vars(gg) N (vars(¢;) U X (1)) N Xp =0
and if:
E:0;C; (py;9y) +in >g v (32)
then:

E;0;C; (g APp1sdo ANy) F in > Gy G Y

Proor. We rename all the variables declared in the simulator
witnessing the premise Eq. (32) such that they do not overlap with
the variables of Gy nor ¢,. We let S be the simulator post-renaming.
Clearly, S still witnesses Eq. (32). We conclude by observing that
S preserves @, as it does not modify any of ¢’s variables. O
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Thus, we can replace the bi-deduction goal of (31) by
E0;04; C; (Pg; o) F in >g (output x | fAx <)

The syntactic disjointness conditions of Lemma 4 are automatically
checked by the implementation (more precisely, since Q is not
concretely represented, no assertion can refer to its variable, which
makes the checks trivially true).

Further, the conclusion of the induction rule is the union of
the generalization II,C of the premise’s constraints C and the
generalization IT Cq of the constraints Cq — intuitively, the latter
comes from the implicit computation of input in the inductive
part of the simulation. The constraints resulting from the quantum
computation I1y C4 only refer to the name qrnd. This name is not
supposed to be used anywhere in the protocol but for the quantum
measurement following the execution of the quantum adversary.
This let us exploit the two results presented below, which we use
to automatically discharge the validity check for Q.

First, for any constraint system C, we let names(C) be the set
of name symbols constrained by C, i.e.:

names(C) def {n](@ntf,T)ecC}

and globs(C) be the set of global random variables constrained by

C,ie.:
def - glob
globs(C) = {U [ (@n,t f,TS )€ C}.
The following lemma allow to decompose the validity of a con-
catenation of constraint systems Cy - C; into the conjunction of

the validity of Cy and Cj.

Lemma 5 (Framing constraints). For any constraint systems Cy
and C1 such that:

names(Co) N names(C1) =0
globs(Cp) N globs(C1) =0
Then:

&0 EValid(Co - C1) iff &;0 [ Valid(Co) A Valid(C1)

ProoOF (sKETCH). Valid is defined as:

Valid(C) def [ /\ Fun(cy, c2) A Fresh(cq, c2) A Unique(cy, c2) e

C],CQEC

where the components Fun, Fresh, and Unique are defined in [11,
Figure 5]. We quickly argue why our property holds for each com-
ponent:

o For the Fun and Fresh components of Valid, this is immediate
since the names of Cy and C; are disjoint (Eq. (34)).

e For the Unique component of Valid, we use the fact that
the global samplings constrained by Cy and C; are disjoint

(Eq. (34)). O

Remark that the safe quantum API of Figure 5 uses no random
variables, so condition Eq. (34) trivially holds.

Condition Eq. (33) is checked by the following lemma, which
states that I, Cy is always valid.

Lemma 6 (Framing constraints). For any & and ©, we have that:

&;0 [ Valid(II, Cq) where Cq = ((Z);qrnd;x;T[gc;x <t)



ProoF. We simply observe that IT, Cq4 = (x; qrnd; x; Tloe. x < 1),
which is trivially valid since it represents a multi-set containing no
duplicated names and always uses the same tag. O

Using both lemmas above, the validity of ITy Cq - I1x C is equiva-
lent to the validity of I, C, which simplifies the proof-obligation
discharged to the user — the syntactic checks on name symbols of
Lemma 5 is automatically checked by the tool.

E.5 Dedicated Cryptographic Tactics

Squirrel has tactics dedicated to specific cryptographic axioms,
which allow to go beyond the generic and heuristic treatment of
the crypto tactic.

E.5.1  Existing tactics and soudness proofs. Consider the case of the
PRF axiom, which states that a keyed hash function hash produces
values that are indistinguishable from fresh random values. Over a
sequence of term #, hash m k, with k a name, the PrF axiom intu-
itively enables us to conclude that i, hash m k ~ &, nfesp, with ngesh
a fresh name, under the condition that we can see 4, hash(m, k) as
the result of a PPTM interacting with the hash oracle provided by
the prF assumption. Squirrel thus has a logical rule, which allows
to use the PrRr axiom, with a set of premises that guarantees the
previous condition.
The PRF rule is formally expressed as follows.
G.PRF

E:0;0 bppm im  E;0;0 F %fey(i m) A Ysg (i m)

&E;0 + 1, (hash m k) ~ &, (Nfresh)

where, only recalled here informally,

e 5:0;0 Fpptm i, m states that the terms can be simulated
step by step and incrementally by a PPTM;

. tﬁ]l((ey(ﬁ, m) states that k only occurs as the key to hash;

. ¢,l:15g(ﬁ, m) states that all the other messages hashed in # are
distinct from m.

The proof showing that if the interpretation of hash satisfies
the cryptographic PRF assumption then PRF is a sound rule builds
explicitly a reduction, with a PPTM which computes incrementally
the subterms in &;0;0 Fpptm i, m, calling the hash oracle of the
PRF assumption whenever it needs to compute the value of some
hash x k. And the side conditions imply the validity of the reduction.

Generic soundness proofs. Squirrel’s logic has a set of such tac-
tics, covering notably PRF, EUF, ENC — KP, CCA1, DDH, XOR, .. .. The
soundness of all the corresponding tactics follow the same pattern
as the one presented for prr:

e a pptm judgement states that the targeted terms can be sim-
ulated by a PPTM in an incremental fashion, subterm after
subterm;

e some side conditions ensure that, e.g., the secret keys, are
only used in key position, and thus that we can indeed build a
reduction by using the oracles provided by the corresponding
assumption.

E.5.2  Post-quantum sound tactics. Adapting those existing tactics
can thus be done in two steps. First, we define an equivalent pqtm
judgement, which also allows to extract a simulator incrementally

34

for every subterm. Such a judgment then allows us to literally
use the existing reduction to build our quantum polynomial time
simulator. However, it is well known that all PPTM reductions don’t
instantly yield valid reductions for PQTM, one must for instance
check that all reductions treat the adversary in a black-box fashion,
and for instance do not rely on rewinding techniques. This check
was in fact already performed in [24], we do not recover it here.
However, we do provide formally below the definition of the PQTM
judgement, and provide an efficient way to check it in the Squirrel
implementation, building on the previous notion of APL

Capturing incremental PQTM simulation. We adapt the pptm
judgment from [10] to our setting. Intuitively, the pqtm judgment
&;0;a Fpqtm ¢ states that there exists a folding of PQTMs and
PPTMs that computes [¢] by following the same computation steps
as the recursive definition of the semantics [-]. This intuition is
formalized by once again relying on the qadvy predicate.

DEFINITION 10. Let & be a well-typed environment and © a set of
global hypotheses well-typed in E. Let @ be a set of (typed) variables,
and t a term of order 0 or 1 well-typed in E, a. The judgement

E;0;@ Fpgm ¢
is valid iff. for any model M : & such that M |= ©, then there exists
tg such that:
e ift has order 0, then M | qadv , 1,) (4 a.t; ts).

e ift has order 1 and is of the form AX.t’, then
M '= qadv{a’h}(l a-x. t; ts).

.
wherea =o1:7,...,0n: T,

We note that by definition of the predicate qadvy, the statement
M E qadv,p,) (A @ X.t; ts) can only be true if @ - X contains at
most one quantum element, and note that this condition propagates
to every subterm.

Moreover, the above must hold for any subterm in STg(t), ex-
tending the environment if necessary to deal with bound variables
(this essentially forces the simulator to follow the same steps as [-]).

We assume that all judgments must be well-typed.

Handling recursive definitions. As we consider classical protocol
facing a quantum adversary, we note that in the terms we will
consider, only the attacker manipulates quantum value, and we in
fact know precisely how it is manipulating it. Thus, rather than
trying to come up with a general proof system for the judgment,
it is sufficient to design a single rule that matches our execution
model, where we check that everything but the attacker is PPTM,
and that the attacker is only used following the execution model.
We thus adapt the polynomial time criterion for terms with recur-
sive function from [10] in order to manage our builtin quantum
execution model.

Proposition 12. Let & be an environment such that
& =80,80, (xi : 7, = 1,/ = AMyi : 7). ti)ie[1m)>
(OUtPUt T T71+l’ = A(yn'*'l : TnH)' tn+1)’

where &g contains only variables declarations and Eg defines frame,
transcript, state and input according to the execution model of Fig-
ure 2. Also denoting output by xp41 for uniformity, we assume that
foreveryi € [1;n+ 1], the type 7, of the (possibly recursive) defined
variable x; is finite and fixed, i.e. {finite, fixed} C label(r,).



Let (x])ie1;n4+1], input’, transcript’, frame’ be fresh variable names quantum value it computed is indeed state tspqx. We can then at

def . . . ’ . )
ando = {x; — x/ | i € [1;n+1]}{input > input’}{transcript - the end return both the value of s” and the corresponding state. O

transcript’ }{frame > frame’} be a substitution. If, given input y;, Note that this rule trivially generalizes to the case where state
the bodies of the defined variable (xi)ic[1;n+1] are all computable by is any position of a potentially nested tuple of values.

a PPTM, assuming (by recurrence) that other defined variables are

computable, ie., foralli € [1;n+1],

E0;0; @, (xX])ie[1;n+1]> Yi» input’, transcript’ +ppm tio
then the following rule is a sound rule

QPT.DEF:REC-FINITE
&;0;d, (X))je[1;n41]> input’, transcript” kppm so

E;0;a Fpgm S, state tspax

where tSmax is any term such that:

E0E]| A tSmax = ts})]e

{ts|x tseS’Tg(t)lx defined in &}

This proposition essentially states that if a term uses our quan-
tum execution model, all other recursive functions are PPTM, and
if the top level term is PQTM when ignoring the recusrive calls,
then the whole term is. This notably imply that we can only prove
PQTM for terms that do not call att outside of the way prescribed by
the execution model, and where att is the only quantum function
symbol. Note that we must do the substitution of the recursive
variables in order to remove them and reduce ourselves to finite
terms that can indeed be proved to be simulatable by PPTMs.

Proor (skeTcH). Take a model M, then recursion depth is finite
and independent of 7.

Thanks to the premise, all the bodies of user defined recursive
functions are computable in polynomial-time assuming that re-
cursive calls have been computed. Further, recall that we restrict
ourselves to M such that

M | Vi e timestamp. qadv (Ax.att(qrnd ¢, x); t).

We thus have a folding of a classical and quantum machine to
compute the classical and quantum output of att.

To simulate s, we simply compose the pptm simulator for s with
the ones for the recursive functions, and use the folding for the
attacker to compute input and state values when needed. As the
only quantum function is att and all occurences of att are hidden
inside the macros, the global composition can be seen as an attacker
following the quantum safe API of Figure 5, and it does yield a
valid folding of a finite number of quantum and classical machines
overall.

This is enough to argue that &;0;& Fpgtm s. In order to also
add the state, a tricky point is that the simulator for s without the
recursive call might call its order one input (the oracles for recursive
calls) in an arbitrary fashion, and might notably make unnecessary
calls to state with timestamps bigger than ts;qy.

To solve this, we notice that we can build a term s” where the
macros from Eg in s’ have been replaced by variants that are
equal except that they return L whenever called over a timestamp
bigger than tsyqx. By the definition of tsp4x, we have that the local
formula s = s’ is valid. We can thus replay the previous argument
but over s”. This yield an overall folding simulating s’ (and in fact
s), in which we are sure that at the end of its execution, the final

35



	Abstract
	1 Introduction
	2 An Execution Model for PQC
	2.1 Quantum Adversary
	2.2 Interaction with the Protocol

	3 Core Logical Setting
	3.1 Syntax of Terms
	3.2 Semantics of Terms
	3.3 Global Formulas

	4 Quantum Predicates
	4.1 Quantum Computations
	4.2 Quantum Indistinguishability
	4.3 Adequacy of our Approximate Semantics

	5 Adapting Squirrel's Proof System
	5.1 Core Logical Rules
	5.2 Basic Reductionist Rules
	5.3 Bi-Deduction
	5.4 Cryptographic Bi-Deduction
	5.5 Dedicated Cryptographic Tactics

	6 Implementation and Case Studies
	6.1 Implementation
	6.2 KEM Combiners
	6.3 Key Exchange Protocols

	7 Conclusion
	References
	A Open Science
	B Some Background
	B.1 Details on Higher-Order CCSA Logic
	B.2 Probability Theory
	B.3 Primer on Quantum Computing
	B.4 Approximating Distributions

	C Quantum Computation Execution Model
	C.1 Type Encodings
	C.2 QTM Execution
	C.3 Quantum Simulation of Reversible Classical Computations
	C.4 Quantum Simulation Predicate

	D Adequacy of our Approximate Semantics
	D.1 Preliminaries
	D.2 Linking both Semantics for PQTMs
	D.3 Linking both Semantics for Terms
	D.4 Main Adequacy Theorem

	E Leveraging Squirrel's Proof System
	E.1 Core Logical Rules
	E.2 Quantum Indistinguishability Rules
	E.3 Bi-Deduction
	E.4 Cryptographic Bi-Deduction
	E.5 Dedicated Cryptographic Tactics


