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Structural
REFL T~ S U~ W W~ 7 Qa-EQU
i~ i ——— SYM = TRANS TS
U~ U 0~ T R U~ T

wo, bo, ug ~ Wi, by, u1 wo, by, vo ~ Wi, b1, v1

W, if by then ug else vy ~ w1, if by then u; else vy

a s an injective renaming of names in N'. Terms @ must be ground in a-EQU.

Basic reductions

ﬁ,SNﬁ,t 61,771'\/171,172 ﬁ,SNU,t
= = Dup ——— ——~—= FA ——— RESTR
U,8,8 ~ U, t,1 fidy), 01 ~ f(ia), Vs U ~ U
Ur(1)y -+« s Ur(n) ~ Un(l)s - -+ Un(n) p
UL,y Up ~ UL, Up ERM
Where m is a permutation of {1,...,n}.
Rewriting
U Aih Fae
th " GEN ¢ GEN

Uyt~ U (s =1
- - R
Uy s~

(4]

Where F-Gen is a sound proof system for generic mathematical reasoning.

Freshness
[t # n] =P When n ¢ st(t) % FRESH when nj ¢ st(u) and n; ¢ st(¥)

We require that all terms are ground terms, and that n, ny, ni are names.




IND-CCA1 If ({-}., dec(-,-), pk(-), sk(-)) is an IND-CCA1 asymmetric encryption scheme

[len(tg) = len(t1)]
@ {0} ooy ~ & {1 d gy

IND-CCA1

We require that all terms are ground, that n,r are names, and that:
[ e ¢ St(ﬁ, to,tl);
® 1 Cpp() dec(,sk(-)) Ustost1,

i.e. n appears only has pk(-) or dec(_,sk(-)) in i, tg,t;.

IND-KP If ({-};, dec(,-), pk(-),sk(:)) is an IND-KP asymmetric encryption scheme

- - KP-CCAq
u, {t}:)k(nu) ~ U, {t}:)k(nl)

We require that all terms are ground, that ny, ni, r are names, and that:
o r & st(i,t);
® 1 Epk(~),dec(7,sk(-)) U,t fOT both 1 € {0, 1}

i.e. ny and ny appear only has pk(-) or dec(_,sk(-)) in ,t.

EUF-CMA If (mac.(-), verify.(-,-)) is a EUF-CMA MAC scheme

EUF-MAC
verify, (s,m) = \/ ,cgm =u

We require that all terms are ground, that k is a name, and that:
o S =Shac(s,m) where Spmac(u) = {v | mac,(v) € st(u)};

o k Emac.(_),verify,(_,_) S, m
i.e. k appears only in mac or verify key positions in s, m.

CR-HK If H(-,-) is a CR-HK hash function

C
H(my, k) = H(ma, k) Fmy =ma

We require that all terms are ground, that k is a name, and that:

[ /( EH(_,-) mi, M9
i.e. k appears only in hash key position in mq,ms.




